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2.1 Software

» PowerWriter For ARM (Power Writer - For ARM) : PowerWriter For ARM
» PowerWriter For RISC-V (Power Writer - For RISC-V) : PowerWriter For RISC-V

2.2 Hot questions

The following procedures are applicable to both the ARM series and RISC-V series

clients.

2.1.1 Old drive interference

The common phenomenon is that the client recognizes two ports, the automatic
connection turns gray, or KEIL cannot recognize the device, indicating that the device

cannot be connected, and the driver in the device manager has an exclamation mark.
Treatment method reference:

How to handle driver exceptions

2.1.2 Unrecognized chip

The general reason is that the line sequence connection is wrong (the reference voltage

VREF is fuzzy, resulting in a direct connection error of 5V) or the need for external power
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supply or no signature.

Treatment method reference:
» How to deal with chip connection failure
» The chip name is gray

2.1.3 Programming

¢ PWLINK2 and PWLINK2 Lite support only online programming,
PW200,PW300,PW400/PWX1 Support online programming and offline programming.

» How to programming online

» How to programming offline

2.1.4 How to read the save chip data

The premise of reading the chip is that the chip is unprotected, which can be confirmed by

reading the option byte.

How to read and save the chip data

2.1.5 Chip supported or not
The PowerWriter website allows you to query the adapted chip model.

* Querying the chip model
» Submit the support chip form

2.1.6 Automation machine

The signal source VCC of the machine needs to connect to the 5V pin of the writer.


https://www.powerwriter.com/index/index/chip_search.html
https://www.powerwriter.com/index/index/support_form.html

How to connect the automation machine

2.1.7 About Debugger

While supporting MDK as a debugger,IAR directly uses an IDE based on the eclipse

framework without configuration.

» Debugger use tutorial

« Common problems of debugger

2.1.8 Correct operation of erasing

The following information is displayed on the log page after the erasing operation is
performed: If the current page does not support erasing, see the following correct erasing

operation:

@ Power Writer®1.3.8.0 [Build:2024-04-10 19:40:33] — O *

Fle(l Operation(E] Tools(Tl Setting(S] Help(H) 2 K Frase
= .
k“( E.-. Device

BECEERPRREEREO

Open Save —in Fout PLoad PRead | Blank Erase Read Write Verify Auto Reset ID  AnyRD Error | Serial Wire P
° Writer Setting @ Option bytes B Program Memory |
ADDRESS 00 01 02 03 04 05 06 07 oo RNLIRCRAL s ICL M ETeY () Flash Map(Al/Unal); | EraseSel |w
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If it is used stably during the current programming process, you can skip this
upgrade or turn off the upgrade function, see Menu -> Preferences -> Check for

updates at startup.

All the software of ICWorkshop, as the product is positioned to adapt to more chips on the
market, in order to continuously optimize the user experience, it is currently updated

regularly (every two weeks), mainly including the following upgrades:

» Add Recently added adaptation chip brands or models.

« Based on user feedback, make appropriate improvements to some functions.

Each update will prompt the user to update through the form of automatic pop-up
window, and with a detailed introduction of the updated content. In addition to the
mandatory update of the main function, users can choose whether to update according to

their own use.

Client upgrade pop-up window, click the left arrow in the lower left corner, there will be a
simple explanation of this update, the right side is to allow users to skip this update, the

pop-up page is as follows:


http://localhost:3000/en/

© Auto Update V1.0.1 - PowerWriter — X

ICWORKSHOP

Update file size:192 KB Current download:

S Update now Skip current version i

T T T T T -—Ill‘!

The following is an example of a recent upgrade record:



F @ Auto Update V1.0.1 - Power\Writer — s

el

ICWORKSHOP

* Update file size:192 KB Current download: 3'

Update now Skip current version

Version V1.3.8.0

<Fixed=
1. Fix the error in the description of the bytes of the MM32G0001 optio
{ 2. Adjust the Flash algorithms of the MM32F0010 and MM325PINO40C
3. According to the original requirermnents of Pran,
adjust the Flash algorithrn of some PY32 chips
|4 Fixed the issue that some chip reading option bytes
of the meta core rmay return incorrect data
5. Limited by the product capacity, in order to increase the
product maintenance period as much as possible, the policy of AB ver
(Mote: AB version firmware supports different brands of chips,
which can be switched on the client side!)
6. Fix STM32F207xE option byte read return error issue

P

<Fectures=
Maone

<Mew target=

I I B

T 5
SWM241xBFFEWM241xB_Data

Firmware Upgrade pop-up window, you can skip this update by clicking No. The popup
page looks like this:



Firmware degradation tips

Tip: The current device firmware version is higher than the file version.
Do you need to downgrade the device?

A\ cAUTION

« The upgrade of the upper PC and firmware of the PowerWriter® is synchronized.

If the upgrade is not synchronized, an error may be reported on the new chip.

 You can also delete or change the file name update.exe in the PowerWriter®
installation folder to disable the update function. However, you will miss the

upgrade opportunity that is optimized for the function. Exercise caution when

performing this operation.
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(Mote: Degraded firmware may be risky, please exercise caution)
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3.1.2.1 : Characteristic comparison

Product

PWX1 PW300 PW200 PWLINK2 PW400 PowerDebuggger
Model
Universal
. v v v v v v
serial port
Standard

v v v Vv V(*Part)
debugger
Network

X X X X X v
debugger
RTTViewer X X X X X v
RTTScope X X X X X v
ITM Trace X v v X X X
Online

v v v Vv v X

programming

Factory mode V V X v X
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Product
Model

Offline

programming

Multiple

projectes

Display

Programming

times limit

ICWKEY
authorized

signature

Cloud

Platform

Bluetooth

Instruction

set

PWX1

ARM/
Other

PW300

ARM

PW200

ARM

PWLINK2

ARM

PW400

RISC-V

PowerDebuggger

ARM



3.1.2.2 : Product purchase
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3.1.3 : About Wiring
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Due to different batches of devices, all devices may have different screen printing of
shell materials. Before viewing this document, determine the device model and

screen printing of shell materials.

1 PWLINK2(lite)

Before using the device, please connect the client to view the connection diagram

between the corresponding chip and the programmer.
1.1 SWD connection type(ARM)
« When pins 7 and 9 of the device are VDD:

Chip pin : SWCLK, SWDIO, GND. VDD and PWLINK2(Lite)'s
SWCLK(2),SWDIO(4),GND(5) ,VDD(7)Pin docking:

Skip to
main

content
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+ If the 7th pin of the power supply is VREF and the 9th pin is 5V: Chip pin: SWCLK,
SWDIO, GND, VDD are connected to pins of SWCLK(2), SWDIO(4), GND(5), VREF(7) of
PWLINK2(Lite). If the chip operating voltage is 5V, the chip VDD is connected to pin of
5V. Specific pin description see Hardware working state description, the device pin

distribution diagram is as follows:



SWCLK

SWDIO

GND

RX

X

1.2 SWIM connection type(STM8)

« If your programmer’s power supply pin is 7-VDD 9-VDD: Please connect the pin SWIM
RST GND VDD of the chip in your hand with the pin 3-SWIM 1-RST 5-GND 7-VDD of
the programmer one by one. The pin distribution diagram of the programmer is

shown in the figure above.

« If your programmer's power pin is 7-VREF 9-5V: Please connect the pin SWIM RST
GND VDD of the chip in your hand with the pin 3-SWIM 1-RST 5-GND 7-VREF of the
programmer one by one. If the working voltage of the chip is 5V, connect the pin VDD
of the chip with the pin 5V. The pin distribution of the programmer is shown in the

figure above.

2 PW200 or PW300

Before using the device, please connect the client to view the connection diagram



between the corresponding chip and the programmer.

2.1 SWD connection type(ARM)

« If the power pin of your programmer is 5V Vext Vext: Please connect the pin SWCLK
SWDIO GND VDD of the chip in your hand with the pin SWCLK SWDIO GND VEXT of
the programmer one by one. If the working voltage of the chip is 5V, connect the pin
VDD of the chip with the pin 5V. The physical diagram of the pin distribution of the

programmer is shown below.

RST

SWIM

SWCLK

SWDIO

RT

X

VEXT




If the power pin of your programmer is 5V VIN VREF Please connect the pin SWCLK
SWDIO GND VDD of the chip in your hand with the pin SWCLK SWDIO GND VREF of
the programmer one by one. If the chip working voltage is 5V, connect the pin VDD of
the chip with the pin 5V. Specific pin description see Hardware working state

description, the programmer pin distribution diagram is shown below.

Z
] o
RST
SWIM
CTRL

2.2 SWIM connection type(STM8)

« If the power pin of your programmer is 5V VEXT VEXT Please connect the pin SWIM



RST GND VDD of the chip in your hand with the pin SWIM RST GND VEXT of the
programmer one by one. If the working voltage of the chip is 5V, connect the pin VDD
of the chip with the pin 5V. The physical picture of the pin distribution of the

programmer is shown in the figure above.

« If the power pin of your programmer is 5V VIN VREF Please connect the pin SWIM
RST GND VDD of the chip in your hand with the pin SWIM RST GND VREF of the
programmer one by one, then connect the pin VDD of the chip with the pin 5V, the
physical picture of the pin distribution of the programmer is shown in the figure

above.

3 PW400

Connect to the client first and query the wiring diagram of the corresponding chip model
and pW400.

The following illustration is for example GD32VF103x4:



. :
| Power Writer® chip wiring diagram

E: (R{ftE&+F (Notice: For reference only) Chip Selector

Automatic burner machine( |1 z0{EHL £5)

il

R ARt B B AJTAGHUHL, R R T GPIO.RY BF A (T 10, Lk
LA SRR Y N

20 BLAAR ST G, KNG

B IGUFRIEL B0

E fql;mng standard barmng, cnly JTAG wwres ase required to be commected. If GPIC s
peuued, i @ Tefter 1o connect sewed pans. Please refir to winmng diagram for detals
: GN-D U I | 2: The machane status sugnal a5 bnghly effective, whale the stast szgnal 15 low effectrve
3: The schensatic dingram is for neference ondy
|
u: 1
' NBUSY ISP-RX
N OK ISP-TX
N NG RESET  Optional(P[ %) NRST
SIART TDO

BQOTO RICEK,

TCK

JTMS(PAL3)

JTDI(PALS)
NIRST(PBA -4
__l l Vext =
—— . - GND
GND PowerWriterConnect

The physical pin distribution of PW400 is shown in the figure below:

GD32VF103x4 w

_— o =



A DESCRIPTION OF VDD, VEXT, VREF,5V ON THE DEVICE

« VDD,VEXT, and VREF are powered on at 3.3V by default. You can use the
PowerWriter® client to change the power.

+ See How to Set the interface Level .

« The 5V pin can only stabilize the output 5V working voltage and is not controlled
by software.



4 PWX1

PWX1 Device interfaces are described as follows

@ Power
-0
@K
L
©e
Long-Press oce
00 (@ e
@ 0 S, -
Left view
PowerWriter®X1

Front view

Ports on the conversion board are as follows:



0000
0000 000000
000 000000

AR

4.1 SWD connection type(ARM )

Connect the device to port 5, or connect the adapter board to port SWD .

4.2 SWIM connection type(STM8)

Connect the SWIM port of the switch board.

4.3 12C connection type(EEPROM)

Connect the 12C port on the conversion board.



4.4 PWM connection type(wave out)

Connect the PWM interface of the conversion board.

4.5 JTAG connection type(Debugger)

Connect the JTAG port on the switch board.

4.6 SPI connection type(Nor flash)

Connect the SPI interface of the switch board.

4.7 Machine connection mode

See Interface 8.

5 External power supply wiring method

The above programmer itself does not have a large load capacity, when the board needs
to be powered separately during programming, the wiring generally remains unchanged, if
the 5V pin of the connected programmer needs to be changed to VREF or VDD or
VEXT(based on the screen printing on the actual equipment), if it is not connected to the
5V pin, the wiring remains unchanged. In this case, you need to change the interface level
of the PowerWriter® client to an external input, and click Apply Settings to synchronize to

the programmer. As shown in the picture below:

Chip Select
MCU model: {o} select Apply
Flagh Size:  swxss e
Eraze Type Interface level Misc
() Don't erase O1.8v Speed 10M b h
© Full Erase O33v OptionByte  Factory=>Custom  ~

Os.ov
(O Sector Erase IO External input o @ Enable buzzer




6 Use serial port

Please connect the pin RX, TX of the chip in your hand with the RX, TX pins of the
programmer, cross docking, power cord and ground wire one by one. The pin distribution

diagram of each programmer is shown in the figure above.

Tags: FAQ  Connection

/" Edit this page
Last updated on Apr 15, 2024 by Alan Chen


http://localhost:3000/en/docs/next/tags/faq
http://localhost:3000/en/docs/next/tags/connection
https://gitee.com/powerwriter/powerwriter-doc/tree/develop/docs/faq/powerwriter/base/003.connection.md
https://gitee.com/powerwriter/powerwriter-doc/tree/develop/docs/faq/powerwriter/base/003.connection.md

A » 3:FAQContents > 3.1:Common > 3.14 : Device Status

Version: Next

3.1.4 : Device Status

1.0 Overview

This chapter describes the normal or abnormal operating status of the hardware of the
PowerWriter®, the definition of the status of the indicators, and the definition and
functions of each power pin.The user can judge the working state of the equipment with
the help of this summary. If the equipment is working abnormally, the description of this
summary can judge and eliminate the anomaly.If it cannot be successfully eliminated by
yourself, please reproduce the abnormal working state of the equipment, take a video and

send it to our staff to help analyze and eliminate the anomaly.

1.1 Indicator description

1.1.1 PWLINK2,PWLINK2 Lite

According to the different states between the red and blue lights, the working state of the

equipment is displayed:

* Red on: normal power on, red and blue alternately, a red light is on, indicating that
the device is in standby state, at this time the chip is not recognized, no data

interaction

 Alternating red and blue flashing: After normal power-on, the working status of the
indicator indicates that the device has data interaction with the upper computer or
the target chip, and the blinking frequency represents the busy degree of data
interaction (if the data interaction reaches a certain degree, the phenomenon of

Skip to
main

content
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alternating red and blue flashing will show a state of steady blue and occasional red,

which is a normal phenomenon).

* Blue steady on: After normal power-on, if the blue light of the device is steady on,
and no red/blue switch occurs, this is the abnormal working state of the device.

Consider that there is device damage or abnormal working of the main control.

* No light on: After powering on, no light on. This phenomenon means that the entire
device has no power supply. Please check the power supply status of the device or

whether the circuit components are abnormal or damaged.

* Sudden shutdown: normal power-on, or normal operation, the indicator light
(suddenly) out , considering the short circuit or the rear circuit with a large load and
other circumstances to trigger the power failure protection of the device, please pay
attention to check the short circuit or disconnect the rear circuit connected to the

device, and re-power on to see whether the device can start normally.

1.1.2 PW200,PW300,PW400,PWX1

« The above equipment has four indicators for only the working state of the equipment,
which are:

* Blue (excluding PWXT1) : POWER indicator (POWER), normally should be on; If the
device is off or blinking, the power supply is abnormal or unstable. Ensure that the

power supply of the device is stable to ensure that the device can work properly.

« Orange (yellow) : STATUS indicator, used to indicate the status of data interaction
between the device and the upper computer or target chip. If no data is exchanged, it
is in the off state. When there is data interaction, blinking occurs, and the blinking
frequency represents the busy degree of data interaction (when a target chip is
successfully recognized by the device or a large amount of data interaction is
initiated, the blinking state may be characterized as steady on, which is a normal

phenomenon).

* Red : Operation error indicator (NG). This indicator will light up when an error occurs



during this operation. It is extinguished (cleared) after the next operation.

 Green : Operation success indicator (OK), when successfully completed an operation
or programming, the indicator light will light up, indicating that the current operation
is successful.The indicator light is extinguished (cleared) when the next operation is

initiated, or when an error occurs.
* Buzzer : (Except PWLINK system devices, other devices have buzzers.)

> One sound : Only when the device is powered on normally, it is used to mark the

normal startup of the device. The sound cannot be shielded.

o Two rings : Used to indicate that the current operation has been successfully
executed, usually accompanied by "OK" indicator light, can be set in the client

mask.

o Three rings : Used to indicate that the current operation has an error, usually

accompanied by the "NG" indicator light, can be set on the client screen.

o Long ring : The reason is that the device may detect a short circuit, pay attention
to the upper computer prompt (if connected), and pay attention to the

investigation

Q e

The PWX1 device has a screen display, and the power supply indicator is
changed to orange, and the indicator status of the VREF pin is displayed.



1.2 Normal power-on status of the
device

1.2.1 PWLINK2,PWLINK2 Lite

After the device is powered on, the indicator on the fuselage turns blue and then red. The
status of the indicator depends on whether the device has data interaction Will show

different phenomena.

1.2.2 PW200,PW300,PW400,PWX1

After power-on, four different color indicators light up at the same time, and with the
buzzer "drop" after a sound, the blue light is on, the rest of the indicators After it is turned
off, the three indicators except the blue light will have different phenomena according to

the different working status of the equipment.

Q T

After the PWX1 device is successfully started, the device enters the system desktop.

1.3 Serial port self-test

When you find that the serial port is not working properly, you can short-circuit the RX, TX
pins of the device, and then use a third-party serial port assistant to send any character,
and check whether any character is received after each send, and whether the character
received by the character is the same as that sent; If each sending is received and the
sending is the same as the receiving, the serial port works properly. Or else The serial port

is abnormal.



1.4 Device pin description

1.4.1 PWLINK2,PWLINK2 Lite

All equipment screen printing, in addition to PWLINK (a generation of products),
VDD: When pins 7 and 9 of PWLINK2 and PWLINK? Lite are two VDD's, both VDD's output
is 3.3V by default and can be set to 5V output or external input mode on the host

computer. Examples of silk screen printing are as follows:

Power Writer® Hardware Interface Viewer >

®H"ﬁ;l':m Pawer Writer & r

PWLINEZ ~

Hardware Version

1.1 vk

RST  swWCLK

SWDI0D

oo
PoweriWriter  yppl

upD | RX
upp | TX

f

B e T T

VREF 5V: When pins 7 and 9 of PWLINK2 and PWLINK2 Lite are VREF and 5V, the 5V pin
only outputs 5V supply voltage, which is not controlled. The operating mode of the Vref
pin can be configured by the upper computer, with 3.3V output by default, 5V output

mode by the upper computer, or an "input mode" that provides an internal



communication reference level. The communication level of sw pin is consistent with Vref.

Examples of silk screen printing are as follows:

Power Writer® Hardware Interface Viewer =

®H"ﬁ;l':m Power Writer® |

PWLINEZ ~

Hardware Version

1.3 vk

SWCLK
SWIM  SWDIO
_ GND | GND ¢
I:'Z" = VREF RX [
av ™

PaweriVriter

Q e

In the above two cases, how to modify the output voltage on the upper computer,

see Interface level Setting

When the device is working normally, the Power On Reset (POR) policy is not executed,

and no data is exchanged.

SWDIO : Normal high level (generally equal to VDD), the level size is affected by the upper

computer Settings.

SWCLK : Normal low level (the above two pins may receive some special application

scenarios to adjust, at present it is like this)



1.4.2 PW200,PW300,PW400,PWX1

Power pin VIN: Power input, input voltage support between 2.8V~6V, internal 5V
regulated output as the working power supply of the device. The role of this pin is to
power the entire programming device (not applicable to USB to Typd-C power supply).
Therefore, if you use this pin to power the device, please ensure that the power of the
power supply is sufficient and stable. VREF(reference voltage), VEXT(extended voltage) : It
can have the upper computer configuration working state. When it is output, it can output
1.8V 3.3V 5V voltage according to the Settings of the upper computer. When it is input, it

can input 1.8V~5.5V for internal communication level reference.

When the device is in normal working state, no POR(Power On Reset) policy is executed,

and no data interaction is performed,

SWDIO : Normal high level (usually equal to VDD), the level size is affected by the host

computer Settings.

SWCLK : Normal low (the above two pins may be adjusted for special use cases, so this is

what it looks like now)

1.5 Equipment inspection method

1.5.1 PWLINK2,PWLINK2 Lite

When the programmer is powered on, the blue light is always on or the red light is not on,
or there is no reaction when it is powered on, it can be judged that there is a certain
hardware problem in the programmer. The user needs to recall what operations were
carried out before the equipment was abnormal (after feedback, the approximate reasons
are as follows: connected to a high-power device, to the high-power device power supply;

Voltage reverse; Wrong power line; Improper operation causes the main control to be



programmed by the surge of the USB port or electrostatic breakdown; If a device is

plugged in or unplugged during an upgrade, or if the power goes out halfway through)

When the state of the indicator light is not abnormal, the blue and red alternans will be
carried out at the moment of power on, and then the red light is always on; When the chip
is identified, the blue light is always on; When the chip is not identified, the red light is
always on. If compared with other programmer, suspected that there is a hardware
problem in the programmer, the multimeter can be used to measure the SWDIO voltage
to the ground to rule out, when the host computer does not select any chip, the voltage of
SWDIO should be consistent with the interface level set by the host computer, if not, there
is a hardware problem, the specific device problem inside the device. Specific analysis is

needed to know.

1.5.2 PW200,PW300,PW400

When there is an abnormal lighting condition of the indicator light in the use process, it is
necessary to consider the wiring problem, especially the connection method of VDD. The
correct wiring details should be connected to the programmer to check through the client.

If the hardware is abnormal by measuring the pin, see the above description.

(Note: When the device is powered on normally, keil does not recognize the device, or the
PowerWriter® client recognizes the two ports, this is an old firmware driver migration

problem, not a hardware exception problem, see how to handle driver exceptions)

All the above problems can be avoided by standard operation. It is recommended that

users familiarize themselves with simple hardware circuit knowledge before use.

1.5.3 PWX1

PWX1 equipment has a screen display. If there is a problem, most of the time, you can
eliminate it by observing the state of the equipment. If necessary, please contact the after-

sales service to return to the factory for inspection and maintenance.
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3.1.5 : Product Information

PowerWriter® series products: PWLINK2&PWLINK2 Lite, PW200/PW300, PWX1, PW400,
ICWKEY

content

1 : Software

PWLINK2&PWLINK?2 Lite, PW200/PW300/PWX1 same client for arm, see download
link below:

PowerWriter® For ARM

Client

Power Writer - For ARM

v
PowerWriter Arm Standard Edition (integrated
developer features/offline/offline) standard client
Operating System: Windows 7 5P1 or above
Version: 1.3.8.0

File Size: 61.6 MB

MD5: ed6cd5880cdb9718252e3209cc36853d
Update Time: 2024-04-10

PWA400 is available for RISC-V series, client download can be found below link:

PowerWriter® For RISC-V
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Power Writer - For RISC-V

Windows 7 above

Version: V1.1.1.5

File Size: 34.3 MB
MD5: 63d623af86f56563acTcae2000c2b0ead

Update Time: 2024-03-06

Security Authorization Shield ICWKEY is an auxiliary tool for PowerWriter® offline
authorization, which is responsible for controlling the number of authorization and
generating authorization keys. It requires not only PowerWriter® client, but also ICWKEY

client, see the link below:

ICWKEY

ICWKEY

Operating System: Windows 7

Version: 1.0.2
File Size: 21.2 MB & DOWNLOAD

MD5: d439368bec9ae07793840496a60281bd
Update Time: 2024-03-06

2 : Software user's manual
PWLINK2&PWLINK?2 Lite, PW200/PW300 PW400

Apply to the same user manual, before using the product, you can have a preliminary
understanding of the PowerWriter® client of the product, FAQ is a summary of common

problems in the use process.


https://www.powerwriter.com/index/index/products.html?p=21&c=files

PowerWriter® User's Manual
PowerWriter® FAQ
ICWKEY

The user manual, related materials, SDK, and licensing videos can be found at the

following links:

ICWKEY User Development Manual
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The PowerWriter® driver is included in the PowerWriter® software installation

directory. It is recommended to use the PowerWriter® client software for processing.

1 : Download and Install

1.1 : Standard driver (support winusb)
Attachment :

PowerWriter® latest driver download (suitable for PWLINK2(including lite), PWX1,
PW200(PW300)) Arm chip version

A\ cAUTION

[/l Connect the device to the USB interface of the Windows host: If the device is not
inserted, the driver installation may fail.

@ After installation, you may need to restart the system if prompted.

Q This driver works with firmware versions greater than 1.00.82(Without PWX1).


http://localhost:3000/en/
http://localhost:3000/en/assets/files/PowerWriter_driver_console-45da53ca0052f8f795ac7cb1bec9e9ce.zip
http://localhost:3000/en/assets/files/PowerWriter_driver_console-45da53ca0052f8f795ac7cb1bec9e9ce.zip

Driver installation & uninstallation

Driver list:
B USBSER (CDC) Win-USB

USB Simes 10.0.22000.1098
Microsoft
Debugger driver
libwdi
WINUSE
WinUsb Device 10.0.22000.653
Microsoft
#PDRX_WINUSE (Interface 2) 6.1.7600.16385
libwdi

uninstall

1.2 : SHA1 Support Driver (windows 7)

If the PowerWriter® device attribute in device management indicates that it is not signed,
so it cannot connect, please try to update the system patch, or use the following alternate

driver. The error screenshot is shown below



Generic PnP Monitor Properties oy

General Driver Details Events

‘ Generic PnP Manitor

L
Device type: Monitors
Manufacturer: (Standard monitor types)
Location: on Intel(R) UHD Graphics
Device status

Windows cannot verfy the digital signature for the drivers required
for this device. A recent hardware or software change might have
installed a file that is signed incomectly or damaged, or that might

be malicious software from an unknown source. (Code 52)

OK Cancel

Attachment :

Old Windows 7 Dual Signature driver (used when the Device Manager properties bar
indicates no digital signature)

1.3 : Latest RISC-V drivers installed

Attachment :


http://localhost:3000/en/assets/files/PowerWriter_driver_win7_sha1_signature-72085d3e6ed30938d1cd48101698c0d3.zip
http://localhost:3000/en/assets/files/PowerWriter_driver_win7_sha1_signature-72085d3e6ed30938d1cd48101698c0d3.zip

PowerWriter® For RISC-V Driver Installation (for PW400 RISC-V chip version)

A\ INSTRUCTIONS FOR USING RISC-V DRIVERS

« PWA400 driver is dual serial port driver, compared with Arm series driver, no HID,
no Winusb

« PW400 USB ID is not the same, can not use PW200, PW300 driver.

« ARM series and RISC-V series have the same way of driver installation and
distribution. It is recommended to use PowerWriter® client software for

processing (menu bar -> Help -> Driver Installation).

2 : Old firmware driver migration

Firmware version 1.00.80 and below USB driver, if you install with the latest version of
the driver, it will not work after installation, please install the old firmware driver first, after
connecting the device, upgrade the firmware, switch to the new firmware, download the

address, and then reinstall the new driver.

Download the old firmware driver

2.1:Handling for old and new firmware

After upgrading the old firmware to the latest firmware, the device manager may see a
device with an exclamation mark #PW_HID_CMSIS-DAPal Port (Interface 0) or
PowerWriter® Serial Port (COM19), And the debugger channel is not working properly

because of the old driver interference, which can be handled as follows

F"? Power Writer Serial Port (COM19)
YT Power Writer Serial Port (COM20)



http://localhost:3000/en/assets/files/PowerWriter_For_RISC-V_driver-36c733827611e4e5d7367fbe3e8e8129.zip
http://localhost:3000/en/assets/files/old_firmware_driver_for_arm-45afbaf5abf716769f823eaebae06ee0.zip

"B #PW_HID_CMSIS-DAPal Port (Interface 0) (COM19)

e - - o = & B e s s =

2.1.1 Manual cleanup

|:L| Step 1: Display the exclamation point on the device, right mouse button, uninstall the

driver, and check Remove Driver

Q Step 2: After the uninstallation is complete, refresh the device again and wait for the

driver to be installed

|:L| Supplementary: If exclamation marks still appear, REPEAT STEPS 1 and 2 until the old

driver is uninstalled.

The operation demonstration is shown in the figure:

File Action View Help

e @ HmE & B

v CSHSOFT-DEV

i| Audio inputs and outputs

3 Computer

- Disk drives

5§ Display adapters

Hurnan Interface Devices

== |DE ATA/ATAPI controllers

% Imaging devices

I Jungo Connectivity

Keyboards

g Mice and other pointing devices

& Monitors

8 Metwork adapters

i Ports (COM & LPT)
i Debugger driver (COM24)
ﬁ Power Writer Serial Port (COM30)
ff USB BT (COM22)
& FTEWLRD et
@ BfSH0 comn

= Print queues

<
{ v v v v v v v v v v v v e

= Printers

I Processors

B Security devices

|/ Smart card readers

l"t Software components

i Software devices

i Sound, video and game controllers
S Storage controllers

¥ System devices

i Universal Serial Bus controllers
i Universal 5erial Bus devices
= WSD Print Provider

WOW W W W W W W W W W W W




2.1.2 Auto clean

PowerWriter® Driver Cleanup Tool (ARM products supported)

todriv
s

id

id

11 the dris

A\ cAUTION
@ This tool will clean up all versions of the PowerWriter® driver for the system to
solve the problem of exclamation marks after upgrading to a new firmware.

@ Windows 10 + system after cleaning, still for free drive, no need to install
additional driver!

@ For Windows 7 SP1, install the latest driver (including WinUSB driver) from the


http://localhost:3000/en/assets/files/PowerWriter_driver_clean-33638756c0a5f8b984332966e07c50cb.zip

client software. Please note that the minimum system requirement is Windows 7 SP1.

[:A If the automatic clean-up fails, refer to Manual clean-up method

3 : Common exclusion Methods

3.1 Driver is normal, but cannot connect

If the driver is newly installed, you can try to restart the system, after the driver installation
may need to restart. Second, the device manager device driver is normal, but still can not

connect, you can also try to restart the system.

3.2 Rebooting system fails to connect

If you still cannot connect to the device after rebooting the system, please first try to clean
up unused port numbers and drivers, as shown in the following ,After cleaning up the

redundant information, it looks like this, Try connecting to the device again.



File

ol AN

Action  View Help

|H | |

WOW W W W W W W W W

]
]
>

W W W W W W W W W W W W

sRlle g 3 a0

A CSHSOFT-DEV

i Audic inputs and outputs

3 Computer

Disk drives

Display adapters

Hurnan Interface Devices

IDE ATA/SATAPI controllers
Imaging devices

Jungo Connectivity
Keyboards

Mice and other pointing devices
Monitors

Metwork adapters

Ports (COM 8 LPT)

i Debugger driver (COM24)
ﬁ Power Writer Serial Port (COM30)
& USB BTEE (COM22)
& FTEWLRD e

@ BEwD com

= Print queues

= Printers

ﬁ Processors

B Security devices

Q Smart card readers

lt Software components

i Software devices

i Sound, video and game controllers
S Storage controllers

E3 System devices

i Universal Serial Bus controllers
i Universal Serial Bus devices
= WSD Print Provider



3.3 Try changing the port number

= '-..Ll”IFJLILEr
Disk drives
Display adapters
DVD/CD-ROM drives
¢ Human Interface Devices
== |DE ATAYATAPI controllers
5> ops Imaging devices
=

W% W Y

Jlungeo Connectivity

» E Keyboards

) @ Mice and other pointing devices
» [ Meonitors

5> I Metwork adapters

» K¥ Other devices

> @ Portable Devices

v i Ports (COM & LPT)

= Debugger driver (COM24)
mbed Serial Port (COM4)
USB BR{TI=E (COM22)
FTED#mL (LPT1)
EfEmL (com)

= Print queues

£ VEE VBRI EE VEE U

Printers
Processors

= )

! Security devices

Srnart card filters

Smart card readers

Software components

Software devices

Sound, video and game controllers

EEQE B I R i)

Storage controllers
= Storage volurne shadow copies
- Storage velumes

W% OW W W W W WY YWY W W

s B3 Svstern devices

Q e

Change the port number, the system will re-initialize the driver, also can solve some

driver exception issues.
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3.1.7 : Debugger Tutorials

1. IDE Support

[/IIAR, Any version, CMSIS-DAP V1 interface

[/1AR, >=7.402, CMSIS-DAP V2 interface

[ /I Keil, Any version, CMSIS-DAP V1 interface

[/ Keil, >=5.36, CMSIS-DAP V2 interface

Iv_L| Segger Embedded Studio, CMSIS-DAP V1 interface
Iv_L| Segger J-Flash, ==V7.22B, CMSIS-DAP V1 interface
[/l OpenOCD

[/l PyoCD

[ Probe RS

Iv_L| FreeMASTER, CMSIS-DAP V1 interface

[ /| RT-Thread Studio

[ /] Others to be added

2. Common IDE Setup Methods

2.1 MDK Debug Settings

Follow the procedure below to open Project Settings and select CMSIS-DAP Debugger as

shown in the following figure:

Skip to
main

content


http://localhost:3000/en/

bl

Click options

Debugger

Device I Target I Output I Listingl U=zer I C/C++

" Use Simulator
[~ Limit Speedto Real-Time

with restrictions Settings |

[2 X Switch to Debug

¥ Load Application at Startup ¥ PFunto main()

Intialization File:

| B[ :

| Asm | Linker I Settings
& Use: |CMSIS-DAP Debugger
LULIMK Pro Cortex Debugger
¥ Load - 2 - Uebugg b main)
'3 ¥ Se DAP Debugge

ugger
Pemicro Debugger

Restore Debug Session Settings Restore SiLabs UDA Debugger
¥ Breakpoints ¥ Toolbox [¥ BrfAlttera Blaster Cortex Debugger
i Tl XD5 Debugger

v Watch Windows & Peformance Analyzer v W

¥ Memory Display ¥ System Viewer v Memory Display V¥ System Viewer
CPU DLL: Farameter: Driver OLL: Farameter:
|5AHru1r:ru13.DLL |—HEI'u'IAF‘ |SﬁHI'u'ICI'u13.DLL |
Dialog OLL: Parameter: Dialog DLL: Parameter:
IDCI'u'I.DLL I-pCI'u'IS ITCI'u'I.DLL I-pCI'u'IB

[T Wam if outdated Executable is loaded

[T Wam if outdated Executable is loaded

Manage Component Viewer Description Files ... |

|

0K

Cancel Help

Defaults |

e S e ]

Adjust the basic settings of the debugger according to the following settings, and check

whether the target chip is connected normally, as shown in the following figure, after no

problem, go to the next step.



CMSIS-DAP Cortex-M Driver Setup(60Mhz) >

Debug |Trace IFlash ]:Il:-wnll:-adl Fack I

—CMSIS-DAP - JTAG/SW Adapter —  — SW Device

FDORX WINUSE CM35IS-Dies IDCODE | Device Name | tove
SWDIO | & x1BA01477  ARM CoreSight SW-DP Up |

Serial No: IMMEEHE'IE'I Fal
I ] |
Firmware Version: |2.1.0 (a4}

1=

I 5wl  Potllsw - ¥ Automatic Detection D CODE: I
" Manual Configuration Device Mame: |
Max Clao 20Mhz -
tdd | | Delete | | Update | 4 000
— Debug
—Connect & Reset Options Cache Options Download Options
Connect: |Nnrrna| - HESFZ ISYSHESEI'HEG;" ¥ Cache Code [ Verfy Code Download
v Beset after Connect ¥ Cache Memory [T Download to Flash
| Log Debug Accesses [~ Stop after Reset

0K Cancel Help

Flash Download settings are as follows, according to the actual project requirements, set
the appropriate erase method, as well as Program, Verify, Reset and Run options, and add

the current chip's flash algorithm, as follows:



— CMSIS-DAP Cortex-M Target Driver Setup >

Debug I Trace Flash Download |Pack I

it — Download Bunctinn ] RAM far Ngﬂl’i‘thl’l’l
1 LORAD " Erase Full Chip | |¥ Program
Fi_ % Erase Sectors | |V Verfy Start: | 20000000 Size: | 00001000
" DonotErazse | [T Reset and Bun

— Programming Algorithm

Desarption IV S [T - PO S Sddrane-Famge I
STMa2F 3 Flash 756k On-chip Fash 08000000H - OB00FFFFH

Start: I{b:DEDDDDDI] Size: | (00010000

Remove I

i

|

0K Cancel | Help

Q e

« Erase Method Selection: If you need to keep some data of the chip, such as
setting data, signature information, you usually select the erase method as

Sector Sections.

* Reset and Run: To perform a reset and run after the current firmware, you need

to check the Reset and Run option.

For advanced users, custom debugging settings can be adjusted as needed, as shown

below:



CMSIS-DAP Cortex-M Driver Setup(60Mhz)

Debug I Trace I Flazh Dewrload Fack |

— Debug Description

¥ Enable

Configuration:

Pack: Keil STM32F1xx_DFP.2.3.0

[T Enable Flash Sequences

[” Log Sequences: IE:'-_I".'1ainijects'-EDZB'-.ESSEDebugger'-.ESSEDebuggerFirmware'-ﬁ.ppliu:atiu:un'-.ESSEDet

I."'-.DebugConﬁg"xESS EDebugger STM32F103C8_1.0.0.dbgconf

0K

Cancel

Help

Check the Use Debug Driver option to enable the hardware debugger, this option is
turned on by default, if you encounter problems, this option is also a key setting to check,

as follows:

1=



Kk Options for Target 'STM32F301"
Device I Tarzet I Output I Listingl User

—Configure Flash Menu Command

| cice+ | Asm

I Linker I Debug Utilities |

¥ |lse Target Driver for Flash Programming

— lUse Debug Driver —

Settings | ¥ Update Tanget before Debugging

I ¥ Use Debug Driver I

Init File: I

™ Use Extemnal Tool for Flash Programming

Cnmmand:l

ngumerﬂs:l

[T FunIndependent

—Corfigure Image File Processing (FCARM):
Output File:

Add Output File to Group:

| Application/MDK-ARM Ra

Image Files Root Folder:

[T Generate Listing

0K

Cancel

Defanl ts Help

g the ORI TAINCH hit (ranses a resetl

After checking the settings, you can enter the commissioning normally.

File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
BRI Y | mrenr
O PG| dmEESE @

M. @ @ e

@ oncommand Vaa\\. & a-|@-]a

Registers 2 H Disassembly
egister [value EaT = =

€5:  /* USER CODE BEGIN 1 */ © £ e
ce:
€7:  /* USER CODE END 1 */
N
6s: /% MCU /

» x0000 L] statup_stm32r301x8s ] main.c | [ STM32F301_STM32F301CET.dbgcont

=] 20000 G

B 0a000y €0 [ * @brief The application entry point.
6 | * @retval int
ez L -
63 int main(void)
es O
65 [ /* USER CODE BEGIN 1 */
e
67 | /* USER CODE END 1 */
e
69 | /* ucu ~
70
71| /% Reset of all peripherals, Initializes the Flash interface and the Systick. */
72 | BEAL Init():
73
74 | /* USER CODE BEGIN Init */
7
76 | /* USER CODE END Init */
77
78 | /* Configure the system clock */
79 | SystemClock Config():
50
81 | /* USER CODE BEGIN SysInit */
82
83 | /* USER CODE END SysInit */
8a
85 | /* Initialize all configured peripherals */
86 | MX_GPIO Init();
8T /* USER CODE BEGIN 2 */
5=
89 | /* USER CODE END 2 */
50
91 | /* Infinite loop */
92 | /* USER CODE BEGIN WHILE */




2.1.1 Operational Demonstration

F s\Tiro_zz015 17\12-GPIO%: \Project\Fire_F103VE.uvprojx - pVision X
File Edit View Project Flash Debug Peripherals Tools SVCS  Window Help
NS HG@| % LR 9 o - Y G| B aesiperipHBasE o B R | @ -] @ @d~|Elv\'§|
& ®- | W) w LR e Y@
Project Lo | ] main.c rd startup_stm32f103xe.s I
=4 Project: Fire_F103VE 22
=45 LED 23 F/**
4 5 STARTUP 24 * gbrief %@ﬁ
25 * @param Jn
- -] startup_stm32f103xe.s 26 + gretval T
3 cmsis 27 L sy
i [ STM32F1xx_HAL_Driver 28 int main(void)
= L5 USER 28 (¢ ,
DB ma 30 /+ REGETEREIIRIbA 72 Mz +/
‘L main.c 31 SystemClock Config():
1] stm3afla_itc 32 -
&0 bsp_led.c 33 /* LED HmO4TEEfk «/
=53 poc 34 LED GPIC Config():
35
38 /% FEHILEDIT +/
37 while (1)
38 [ { )
38 LED1{ ON }: e
40 HAL Delay(1000):
41 LED1{ OFF }; /1K
42 HAL Delay(1000):
43 _
44 LEDZ{ ON }: R
a5 HAL Delay (1000):
46 LED2{ OFF ): iR
a7 )
ag LED3({ ON ): I
49 HAL Delay(1000);
< | B 50 LED3( OFF ): /R
=] Project] @Books | {} Func...‘ []..Temp...l

Build Output

CMSIS-DAP Debugger



2.1.2 Video Demonstration

2.2 1AR Debugging Settings

Right click on the item, enter Options setting, switch to General Options standard setting

page, and check whether Target -> Device is selected correctly, as shown below.



Options for node "GO _Toggle®

Calngasy
Stathc Analysis
Runbme Cheddng
b Library Dpticrs 2 MISRA-C:2004 MISRA-C:1998
Ouput Corverter Targst Dukpd Library Conbguration L& rary Options 1
ukﬁ Pracessar variant
ks () Core Cortex-M4 -
w i) Device ArteryTek -ATIZF4NICETT I T
CMSIS DAP Pr—
Pusjact | CMISDAP Tools  Window Help | GOSServes ) EMSI5-Pack
TjetfTaet
G Add Filles... Hirk[-Trce ; . .
[ Add Group... I Stelars Endian made Gating paint ttings
[#] import Fie List.. m Listle - VPPl single predsion
#add Progect Connectson.., T4 Big .
Fdil Configueations... ;I'l"dfl‘b.ll:l‘m BE32 D register 16 e
X Remowe LD BEE
Create Mew Project.. Tirustd cini
D Ay - D5P Extersicn
T nad Existing Project... I ) r— N
Advanced SIMD [MECM]
o proes
Version Cordrol System k -
(o ] conce
- E

Enter into the Debugger menu, Setup tab page, select Driver as: CMSIS-DAP device, you
can check the Run to main option as needed, as shown below.

Oipiors for node "GO _Togghes®

Fachon Satings. |

Setup  Downlosd Images Extra Opbons Mulicors Pluges

Duston Buld Driver & Run o

) - —

— Setup MACros

Cuse macre flels)

Dewice description fle
Third farty Driver [ wernde default

TS STOOLOT_MRECONFIG\debuggerArtery Tekd ATI2FAT 3l -




In the Interface tab of Debugger -> CMSIS-DAP, select the interface as SWD as follows :

Jptions for node "GO Toggle®

>
S . Fachon Selige
(General Opbors
Static Analysis
Runtme Chedang

CiC +# Compder Setup Br\nkpoim:

Probe condi Probe confiquration file

Dutput Corwerter i K 9

Custom Buld Owerride default

Bk Actians W bto

Linker C From fils

Deturgger

Smistor () Explicit Sl

CADL

Interface Exgplicit probe configuration

OO Server

1T AGet CITAG Multi-target debug system

JilinkI=Tirmce:

I Stellare WD

Pk Tarceld vl ik O

PE miro wrget w g fiple CFLI

ST o

Thard-Party Drwver

TI HER-FET Interface

THs Auste detect

3 Cancal

After the above setup you can proceed with the debugging and development of the chip.

2.1.1 Demo Video



2.3 RT-thread Studio Debugging Settings
RT - thread Studio Download Address:https://www.rt-thread.org/studio.html

Go to SDK Manager , as shown below:

¥roject Run  Window Help
g% oA -Lied-[BFja-o-

Check if the current chip support package, RT-thread source code, and PYOCD are

installed.
xEB B &
Name Size Status Description
[_J &7 RT-Thread_Source_Code .
[ & Chip_Support_Packages o IBEmEEE, FEMXMNM RT-Thread, &H. AR, HiEETiss
Device vendor Board Support Packages
RT-Thread Studic ToolChain Support Packages
v [ & Debugger Support Packages RT-Thread Studio Debugger Support Packages
> [ )-Link @ Installed
> [ (2% ST-LINK_Debugger @ Installed
EREEEE
O # 0.1.6 (2022-07-29) 96.6 MB @ Installed Add geehy apm32f4 support
() §1 0.1.4 (2022-05-06) 96.1 MB " Not installed add geel 32 033
() 8 0.1.3 (2021-12-08) 878 MB @ Installed 3 TEZ%: Pyocd DAPlink 135715385
() 4 0.1.2 (2020-09-23) 87.2 MB " Not installed Add Essemi MCU packs
() 4 0.1.1 (2020-09-23) 53 MB " Not installed Add AT32F4xx support
[/ 01.0(2020-07-201 53 MB __Not installed PyOCD support debugging with DAP-Link debugger
» [ 2 QEMU @ Installed
> [[] % OpenOCD-Kendryte " Not installed
> [ [#% WCH-LINK_Debugger " Not installed
» || =% OpenOCD-Nuvoton Mot installed
> [ 2% OpenOCD-HPMicro " Not installed - \p o R
> () 2% OpenOCD-Nuclei " Not installed e OpenOCD PILWEARIE, HRIESERS:
> [J 2% OpenOCD-Infineon " Not installed

> [J 88 ThirdParty Support Packages ThirdParty Support Packages


https://www.rt-thread.org/studio.html

Q e

To debug a project through DAPLink, you must use Pyocd or OpenOCD as the
debugger's Adapter, and eventually debug through the gdb connection.

Create a new RT-Thread project as shown below:

[ workspace - RT-Thread Studio
File Edit Source MNavigate Project Run Window Help

New alisshirtsN_ Il R Thvesd Proect

Open File... RT-Thread Nano Project

Recent Files > General Project

o T Board Support Package

Project..

Convert to a C/C++ Project (Adds C/C++ MNature)
Folder

Source File

Header File

File from Template

Class

ﬁ @ 4 = [0 [ [E]

Other... Cirl+N

Convert Line Delimiters To >

Set up the debugger as follows:



{* New Project O x
Create RT-Thread Project i
Input project name, choose one mcu, i ;

Project name: STM32F13RH

B Use default location
Location: DART-ThreadStudic\workspace\STM32F13RH Browse...

0 Base On MCU () Base On Board

RT-Thread : |4.n.3 v

Vendor: STMicroelectronics ~  Series: STM32F4 e

Subseries : STM32F413 w MCU :  STM32F413RH w
Console UART : | UART1 w THP: PA9 RXP: PA10

Adapter : DAP-LINK ~  Port: BSWD L

(1 X ¥5PEDAP-LINK , Port #58%5 SWD &,

[ 00 I 081 5

Suggestions after mcu based project created:

The chip use an internal HSI clock, If you need to modify it, please check and maodify drv clk.c

® = Back MNext = Cancel

Once the configuration is complete, the project is generated and ready for download and



debugging as follows:

B workspace - STM32F1 3RH/rt-thread/components/drivers/misc/pin.c - RT-Thread Studio
file Edit Source Navigate Project Run Window Help

B-HB&-&X- 8= -iLin

i
3 device.c drv.g < con s. [& pinc 52

# Debug 22 P - @ €= v =8 drv.s  gpio.c b
 [£] STM32F13RH.DAPLink.Debug [GDB PyOCD Debugging] 77¢ int rt_device_pin_register(const char *name, const struct rt_pin_ops *ops, veid *user_data)
v [ rithread.clf 78
v 4 Thread #1 1 (HardFault) (Suspended : Signal : SIGSEGV:Segmentatior /2 _hu_pin.parent.type = RT_Device (lass_Miscellaneous;
= HardFault_Handler( at context gec.5:220 038000318 8 —hu_pin.parent.rx_indicate = RT_NULL;
<eignel handler callods 0 2t o 81 hu_pin.parent.tx_complete = RT_NULL;
82

rt_exit critical ) at scheduler.c:950 0x8003074

rt_hw_board_init( at board.c:24 0x8008b7e 89

83 #ifdef RT_USING_DEVICE_OPS

t object init) at object.:332 0xB002846 a1 ) TS = 280 ook
rt device._register() at device.c:50 0x8000b00 85 #else

rt device.pin_register( at pin.c:98 0xB006fdc 86 _hu_pin.parent. init — RT_NULL;
thw_pin_init0 at drv_gpio.c798 038009780 87 _hw_pin.parent.open = RT_NULL;
hw_board_init) at drv_commeon.c197 0x8008e46 88 _hu_pin.parent. close = RT_NULL;

_read;

_hu_pin.parent. read -

tthread startup( at components.c223 038000224 9 _hwpin.parent.urite —pin_write;
= <.more framee.s 91 _hu_pin.parent. control = _pin_control;

. 92 #endif

4 pyocd.exe 0

48 arm-none-eabi-gdb.exe. 9 _hw_pin.ops - ops;
95 “hu_pin.parent.user_data = user_data;
%
97 /* register a character device */
98 rt_device_register(&_hw_pin.parent, name, RT_DEVICE_FLAG_RDWR);
99
100 return 0;
101 }
102
103% rt_err_t rt_pin_attach_irq(rt_int32 t pin, rt_uint32 t mode,
104 void (*hdr)(veid *args), veid *args)
105 {

Q e

It is necessary to have Pyocd or Openocd installed in the SDK-manager.

2.4 Other IDE Tutorials

(0= Varia.. 33 IR

Name.
> ® name
> » ops

» user data

Quick Access

Type
const char *
const struct rtpin_ops *

void *

- o

c/c++ el

e
Value

0xB00bf50 "pin”
OxB800cabe <_stm32_pi
00



3. Frequently Asked Questions

3.1 Target Chip Mismatch
Common errors are described below:

« Connection refused due to device mismatch!(Not a genuine ST Device! Abort

connection).

« PDSC : Sequence Execution failed.

The above problem may be due to purchasing a chip that is not the original chip, see

Target chip mismatch

3.2 Connected device (chip) failure

« No Debug Unit Device found
 SWD/JTAG Communication Failure
« RDDI-DAP ERROR

Details of the above issues can be found in Communication Issues

3.3 Programming Failure

Flash Timeout. Reset the Target and try it again.

Error : Flash Download failed - "Cortex-M4"

Could not stop Cortex-M device!Please check the JTAG cable.

Error : Flash Download failed - Target DLL has been cancelled

Details of the above problem can be found in Programming Failure



3.4 Verify failure
» Contents mismatch at: 08000064H(Flash=FFH Required=0)

Details of the above issue can be found in Checksum Failure

3.5 Flash configuration error

« Cannot Load Flash Programming Algorithm!

» Overlapping of Algorithms at Address 08000000H

For details of the above issues, please see Flash configuration 1, Flash configuration 1.
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A > 3:FAQContents > 3.1:Common > 3.1.8: Debugger FAQ

Version: Next

3.1.8 : Debugger FAQ

1 MDK autorun not working

After the program is downloaded and found not running, the following points need to be

noted:

» Check that the reset mode in the Debugger settings is correct.
» Reset and run is checked or unchecked.

* Is the Flash Algorithm setting correct.

2 Breakpoints do not take effect

Please check the compilation settings. Such as optimization level, debugger settings, and

its own code features such as whether watchdog is enabled.

3 Limit the number of breakpoints

The number of hardware breakpoints is related to the chip itself and depends on the MCU
core version unit, the manual will list the number of breakpoints supported by the current
chip, please check the manual of the chip you are using for the contents of the debugging

chapter.

Skip to
main

content


http://localhost:3000/en/

4 Bootloader deleted during download

« For IROM setup, it is important to make sure that the generated Image address is

correct.

« When writing to Flash, pay attention to the selection, page erase, set in the Debugger
page, so that you can avoid the whole chip erase, retaining the other data inside the

chip.

5 Prompt for device mismatch

Tip Message: Connection refused due to device mismatch!(Not a genuine ST Device!

Abort connection)

Main program poay

Ol o A A A A A A A A e A A A e e a a

tion
| CMSIS-DAP - Cortex-M Error XL
encer>& LCS.
ghts re
Connection refused due to device mismatch!
oftware ' FClause licens
icense"™ ' Device connected to Debug Unit is different mpliance with
e. You i from device selected for project target:
STMicroelectronics STM32F103C8 Flause
ko k ok kR O o o S A W o W
I-E ENE ] .. .......... ﬁ E .......... .-
S ___________________________________________________________
main.h"
includes -----—-———-—-H——&————H—————" """ "—"—""—"—"—"—"—"—"——————————————

DE BEGIN Includes */



Mot a genuine ST Device! Abort connection

| R |

CMSIS-DAP - Cortex-M Error X
' @' PDSC: Sequence Execution failed '

&z

Maybe the purchased chip is not the original chip, such as polished silkscreen, or business
false advertising, due to some of the popular chips many manufacturers have similar chips,
and even PIN TO PIN compatible, so there are these problems, the low version of the MDK
and the chip support packages will not check the chip's IDCODE, so there may not be an
error report, replace with a higher version of the MDK and the support packages, there
may be an error report! If you change to a higher version of the MDK and support
package, you may get an error. You can check the IDCODE of the chip manual to

determine the real chip model.

For example, the IDCODE of the STM32F1 chip is: 0x1B10417.



— SW Device

IDCODE Device Name Move
SWDIO | & (x1BA01477  ARM CoreSight SW-DP Up
Down
G Automatic Detechion |:| |: :|:|E.
" Manual Configuration Device Name:
sdd | | Delete | | Update | ap: [o<00

But the sample is: 0x2BA01477 as shown below:

— SW Device
IDCODE Device Name Move
SWDIO | @ x2BA01477  ARM CoreSight SW-DP Up
Down
(‘? Sutomatic Detection ID CODE:
" Manual Configuration Device Name:
ful 10 | |: r_'|r_'f-_- | |_ [_||_1._1r-_- | AP [hﬂ'ﬂ

After identifying, this chip may be: CS32F103C8T6 (CKS32F103C8T6).

5.1 Solution 1

According to IDCODE, you can find the real model number of the chip, download the
backup package of the corresponding manufacturer's chip, install it, switch it to the actual
chip model, and then debug it.



CKS32F103C8 Download (Keil.CS32F1xx_DFP.pack is required, STM32F103 library
and CKS32F103 library can be used to run the demo properly.)

5.1 Solution 2

First find the pack of the selected chip, and find the pdsc file of the current chip, such as
C:\Keil_v5.25\ARM\PACK\Kei\STM32F 1xx_DFP\2.3.0\Keil.STM32F 1xx_DFP.pdsc

<sequence name="CheckID">

<block>
__var pidrl = 0;
__var pidr2 = 0;

__var jepleeid = 0;
__var ROMTableBase = 0;

_ap = 0; // AHB-AP

ROMTableBase = ReadAP(OxF8) & ~Ox3;

pidrl = Read32(ROMTableBase + OxOFE4);
pidr2 = Read32(ROMTableBase + OxOFES8);
jep106id = ((pidr2 & Ox7) << 4 ) | ((pidrl >> 4) & OxF);

</block>

//Comment out the chip ID to check the configuration
//<control if="jeple6id != 0x20">

// <block>

// Query (@, "Not a genuine ST Device! Abort
connection", 1);

// Message(2, "Not a genuine ST Device! Abort

connection.");
// </block>
//</control>
</sequence>


http://localhost:3000/en/assets/files/cks32f103_demo-9d60658a2c7dc7d96d8137d9ebe99ad0.zip
http://localhost:3000/en/assets/files/cks32f103_demo-9d60658a2c7dc7d96d8137d9ebe99ad0.zip

Q e

« The PowerWriter® team does not trace back to the actual chip model, and the
above chip IDCODE is only illustrative of actual cases, as noted.

« The pdsc file is just an example, the paths and settings may be different for

different versions of packages.

6 Unable to recognize debugger

Error Code: No Debug Unit Device found.

CMSIS-DAP C Diriver Setup x>

ortex-M Target

Debug ITrace I Flash ]:I-:-wrﬂ.-:-au:].l Pack I

CMSIS-DAP - JTAG/SW Adapter —  — 5W Device

| =

b owe

SWDIO Mo Debug Unit Device found
Serial No:l

Crawn

Up |
imweare Version: —l
F sl F'“"i'm % Automatic Detection ID CODE: |
€ M anual Configuration Dievice Mame: |
Max Dud{:lmru'le vI
tdd | Delete | Update | 8P |
— Debug
Connect & Reset Options Cache Options Download Options
Connect: [Nomal ~| Reset: [SYSRESETREQ ~| | | ¥ Cache Code I™ Verfy Code Download
¥ Reset after Connect ¥ Cache Memory [T Download to Flash
[ Log Debug Accesses [™ Stop after Reset

)4 | Cancel Help

Handling method: Reconnect the programmer, make sure the programmer is connected

properly and the driver is connected properly, refer to Driver Installation and Cleanup,



7 RDDI-DAP Error

Error message: SWD/JTAG Communication Failure(RDDI-DAP Error). RDDI-DAP

Error,

CMSIS-DAP Cortex-M Target Driver Setup

Debug |Trace I Flash Downloadl Fack I

—CMSIS-DAP - JTAG/SW Adapter — —~SW De

vice

b e

€ Manual Configuration Device Mame: |
Ma:Dnd{:I‘IDMHz vI

tdd | | Delete | | Update |

Do

iPW HID CMSIS-DAP Eror

Serial No: |3FFDBECE3224C1 SWDID SWD/ITAG Communication Failure
erial No:

Firmware Version: |2.1 1]

¥ swil PDHZISW _I ¥ Automatic Detection D CODE: I

AP

1 e

— Debug

Connect & Reset Options

Cache Options

¥ Reset after Connect

[~ Log Debug fccesses [ Stop after Reset

Connect: | Nomal _v| Reset:[SYSRESETREQ | | | ¥ Cache Code

¥ Cache Memory

Download Options

[~ Verfy Code Download
[T Download to Aash

0K

Cancel

CMSIS-DAP - Cortex-M Error

.@ RDDI-DAP Error

[ =

Help

oL




Solution:

Make sure the programmer and the chip programmer port are connected properly, the
chip does not have advanced protection turned on or the programmer port is multiplexed,

please check the specific treatment:

How to deal with a chip that is not connected

8 Programming Failure

Error message: Flash Timeout. Reset the Target and try it again.

:] Flash Timeout. Reset the Target and try it again.

== |

pVision >

I " Error: Flash Download failled - "Cortex-M4"

HEE




&% Could not stop Cortex-M device!

[ |
Sl Flease check the ITAG cable.

_#= |

l . Error: Flash Download failed - Target DLL has been cancelled

®E

Solution:

Ensure that the chip does not have read protection and write protection turned on,

remove the protection method reference:De-read protection,

When the program runs on the fly or the chip reset is not successful, it will lead to
unsuccessful programming, please reconnect the chip and make sure that the
debugger setting options are as shown in the following figure, and you can try to pull

the boot0 pin high before debugging.
Change the debug clock size.

Use the PowerWriter® client to erase the target chip.



CMSIS-DAP Cortex-M Target Driver Setup

Debug |Trace I Flazh annlnadl Fack I

—CMSIS-DAP - JTAG/SW Adapter —  — 5W Device

iP 1 CMSIS-DAP IDCODE | Device Mame

b v

Firmware Version: IZ.'I 0
F 5wl F"ﬂl'tZISW vI % A tomatic Detection

Max Dnd{:I‘IDMHz vI

tdd | | Delete | | Update |

= hanual Configuration Device Mame: I

SWDIo y "
Serial Ma: I3FFDEEC33224C1 (3 x0BB11477  ARM CoreSight SW-DP

(2]

D CODE: |

AP I{b-:ﬂll}

— Debug

[T Log Debug Accesses [ Stop after Resst

Conn i Cache Options
Conn ZINurmaI vI Reset: |5Y5F1ESI:‘I’F§EG_v ¥ Cache Code

W Reset after Connect ¥ Cache Memory

Download Options

[ Verfy Code Download
[T Download to Fash

0K I Cancel

9 Verify failure

Error message: Contents mismatch

Contents mismatch at: 08000063H (Flash=FFH Required=0
Too many errora to display !

Error: Flash Download failed - "Cortex-M4"™

Flash Load finished atc 16:21:51

Help

l

Troubleshooting: Make sure the flash algorithm parameters are normal, or you can re-

select the chip model to update the flash algorithm settings.

oL




Options for Target 'GD32F303E_EVAL'

Device ITargetI Dutputl Listingl User I C/C++ I A=m I Linker I Debug I Utilities

Wendor:
Device:

Toolset:

Search:

I Software Packs
GigaDevice
GD3Z2F303ZE
ARM

GD3I2F303VC
GD32F303VE
GD3I2F303VE
GD32F303VI
GD3IZF303VE
GD32F303ZC
GD32F303Z
GD32F303Z6G
GD32F303Z]

B

|

2R

E

Software Pack

Pack: |GigaDevice GD3IZF3x_DFP.2.0.0
URL: http:/f=d3"mou com/data/documents Tz

G032 is a new 32bit high performance. low power consumption
universal microcontroller familty powered by the ARM Cortex-M4 RISC
core which targeted at varous MCU application areas.

G032 family integrates features to simplify system design and provide
customers wide range of comprehensive and superior cost effective
MCU portfolios with proven technology and great innowation.

G032 family includes entry line, peformance line and connectivity
{line currenthy.

GD32F303 - ARM Cortex-M4 Core
Frequency up to 120 MHz
Flash access zero wait state
Single-cycle multiplier and hardware divider

Memories

]

0K

Cancel Defaults Help




Viala-LAF LOFMEX-IVI 1arget LFvVer >etup
ebug I Trace Flash Download |

— Download Function
LOAD ™ Erase Ful Chip v Program

Fi % FErase Sectors | Verfy
" Donot Erase | Reset and Fun

RAM for Algorthm

Start: I{b:E'DDDDDD'I] Size: I{!:DDDDWDD

— Programming Algaorithm

Description

| Device Size | Device Type |
GD32F30 High-density FMC On-chip Flash

Start: I Size: I
Add I R emowve |

0K Cancel

Help

10 Unable to load flash Algorithm

Error Code: Cannot Load Flash Programming Algorithm

AGDI - Cortex-M Error: C:\Keil v5\ARM\PACK\Kei\STM32F1x0¢ DFP\

X

lf@ Cannot Load Flash Programming Algorithm !

e

Reselecting the Flash Algorithm



11 Repeat add flash algorithm

Error Code: Overlapping of Algorithms at Address 08000000H

Q Overlapping of Algorithms at Address 08000000H.

Check Flash Algorithm Settings.

12 Disconnection during debugging

Build Cutput

Build target "'fl cube test'
"fl_cubE_testﬂfl_cube_test.axf" — 0 Error{s}), 0 Warningi(s).
Build Time Elapsed: 00:00:01

Load "fl cube testi\\Il cube test.axf"
Erase Done.

Programming Done.

Verify OK.

Application running ...

Flash Load finished at 09%:46:25

=] Build COutput ﬁEr-:u-.'. Ser

As shown in the above figure, MDK erase, write, and checksum all pass, but after the

Application running ... However, after the Application running .., RDDI-DAP Error occurs!



Reason: The debugging function of IO is not turned on in the program, for example, the
debugging function is off by default in Cube MX, if you generate the code directly to

debug, this problem will occur.

Solution: In Cube MX, on the left side, open Serial Wire in SYS->Debug as shown below,

and then update the code.

Debug |Mo Debug

System Core hd
] SyqMo Debug
’ Timet}aSerial Wire 9
DA JTAG (4 pins)
GRIO

WDG JTAG (5 pins)
NVIC Trace Asynchronous Sw

RCC m

WWDG

If directly in code, adjust the debug mode.



6l
62
63
64
65
(1]
67
68
69
T0
T1
T2
T3
T4

T6
77
T8
s
80
81
82
83
84

Q e

T i

# ITmitializes the Global MSPE.

i S

o

| x f
void HAL MspInit (void)
=k
f* USER CODE BEGIN MspInit 0O
f* USER CODE END MspInit 0 */f
___HAL RCC RFIO CLE ENHARBLE():
__HAL RCC FWE CLE ENABLE():
f* System interrupt initc*/S
H sF** WOJTAG: JTAG-DP Disabled and SW-DF Enabkled

T

__HAL AFIQ REMAP SWJ NOJTAG();

/* USER CCDE BEGIN MspInit 1

/* USER CCDE END MspInit 1 */
¥

/* USER CCDE BEGIN 1 */

o

Other brands and tools are handled similarly, and such problems are caused by the

debug pins not being configured in debug mode.

13 MDK cannot recognize the chip

The reason for this phenomenon is the same as the previous one, because there is code

running in the chip, the debugging port is disabled, and the efficiency of the

PowerWriter® response is faster than the debugger, so there is a situation where the

PowerWriter® can recognize it, but the MDK fails.

Treatment:

After connecting to the target chip using the PowerWriter®, perform the following to



erase all data.

@ Option byte, restore the defaults, and then write.

@ Erase Program Memory Program space data.

After performing the above operations, go to the MDK to debug.

14 Watch variable not refreshed (grayed
out)

The data is not refreshed because Periodic Window Update is not checked. After entering
the debugging state, check this function from View -> Periodic Window Update in the
menu, the debugger and the data in the Watch window will be refreshed in real time, as

shown in the following figure:



kA EsMainProjects\2021\powerwriter for_production\Sourceymcu_aviplayer sarr
File Edit | View Project Flash Debug Peripherals Tools 5VCS  Window

[ = [y ¥ | Status Bar
Toolbars
e i
o |
Registers =] Project Window
Register | €% Books Window 153:  if (FLASH LATENCY
E-Core | 1} Functions Window 154: {
. 155: /% Program the
[}, Templates Window D200EC2L 6800 LDR
%3 Source Browser Window LE00ECZC FOOOOOQOF AND
=] Build Output Window peOOEC30 2806 o
% Error List Window }
IE Find In Files Window main.c J startup_stm32h750
_ 142 [[]#if defined (DATA
'il SR TR 143 __TO uint3Z2 t tmp
[El Disassembly Window 144 | #endif /* DATA IN
[@ symbols Window e |
E] — _ . 146 % FPU settings
= REHIStE‘FSWIﬂdCIW 14'?[_] $if I:_FPU_PRESE
4 Call Stack Window 148 SCB-»CPRCR |=
: 149 + Fendif
; Watch Wind » '
£ B 150 /* Reset the RCC
* System Memary Windows Flisa1
[=] Interns i
{ Serial Windows b | 152 /* Increasing t
] i 153 if (FLASH LATENCY
Analysis Windows 3 154 0 ¢
Trace k155 % Program the
System Viewer » 156 MODIFY REG(FL&
- 157 ¥
Toolbox Window 158 L
e | 159 /* Set HSION bit
Periodic Window Update 160 RCC->CR |= RCC C
'| 161
162 f% Reset CFGR re

The reason for the grey is that the compiler optimization level is too high, resulting in the
actual generation of debugging information and source code breakpoints are not
completely consistent with the location of the synchronization problem, at this time you
can adjust the optimization level of the entire project, such as to change to the level of 0
no optimization, the location of the source code breakpoints and access to the actual

variables are completely consistent with the following chart:



Define: |USE_HAL_URIVER.S IM3ZH /b

Undefine: I
— Language / Code Generation
[T Execute-only Code Wamings: I.Pu.CB-Iike Wamings ;I Language C: Ic‘.ﬁ ;I
Optimization:| |00 LI [T Tum Wamings into Emors Language C+=: ICH‘I‘I LI
H5I48) ™ Link-Time (sdefautt> ™ Plain Charis Signed ¥ Short enumsAwchar
[~ Split Load {01 [~ Read-Only Position Independent [~ use RTTI
=tat ¥ Cne ELF§ Eg [~ Read-Write Position Independent [T Mo Auto Includes
_BIT{ fast
Include F-OS balanced arget; | SFATFS AApp; . Drivers/STM3ZH %o _HAL_Drver/nc; ../Drivers/ B
it =t Paths ! |0z image size
R_LATI Misc |
. Controls
Compiler | e std=c99 —target=am-am-none-eabi mopu=cortex-m7 mfpu=fpv5-d16 mfloat-abi=hard ©
C‘;t”_tm' fnio+tti funsigned-char fshort-enums fshort-wehar
ring
0K I Cancel Defanlts | Help

In addition, you can adjust the optimization level of part of the source code individually by

right clicking the source code file (.c, .cpp) in MDK to open the file properties and set the

optimization level of the file individually, as shown in the following figure:

— [

ij dmald.c
ij fmec.c
ij iZs.c
17 jpeg.c
[ tdee
ij mdma.c
ij sdmme.c
1 stm3zh7xx_it.c
ij stm32hTxx_hal_msp.c
ij AVI_parser.c
=55 Application/User/FATFS/T
ij bsp_driver_sd.c
] sd_diskio.c
ij fatfs_platform.c
215 Application/User/FATFS/L
ij fatfs.c
[ Drivers/STM32HT:0c_HAL
=15 Drivers/CMSIS
| system_stm32hTxx.c
-5 Middlewares/FatFs
L] diskio.c
[ ffe
ij ff_gen_drv.c
|1 syscallc

Tags: FAQ

MDK

150
151
152
153
154
155
156
157
158 |
159
180
161
162
183
164
165
166
167
168
189
170 H
171
172
173
174 |
175 H#
176
177
178
179

/* Reset the RCC clock configuration to the default reset state

Options for File 'mdma.c’
Properties C/T++ (A6} |
— Prep Symbols
Define: I
Undefine: I
— Language / Code Generation
[¥ Execute-only Code Wamings: |<unspeciﬂed> 'I Language C: |<de‘fa|.||t> 'I
Optimization: |<defau|t> vl [¥ Tum Wamings into Emors Language C++: lm
¥ Link-Time W [¥ Plain Charis Signed [ Short enums./wechar
[V Split Load {01 [ Read-Only Posttion Independent [+ use RTTI
¥ One ELFSE% [¥ Read-Wiite Position Independent [¥ Mo Auto Includes
Ofast
Include -0z balanced
Paths I--Oz image size B
Misc I
Contrals
Compiler ¢ -std=c39 -tanget =arm-am-none-eabi -mcpu=cortex-m7 mfpu=fpv5-d16 -mfloat-abi=hard <
C‘;t”?"‘" {no-tti funsigned-char fshort-enums fshort-wehar
fing

180

debug

14

Cancel

Defaults I
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A > 3:FAQContents > 3.1:Common > 3.1.9: Add Firmware Method Skip to

. main
Version: Next

3.1.9 : Add Firmware
Method

In the PowerWriter® software:

content

+ Select Chip.
* In "Program Memory", "Add Firmware" and "Apply Firmware".
+ Click Full Function Auto programming.

 After the programming test is normal, you can save this project, and next time you

can re-open it to programming directly.

1 : Prepare

04/12-15:56:46:906> Update programmer Settings complete...
04/12-15:56:46:935> Update chip information successfully...
04/12-15:56:49:447> Target Online...


http://localhost:3000/en/

‘@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33]

— ] *
‘File(F] Operation(E) Tools(T) Setting(S] Help{H)
EECEEERE0BEE ; veice
{ Open Save F-in  F-out Pload PRead | Blank Erase Read Write Reset | ID  AnyRD Error | Serial Wire PWX1
* ¥ wirtter Setting Option bytes |D Program Memorvl " ]
ADDRESS [ Flash Map{All/Unally: ErazeSel |w

(C[000] Addr:0x08000000 Size:2 KB
| [CJ1001] Addr: (08000800 Size:2 KB
[_11002] Addr- (08001000 Size:2 KB
[_11003] Addr. (03001300 Size:2 KB
[C1[004] Addr (08002000 Size:2 KB
[)[005] Addr:0x08002800 Size:2 KB
[ [006] Addr:0x08003000 Size:2 KB
[11007] Addr: (08003800 Size:2 KB
[C11008] Addr. (08004000 Size:2 KB
[_11009] Addr. (08004800 Size:2 KB
(100710 Addr. (08005000 Size:2 KB
[J0011] Addr- (08005800 Size:2 KB
(11012 Addr (08006000 Size:2 KB
[11013] Addr. (03006300 Size:2 KB
[C)[014] Addr:0x08007000 Size:2 KB
[_][015] Addr:0x08007800 Size:2 KB
[CJ1076] Addr: (08008000 Size:2 KB
[CJ00717] Addr. (08008800 Size:2 KB
[C11018] Addr: (08003000 Size:2 KB
[C110719] Addr. (08003800 Size:2 KB
[C11020] Addr: (08004000 Size:2 KB
[11021] Addr.(0800A800 Size:2 KB
[_11022] Addr.(0300B000 Size:2 KB
[Z11023] Addr.(«0800B800 Size:2 KB
[)[024] Addr:0x0800C000 Size:2 KB

Fimware Nama Start Addr End Addr

Fimware Size

CRC32

+ Add random

x Del fimware

o Aeply

. Target: conr]ected

@ Power Writer®1,3.8.0 [Build:2024-04-10 15:40:33]
File(F) Operation(E) Tools(T) Setting(5) Help(H)

(CTRL+5)

| Save Project

| [ | Save Project As... (Ctrl+Shift+5)
o2 | Load Project (CTRL+O)
== FRecent projects >
== Others >
[i}; Export project BOM file(xlsx) (CTRL+E)
= Werify project BOM file(xlsx) (CTRL+V)
] Exit [Alt+F4)
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2 : Operational Demonstration

@ Power Writer®1.3.8.0 [Build: 2024-04-10 19:40:33] = (] x

File(F) Operation(E] Tools(T) Setting(5) Help(H)
(=] >
= E Q

Open Save F-in  F-out Pload PRead E Read erte Auto Reset ID AnyRD  Error Serial  Wire P

Q Writer Setting E Option bytes B Program Memory B OTP Memory
Chlp Select DNV L3420/ 0YADLUERU 1 L3400 /1 0YUADLUE 1argetrvwAl
04/12-14:53:18:052> [07D6] Current device firmware type : Universal
MCU model: STM32G070xB {A?} Select W Apply 04/12-14:53:18:067> Pov nected

; 04/12-14:53:18:083> Sv r
Flash size: 128.00KB 04/12-14:53:18: 774> Resource version-1. c 0 size:DxecSac ere32:0x750b0c6
04/12-14:53:18:790> Synchronizing device time succeeded
il e 04/12-14:53:18:822> Update burner Qeﬂlngs complete

: O18v peed z i 04/12-14:53:18:838> Pl=-
( g

O Don'terase 04/12-14:55:07:995> P

Erase Type Interface level Misc

O Full Erase O33v OptionByte  Factory=>Custorn  ~  |04/12-15:56:43:1755> STM32GO70xE Flash size: 128 00KB
Os50v 04/12-15:56:43: 190> STM32G070xE OTP Memory size: 1.00 KB
S > g
| Sector Erase O External input B Enable buzzer gj::g 12 ggjg gg;) (_Zhange Do |ng|e bank
: : ; 04/12-15:56:43:300> Update chip atior
Write function configuration 04/12-15:56:45:957> Wntermfo ther 1.0 bIVer 1 00.02 ifver1.00.02

- 12 SN:0123456789ABCDEF01234567890ABCDE TargetPWX1
= SN E‘ Cluantity Check IT Signal output @ Certification argetry

04/12-15:56:45:973> [07DE] Current de»lceflrmwaretype Universal
04/12-15:56:45:989> Pov I
04/12-15:56:46:004> S

on

SN Start: AL [CJEnable sM 04/12-15:56:46:695> Resource version: 1.0.0 size:DxccSac cred2:0x750b0c6S
04/12-15:56:46:710> S r ng
04/12-15:56:46:906> Update burner Settings complete
04/12-15:56:46:935> U

s BT D4/12-15:56:49:447> T=

BietaR ke sty 04/12-15:58:51:834> L
04/12-15:59:52:752> L ;
04/12-15:58:56:305> SEIuB success

04/12-15:59:56:336> Por '
SN Addr: 0x0801FFFC 04/12-15:59:56:351>

S end moc-! 04/12-1558:57.177> R
04/12-15:59:57:209> 5
.- : 04/12-15:59:57.288>
Communication configuration 04/12-15:58:57-820> Writ
Device:  com4 = Refresh Disconnect Auto Connect 04/12-15:58:58:774> All done
Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

3 : Multi-zone firmware

The file belongs to the multi-segment firmware, this situation is normal, need to be added,
multi-segment firmware, the first section on-demand loading, because: developers in the
project using the definition of the section, or sct file, the definition of the segment
information, the PowerWriter® will automatically recognize the inside of the Segment
(section information) Due to this segmentation of the firmware, the inside of the section,

there will be Because of this kind of segmented firmware, there will be dummy byte



(padding byte, default is 0xff), PowerWriter ® will remove the default padding when
loading, and only take out the effective length of the firmware (this can speed up the
programming speed, avoid writing dummy byte when programming), and other blocks
such as boot code, vector table, bootloader code, application/user data/option byte, etc.
to show the user which blocks need to be loaded to programming, the user can choose

according to the need, or load multiple times.

| Power Writer® Multiple firmware document selectors >

Bilivi T Ih

ICWORKSHOP

Multi-segment firmware

! | [Firmware 0]:  StartAddr:0x00000000 EndAddr:0x00007688 Size:30344 L
' StartAddr:0x00000000 EndAddr:0x00007688 Size:30344

StartAddr:0x00010000  EndAddr:0x00057EG6  Size: 294502

This document contains maore than one firmware, Please select one to load

0K

T ———

Q e

Segmented firmware can be added at once using the merge function. PowerWriter ®
will merge all segments by default, but please note that if the firmware contains
segments that exceed the Flash space, it will indicate that the capacity is exceeded

and cannot be added.

Tags: FAQ HEX BIN  S19

/" Edit this page
Last updated on Apr 15, 2024 by Alan Chen
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https://gitee.com/powerwriter/powerwriter-doc/tree/develop/docs/faq/powerwriter/base/009.firmwareload.md

A > 3:FAQContents > 3.1:Common > 3.1.10 : Error when add firmware Skip to

. main
Version: Next

3.1.10 : Error when add
firmware

content

When you are adding firmware, the following error may be reported:

BEESEH *
File path:
Data size: 360040 Bytes = 351.6KB = Ox00057E6S
Start addr: Ox08000000 End Addr: Ox0B8057EGT

Memory range = 0x03000000~0x0801FFFF

Error: the file is too long. Please re - select the filelError: end address is out of scope!

\/ Ok x Cancel

L _— _— _— _— _— _— _— _— _—

Firmware can not exceed the Program Memory space, including the start address and end
address must be within the range of Program Memory. When the above error occurs,
check whether the capacity of your own chip is selected correctly, if the chip model is
correct, then consider checking the firmware size or compilation settings; if you encounter
the case of hex file firmware segmentation, you can try to cancel the merge add function

of the firmware, and add the segmentation to write once.

The above prompt appears because the compiled firmware address and the chip's FLASH
address does not match, when importing bin format file, this format does not have
address information, the default is 0, then the software will prompt the lack of address
information or the address is not correct, whether to load to the specified address,If you

pass the Add Firmware methodologies, The program will confirm more information to you,


http://localhost:3000/en/

including the size, checksum value and starting address.
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A > 3:FAQContents > 3.1:Common > 3.1.11: Smart Programming Skip to

. main
Version: Next

3.1.11 : Smart
Programming

content

PowerWriter® provides a wealth of online and offline programming features:

» Supports continuous programming

Supports chunked programming

» Supports option byte programming

Other functions, etc.

1 : online mode

Automatic download of all data can be achieved through full-featured auto-programming:
» Menu Position: Execution->Full Function Auto Programming.

» Toolbar buttons

B3

Tags: FAQ auto  program
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http://localhost:3000/en/
http://localhost:3000/en/docs/next/tags/faq
http://localhost:3000/en/docs/next/tags/auto
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A > 3:FAQContents > 3.1:Common > 3.1.12 : Fast Offlining

Version: Next

3.1.12 : Fast Offlining

This document demonstrates the configuration process for rapid offline production after
receiving the PowerWriter® from 0. The reference chip is the N32G032P6W?7 from
Nations, and the process is the same for other chips, so we will describe how the whole

process works.

1 : Prepare

Before configuring the PowerWriter® offline production project, you need to prepare the
PowerWriter® client software, the firmware data to be programmed, and know the pins
and configuration methods of the signal interface of the PowerWriter® programmer, as

well as some of the special functions of the process.

1.1 Installing the PowerWriter® Software

PowerWriter® software can be obtained through the following site, and then install the
client software, the software is completed to start the software, PowerWriter® supports

Win7 or above system.

PowerWriter® Download

Skip to
main

content


http://localhost:3000/en/
https://www.powerwriter.com/index/index/products.html?p=2

= Programmer v

Product Description

= Basic Programmer hd
£ PW200 - ARM | ALL | CLIENT | USER MANUAL DEMO SAMPLE OTHERS
£ PW300 - ARM

Client v
& PW400 - RISC-V

B MP Frogrammer v Power Writer - For ARM
£ Pwx1 PowerWriter Arm HuERR( SR AE TR BRVES) in
EEPE
& License Key v Operating System: Windows 7 SP1 BRI FF4
= KEY - Version: 1.3.8.0
File Size: 61.6 MB
= [owKeY MD5: ed6c45880cdbo71825203209cc36853d
Update Time: 2024-04-10
= Debugger v

Note: If there is no network in your environment, you can contact our customer
service to get the installation package, the installation package in both places are the
same installation package.

After downloading the installation package, unzip the zip package, run
PowerWriter_x.x.x.x.x_installer.exe to install the PowerWriter® client software, start the
software after the installation is complete, and enter the PowerWriter® main interface, as
shown in the following figure:



-@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33] — (]

+ File(F) Operation(E} Tools(T) Setting(5) Help(H)
Device

CEHOEER0BEEEO

Open Save F-in  F-out Pload PRead | Blank FErase  Read Write Verify Auto | Reset  ID AnyRD Error | Serial ere PWX1
¥ viitersetting @ option bytes @) Program Memory  [@l) OTP Memory
Chlp Select UH 1 £- 1D.D0:43 £5D2 Flease CONNeCT FOwWerveriter
1 04/12-15:56:43:300> Update chip information succes .
{ MCUmodel: STM32G070xB {5} select v Apply 04112-15:56:45:957> Writer Info: hwVer1.0 blVer10002 if/er1.0002
o SN:0123456789ABCDEFD1234567830ABCDE Target:PWX1
Flash sizs: 128.00KB 04/12-15:56:45:873> [07D6] Current device firmware type : Universal

04/12-15:56:45:989> Power Writer® is connected...

04/12-15:56:46:004> Switch version: PWX1

O Don'terase 18y Speed 10M hz ~ 04/12-15:56:46:695> Resource version:1.0.0 size:OxccBac cre32:0x750b0c68
04/12-15:56:46: 710> Synchronizing device time succeeded...

Erase Type Interface level Misc

O Full Erase O33v OptionByte  Factory=>Custom  ~  |04/12-15:56:46:006> Update bumer Setings complete...
Os5.0v 04/12-15:56:46:935> Update chip information successfully...
O SectorErase () External input @ Enable buzzer 04/12-15:56:49:447> Target Online...

04/12-15:59:51:834> Updated all firmware data to data editor buffer...
04/12-15:59:52:752> Updated all firmware data to data editor buffer...
Write function configuration 04/12-15:58:56:305> Save success

04/12-15:59:56:336> Power Writer® fully functional online programming...
04/12-15:58:56:351> Write factory default OB..

04/12-15:59:57:177> Recalculate Program Memory data. ..
04/12-15:59:57.209> Smart online erase chip...

= SN ] Quantity Check il Signal output @ Certification

SN Start: 000000000 [C)Enable st 04/12-15:58:57-288> Write chip data

04/12-15:59:57:820% Write user custom OB...

04/12-15:59:58:774> All done!

04/12-16:01:22:705> Updated all firmware data to data editor buffer...
SN Step: 0x00000001 04/12-16:01:23:855> Updated all firmware data to data editor buffer...

Decimal display 04/12-16:01:27:722> Save success
04/12-16:01:27.753> Power Writer® fully functional online programming...
04/12-16:01:27:768> Write factory default OB..
04/12-16:01:28:594> Recalculate Program Memory data...
SN Addr: OxD801FFFC = d model 04/12-16:01:28:625> Smart online erase chip...
Hetduins 04/12-16:01:28:704> Write chip data
04/12-16:01:30:783> Write user custom OB...
. i 04/12-16:01:31:733> All done!
Communication configuration 04/12-16:03:46:739> Operation cancelled!

Device: COM4 w Refresh Disconnect (BT 04/12-16:06:31:911> Updated all firmware data to data editor buffer...

Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

L omAma oAm

1.2 Select Target Chip

Take N32G032P6W?7 as an example, select N32G032 in the Select Chip button.

¥ wiritersetting ¥ optionbytes [ Program Memory [ OTP Merr
Chip Select

MCU model: STM32G070xB

Flash size: 128.00KB




¢ Chip Select

;"u"endur Series

ATSEMI M32A455 Series 32

Aerosemi M32G003 Series 32G0
il Air M32G020 Series

AisinoChip M32G030 Series

Artery M32G031 Series fi
AlCU M32G032 Series i'
{Autochips N32G401 Series \
ChipMexus M32G430 Series

CKS M32G432 Series |
(ICMIOT M32G435 Series F
Cmsemicon M32G451 Series

CS32 M32G452 Series 2
CubiclLattice M32G455 Series }
Cw32 M32G457 Series L
Edgeless M32G4FR Series

FMD M32L402 Series

FMSH M32L403 Series

GD32 MN32L406 Series
|Geehy M321433 Series D
|GFCHIP M32L436 Series

HC32 MN32WB031 Series n
HED MN3I2WEB452 Series

HK32 MBEx01 Series

InnoStar

JuSheng

LCM32

Linko

Metanergy L
MH [
Microchip E
MM32

Mations

Mordic

Find N32WB =o, Selected N32G032x6 Export

" OK X Cancel = Addfavorites Favorites

1.3 Confirmation of target chip connection

On the far right side of the PowerWriter® software toolbar there is a way to view the Chip

Connection Diagram, as shown below:



File(E}) Operation(E) Tools(T) Setting(S) Help(H) T

Serial

ci
=)

Wire

DEHHEEROBEEEEO

* Open Save F-in F-out Pload PRead | EBlank fErase  Read Write ‘“erify Auto

Reset  ID AnyRD  Error

ST . -~

Or look through the menu:

el U | BUNICEZUES -0 [ U [N 55 )

El Tools(T) Setting(s) Help(H)

g %  Serial Port Assistant (Ctrl+T)
- gg View the Power Writer® interface definition (Ctrl+1) et
View the chip wiring diagram (Ctrl+G)
ing
|I| Reserved data read-write (Ctrl+H)
o
0%  Advanced setup for offline project (Ctrl+X) BB
M BB
— =2} Exporting or load the UID authorization configuration » .:EE:J
0K big Test and Production el
56
m Super serial number -BF
{71 ew = Lo LU - 1 12-15-75!

Device

PWX1

You can see the signal wiring diagram of PowerWriter® as shown below, you only need to

connect VEXT, GND, DIO, CLK, NRST and BOOTO are auxiliary signals, such as

programming normal, can not be connected.



Power Writer® chip wiring diagram *

1R (R{it&+F (Notice: For reference only) @ L eE s R chip Selector
| e b i ek b O | N32G032vE v
1 Ll ek bl i
| Ant JEu.mm !
| i s

i ofole '

E 741 sl = !

L | 5 1

: GND-||I— o .

[] i

TR R S e Tl i | IS SR -
1 GND !
= Vext 1
i s | it Optional)  NRST i

] SWCLK(PALD) !

i : SWDIO(PALS) ;

: SWIM :

: CTRL i

H CLR > H

! BIO sRI0 .

: RX TX i

! Tk if #E Debugger) RN I

' Vext Vext -

: | '

i Power writer connector =l [

: - GNp oK

The interface signals of the PowerWriter® are shown as the socket pin in the above figure,
and can also be viewed via the Menu -> Tools -> View PowerWriter® Interface Definition
button.



@ﬂ!ﬁ?&m Power Writer &

Power Writer® Hardware Interface Viewer

HE A e lele
ZFl=2| || &
2|2|2[s|3]!]!]![8]8
= (=2 (=] F-2 [n] HEIEIEIREIEIEM = o wminl Elo]e |
Zlo|x|alg| |&|&|2|3|x|5]|8|9|H|® AR EERHEREE PWX1 v

Hardware Version

1.0 ~

L4 6:06

GHEE mm=

@ B (]

Rl BER UEHRT

Power Writer® X1

T L R e B T = i PR

Referring to the information as above, connect the target board and chip to confirm the

connection method, at the same time the PowerWriter® software indicates that the target

chip is connected, as shown below:

04/12-17:06:39:645> Update programmer Settings complete...
04/12-17:06:39:676> Update chip information successfully...

04/12-17:06:41:933> Target Online...

2 : Basic parameters

2.1 Erase Method

The default is full erase, full erase will erase the entire chip data, and then write, if the



firmware is larger than more than half of the chip capacity, full erase efficiency will be
guaranteed, if the firmware is smaller, you can choose the page erase, only erase the need
to erase the sector, according to the actual application of the choice of full erase or page

erase, such as no special requirements, the default can be.

2.2 interface VREF

The default interface level is 3.3V, which matches the 10 voltage of the target chip, just

match it according to the |0 level of the actual chip.

2.3 Programming speed

Default is 10Mhz, if the working environment has less interference and the external wiring
is shorter (less interference), then it can be changed to 20Mhz, if there is a failure during
the programming process, then you need to change it back to 10Mhz, or reduce the
speed.

Note: Unless the chip itself is defective, a chip that fails to programming in can be re-

programmed and will not lead to chip scrapping.

2.4 Option byte update method

The default is Before programming: factory setting (for chips with secondary
programming), After programming: write user-defined option words, which can be

adjusted according to the actual situation or not.



3 : Offline programming Behavior
Settings

3.1 Auto start/stop programming

Turn on the automatic chip detection function, you can start the programming without
pressing the key during the offline programming (you need to start it for the first time),
and it will start the offline programming automatically when connecting to the target chip,

as shown in the following figure:

= SN [N] Quantity Check lj Signal output ® Certification

B wirite Number [ |Hexadecimal display

B automatic chip detection
Insert chip to jitter time{ms) : 250
Unplug Chip to Jitter Time{ms) : 250

3.2 Limit the count of offline programming

If you need to limit the number of offline programming times, please enable the function
of limiting the number of programming times and limit the number of times as shown

below :



Write function configuration

= sN [Nl Quantity Check fli Signal output @ Certification

B write Number 1 [ | Hexadedmal display

B rutomatic chip detection

4 : Option Byte Configuration

If you need to programming special option words after programming the firmware, such

as read protection to prevent the chip from being read out, set RDP1 and RDP2, and set
RDP1 to RDP2, and set RDP2 to RDP2.

Option Name Option Value(Click the item with the mouse and selectthe parameters from the drop- |

> 0000000000000 [Doublecicktomodiy] Byte 0
OxAA: Level 0, read protection not active

0xAA: Level 0, read protection not active

0xBB: Level 1, memories read protection active
nRST_STDBY l CC Level2 ch| read rotectlon achve Note The chip will be permanently locked
nRST_STOP

>5> Doubl&chck to modi B e?

As above set to level 1 protection, if you need to completely disable debugger access after

programming, you can set RDP2 to L2 as shown below:

OxAA: Level 0, read protection not active
(=BB: Level 1, memories read protection active

0xCC: Level 2, chip read protection active(Mote: The chip will be permanently locked

A\ CAUTION

If L2 is set, the target chip cannot be connected to the debugger (programmer) after

programming is completed.



5 : Importing firmware data

After the basic setup is completed, you can import the project's firmware data into the
PowerWriter®, through the Add Firmware button in the Program Memory page, import
the firmware in intel Hex, Raw binary, srec record (s19) format file, after importing, a
confirmation box will pop up as shown below, after confirming that there is no error, click
on the OK.

BEEEH XL
File path:
Data size: 30288 Bytes = 29.6KB = Ox00007s50
Start addr: Ox08000000 End Addr: Ox0300754F

Memory range : 0x03000000~0x0801FFFF

\/ oK x Cancel

| - —— —— —— —— —— —— —— —— ——

G NoTE

GCC compiler compiled firmware may pop up firmware selection box (prompting the
loaded file has more than one firmware), which is related to the compiler's firmware
output form, arm complier output file default padding Oxff, GCC is segmented output
valid data segments, if there is more than one segment of the firmware, generally
choose to merge the add can be added, if the add fails to prompt beyond the space,
generally in the compilation of the project, set the address beyond the Flash space,
such as compiling memory code, but did not deal with, or in the project, the option
byte is also compiled into, there will be such a prompt, such as not sure how to deal

with, please contact us for technical support.



6 : Importing a project to programmer

After everything is ready, you need to import the project into PowerWriter®, you can do it
through the menu Execute Offline Load, or the toolbar shortcut buttons, Note: When
loading the project offline, if the current data has not been saved as a project file, you will
see the message of whether or not you need to save it. Project offline loading read

adjustment

File(F} Operation(E] Tools(T) Setting(3) Help(H)

E Offline load (Ctrl+Shift+L) ﬂ
Open =) | Offline upload (Ctrl+Shift+R) Verify A
# P2 Read Program memory (Ctrl+R) OTP Mermi
P Blank check Program memory (Ctrl+B)
ADL 0E OF

ey b e .

LR T P Ly L= Rl o TR

- e
HBEHHEHRROLDUEERBEH
Open Save F-in F-out |Pload JPRead | Blank Erase FRead Write Verify Auto

When you save the project, set the save path of the project to avoid the loss of the
configured programming data, and you can also set a password for the project for data

protection to avoid data theft by others.



| PowerWriter® Encrypts data and sets file paths >

Bilivi T 1h

ICWORKSHOP

Password

Password Please enter the project password, maximum 16 chara

Eq

Generate

Tips :

1 1: You can use the random generation function to generate random passwards to
| improve password security,

2: If you want to publish to the platform, you must set a password.

| File path

Select an open or save path and leave it blank will random generation,

Done

Q e

After the project is configured, it can be reused subsequently without having to
reconfigure it each time, just load it into the programmer to deliver it to the
production line, and if you need to update the data, recycle it back from the
production line and reload the new data into the programmer.



6.1 Operational Demonstration

@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:4(:33]
File(F} Operation(E) Tools(T) Setting(S) Help(H)

EHHEHBRPEBEBUEE

Open Save F-in  F-out Pload PRead | Elank Erase Read Write ‘erify Auto | Reset ID AnyRD  Error Serial  Wire

Q Writer Setting E Option bytes B Program Memory D OTP Memory
Chip Select

Device

W1

MCU model: STM32G070xB 04/12-15:58:56:351>
i 04/12-15:58:57177> R
Flash size: 128.00KB 04/12-15:58:57-200> S
04/12-15:5%:57:288> Write chip data
04/12-15:59:57:820> Write user custom OB...
O18v Speed 10M hz hid 04/12-15:59:58:774> Al done!

O3y
Osov 04/12-16:01:27:722> Save success

art online erase cl

Erase Type Interface level Misc

) Don'terase

! O Full Erase

O Sector Erase (D) External input B Enable buzzer

04/12-16:01:27:769> W\
04/12-16:01:28:594> R
Write function configuration 04/12-16:01:28:625> S
04/12-16:01:28:704> Write chip data
04/12-16:01:30:783> Write user custom OB. ..
04/12-16:01:31:733> All done
04/12-16:03:46:739> O on cance
[ |Hexadedmal display 04/12-16:06:31:911> Updated all fir
04/12-17:04:43:173> N32G032x6 Flash size: 32.00KB
04/12-17:04:43:235> Change bank: Single bank

art online erase

= sN [N Quantity Check ili Signaloutput @ Certification

B write Number

04/12-17-:04:43:299> Update
04112-17:04:45:928> T

04/12-17:06:39:596> Change bank: Single bank

04/12-17:06:41:933> Target Online...

S TRt Tl e 04/12-17:16:54:579> Save success
Device: COM4 v Refresh Disconnect A o 04/12-17:16:55:589> Load offline data successfully

Lu Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

04/12-16:01:22:705> Updated all firmware data to data editor buffer...
OptionByte  Factory=>Custom v 04/12-16:01:23:855> Updated all firmware data to data editor buffer...

re data to data editor buffer...
B sutomatic chip detection 04/12-17:04:43:267> Update burner Settings complete...
p information successfully...

Insert chip to jitter time(ms) 250 04/12-17:06:39:516> STM32G070xE Flash size: 128.00KB
04/12-17:06:39:532> STM32G070xB OTP Memory size: 1.00 KB

Unplug Chip to Jitter Time(ms) : 250 Dd::'l 2-17:06:39:645> Update burner Settings complete.
04/12-17:06:39:676> Update chip information successfully.

04/12-17:16:48:844> Updated all firmware data to data editor buffer...

ly functional online programming...
t OB

04/12-16:01:27:753> Power Writer® fully functional online programming...

7 : Delivery programmer to the
production line

After the programmer is configured with data, the programmer can be delivered to the

production line for production.




8 : Confirmation of programming
results

programming results, given in three ways:

* Two beeps from the buzzer means success. More than two sounds means failure. If
the comparison production line requires no ringing (noisy), the buzzer can be turned

off when configuring the basic parameters.
* Green light indicates success, red light indicates failure.

« Interface signals: OK output is high to indicate successful programming, NG output
is high to indicate programming failure, you can use the signals from these two pins

to access the automation control system.

@ ﬂ'.ﬁ;l.:,iﬂ Power Writer®

PYY 200 o
GND || NGiswo

Hardware Version
GND OK

14 w~
GND
GND | SWIM

BOOTO | SWDIO

GND RX
BV TX
VIN VREF




9 : Common problems

9.1 : Auto-detect is on, but it doesn't respond when you
put the chip in.

The PowerWriter® requires a manual button press to start the automated process for the
first time to ensure that the production environment is ready and to avoid incorrect

programming when the production line is not ready.

9.2 : Auto-programming function is automatically
turned off when programming fails

If you use the programming test rack, press the way, the failure of the case is very low,
only in the manual use of tweezers to pick up the bare core due to the lack of alignment
or poor contact may lead to failure, this case can be adjusted to increase the de-jittering

time of the automatic detection.

After the automatic programming function is turned off, it is usually necessary to manually
verify the production environment, and after the verification is complete, press the button

again to resume the automatic detection of the chip programming process.

9.3 : Failure error when problematic backtracking

PowerWriter® products for sale do not have a screen, but they do record the last error
code, which can be read by the PowerWriter® software to obtain the type and description

of the error.

=
Error

Serial  Wire

AnyRD



Q e

For occasional programming failures, try to lift the programming test rack and press
it again. If the same board (chip) fails more than 2 times, it will be sorted out, if

necessary, please contact us.

9.4 : programming state back and data back

Projects that have been loaded into PowerWriter® can be read internally by going to
Menu -> Perform Offline Read and Save, (if a password has been previously set, a

password is required to view the data).

File(F} Operation(E] Tools(T}) Setting(3) Help(H)

= = & 6| 63

Gpen Save F-in Fout PLoad |PRead § Glank

Or backtrack the current programming status, such as the number of programmings

remaining, by doing the following

CBHOUOEHBR OEBLEEEG

Open  Save —in F-out Pload PRead | Elank Erase | Read | Write ‘ferify Auto

° Writer Setting E Option bytes B Program Mermory D OTP Memory

[:,'I

Reset ID  AnyRD Error | Serial ere

Chip Select EH 1 2- 10U [ .27,/ 22~ Dave SLCCess

MAN 21R-N1- 37 7R Prwer Writed® fuille functinnal anline ner

9.5 : programmer Marker

The programmer can be marked by menu Tools -> Reserved Data Read/Write, as shown
below:



Power Writer® Preserves Data Editor ™oL

1/256
Misc |

Additional offline project name

Additional offline project checksum

[Ciadditional date time

Ei Write CE Bead back IE

F w TR T =T W T T REE TN Y I T T T RS TSR T

9.6 : Tagging PowerWriter® Projects

You can make a note of the project in the menu Tools -> Advanced Settings for Offline

Production Projects -> Offline Files, as shown below:



Advanced Settings for offline projects for Power Writer ® >

Comment in the offline package:

—
WL

Offline package limit Power Writer® serial number:
. [JEnable

{| MO, Power Writer Sn

L

hdd En |

+ fdd the current device x Delete the selected

Offline package limits UID burning range

From Ox 0X0C 0X0C 000 000 000 0300 0300 0200 000 0300 0300 000 0200 000 0X0C 00C

=

To  Ox 0XFF OXFF OFF OXFF 0XFF OFF OFF OXFF 0XFF 0XFF 0XFF 0XFF OXFF OXFF 0XFF OXFF

@ 0K

10 : Contact & Feedback

If you encounter any problems, suggestions or comments in the process of use, promptly

contact us.
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A > 3:FAQContents > 3.1:Common > 3.1.13: Howto setup RDP
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3.1.13 : How to setup RDP

PowerWriter® provides a complete option byte description page for each chip, refer to

the "Option Bytes" Tab page as shown below:

-@P:wer ;Vr;er-ﬂ 1-.3.3.()-[En |::2034-a-1 016:40:33] — (] *
File(F) Operation(E) Tools(T) Setting(3) Help(H)
BEOEEEDBEEEEA OB
- Open  Save F-in F-out Pload PRead | Elank Erase Read Write ‘erify Auto | Reset 1D AnyRD Emor | Serial  Wire PWX1
# Writer Setting B Program Memory D QTP Memory
| Option Byte: BB E1 FF DF 3F 00 00 00 3F 00 00 00 Size : 12 Byte OReset [Flload  [2) Save |w
? Option Name Option Value(Click the item with the mouse and selectthe parameters from the drop—cl
>>>
OxBB: Level 1, memories read protection active
b TV Level 0, read protection not active
nRST_STDBY xBB: Level 1. memories read protection active
| nRST_STOP
>>>
| RAM_PARITY_CHECK 0x01: SRAM parity check disable
WWDG SW 0x01: Software watchdog

Q e

The option byte description page is basically the same as the chip datasheet, for

some brands we have extended the official option byte to realize specific functions,

please refer to the option description.
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A > 3:FAQContents > 3.1:Common > 3.1.14 : How to remove RDP
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3.1.14 : How to remove
RDP

1 : Disconnect while reading data

When PowerWriter® connects to the target chip successfully and can also read OB
correctly, but when reading other data, it reports an error, and in serious cases, there is a
prompt that the chip is offline, the possible reason is that the target chip has a read-

protection, and the method to release the read-protection is as follows.

2 : Setting option bytes

After connecting the chip, switch to the Option Byte page, and then restore the option
word to default, or modify the read protection method to none, as shown in the figure.

Q Writer Setting a Option bytes B Program Memory D OTP Memory

Option Byte: ~ AA E1 FF DF 3F 00 00 00 3F 00 00 00 Size : 12 Byte | Resat | [FlLoad | [E) save |+
Option Name Option Value(Click the item with the mouse and select the parameters from the drop- o

>>  [Doubleclicktomodify] Byte 0
OxAA: Level 0, read protection not active

2vel 0, read protection not active

nRST_STDBY
nRST_STOP :
33> Double-click to modity] B
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3 : Write option byte

After turning off the read protection in the option byte, you need to write the option byte

to the chip to remove the read protection, as follows:

ffh} Auto Prograrm Memory programming (Ctrl+P)
Fully functicnal automatic programming (Ctrl+Alt+P)
=, Other data area operations *
3 Reset target chip (Ctrl+D)
=] Read option byte (Crl+ M)
Write option byte (Ctrl+ M)
Read Unicn Chip ID (Ctrl+1)
S Read Data Anywhere (Ctrl+K)

@ Get Last Offline Error (Ctrl+L)



4 : Operational Demonstration

@ Power Writer®1.3.8.0 [Build:2024-04-10 19:40:33] = (] K

File(E) Operatitﬁ T{I} Setting(s) Hel@ -
ENCEEER0EEERAREE D EE =

Open Save F-in  F-out Pload PRead | Elank Erase Read Write ‘erify Auto | Reset I AnyRD Error | Serial  Wire PWX1
# Writer Setting E Option bytes D Program Memory D OTP Memory

Option Byte: ~ AA E1 FF DF 3F 00 00 00 3F 00 00 00 Size : 12 Byte Flload | [ Sare |+
Option Name Option Value(Click the item with the mouse and selectthe parameters from the dmp—cl
GxAA: Level 0, read protection not active

nRST_STDBY 0x01: No reset generated when entering the Standby mode
nRST_STOP 0x01: No reset generated when entering the Stop mode
Double-click to modify) Byte 2

RAM_PARITY_CHECK 0x01: SRAM parity check disable

WWDG_SW 0x01: Software watchdog

IWDG_STBY 0x01: Independent watchdog counter is running in Standby mode
IWDG_STOP 0x01: Independent watchdog counter is running in Stop mode
IWDG_SW 0x01: Software independent watchdog

nBOOTO 0x01: nBOOTO=1

nBOOT1 0x01: nBOOT1=1

nBOOT_SEL 0x01: BOOTO signal is defined by nBOOTO option bit

>>> Double-click to modify] Byte 4

WRP1A_STRT bit5 0x01: WRP1A_STRT bit5

WRP1A_STRT bit4 0x01: WRP1A_STRT bit4

WRP1A_STRT bit3 0x01: WRP1A_STRT bit3

WRP1A_STRT bit2 0x01: WRP1A_STRT bit2

WRP1A_STRT bit1 0x01: WRP1A_STRT bit1

WRP1A STRT hit0 0x01- WRP1A STRT hit0
u Target: connected ICWorkShop Technelegy (Shenzhen) Co.. Ltd.All Right Reserved

A\ cAUTION

Unprotected, updating the option byte causes the target chip to initiate an internal
erase operation, and depending on the security characteristics of the chip, the

original data inside will be lost.



5 : Unlock chip when SWD is off

Some chip models in the programming, and the mainstream chip there are some
differences, when the chip's option byte is set to the first level of protection or the second
level of protection, the chip will automatically turn off the SWD after programming, at this
time the specific unlocking mode refer to the CX32 unlocking mode, the chip will

automatically turn off the SWD after programming.

See CX32 unlocking method.
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3.1.15 : Chip Connection
Failure

1 : Troubleshooting wire problems

Use a multimeter to self-test that the DuPont wire used is conducting.

» Connect the red and black pens correctly.
« Connect the red and black pens to the ends of the wires to be measured.

« If the resistance is close to zero, or relatively small, the wire is connected, and if the

resistance is high the wire is disconnected.

Q e

If, after the above operation, you determine that there is a problem with the cable,

you will need to replace the cable before proceeding with the operation.

2 : Troubleshooting Hardware Issues

« First, open the corresponding datasheet of the chip to find the corresponding power
supply pins and programming ports of the chip, and then make sure that the

hardware is soldered properly and then connect the chip to the power supply.

» Without connecting the programming ports, such as SWDIO and SWDCLK, measure
the voltage of SWDIO with a multimeter.
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« If the chip is empty or there is no multiplexed SWDIO pin, the SWDIO pin has the
same voltage as the power supply of the chip, if not, there is a hardware abnormality,

please check the hardware.

Example references:

B | SWDIO: input pull-up

B SWCLK: input pull-down

veinzens [ ] 1 @ \\-"/ 20 [] poaiaing
AINsPDS [ | 2 19 [ poaiainaveing
amnerps[_| 3 18 [_IBpiswocLk
NRST[ | 4 a 17 [ 1Fcrswoio
oscineal |5 n 16 | Pceming
6 % 15 ] rcsveing
7 |'q 14 | ] peaming
8 © 13 [ rcarmimni
9 12 [ ] PBamxaek_out
10 11 [l resmazk_ M

3 : Troubleshooting programmer wiring
problems

* Open the PowerWriter® software and select the appropriate model number based on

the chip model and view the appropriate connection diagram.

» Click on the Tools button in the menu bar to view the interface definition for the

corresponding programmer.



« Prioritize the use of the connection cable provided with the programmer and ensure a

stable connection.

 Ensure that the corresponding power supply and programming port are connected
properly. If they are connected properly, the software log will show that the target

chip is connected.

 For wiring details and description of the programmer pinout see About Wiring,

@ Power Writer®1.3.8.0 [Build:2024-04-10 19:40:33] — O *
! File(F) Operation(E] Teols(T) Setting(3)  HelpH)
i = [ = =l ,
BEHEOEHEBEQOEEEELA B E

Open  Save -in F-out PlLoad PRead | Elank FErase Read Write ‘erify Auto | Reset  ID AnyRD Error | Serial | Wire W1
# Writer Settlng g Option bytes B Program Memory D OTP Memory

Chip Select T
1 ICWORKSHOP Technology (Shenzhen) Co., Ltd.
] MCU madel: STM32G070xB l :[Ek Select l v Apply Website: https:/iwww.icworkshop.com
o Contact: 400-1563-593
] Flash size: 128.00KB Email: cs@icvorkshop. com
y EraseType Interface level Misc
S 10M h ~
3 O Don'terase O1av peed =
i O Full Erase O3av OptionByte  Factory=>Custom
Os.0v
i O Sector Erase () External input B Enable buzzer
\ Faaan
Write function configuration Q0 sk
: = SN [N Quantity Check il Signaloutput @ Ceriffication OED: FowerDebugzer — Wireless Debugger New Arrival.
04/15-09:31:46:978> Detected that the driver is installed...

SN start: gxnacno [ClEnable sn 04/15-09:31:47:625> Writer Info: hwVer:1.0 blVer1.00.02 ifVer:1.00.02
SN:0123456789ABCDEFD1234567390ABCDE TargetPWX1
04/15-09:31:47:64 1> [07D6] Current device firmware type : Universal
04/15-09:31:47:657> Power Wr connected

I SN Step: 0x00000001 ) ) 04/15-09:31:47:673> Switch versior VX1

: Decimal display 04/15-09:31:48:361> Resource version: 1.0.0 size:Oxccbac cre32:0x750b0c69

04/15-09:31:48:377> Synchronizing device time succeeded...
04/15-09:31:48:409> Update burner Settings complete...
04/15-09:31:48:442> Please the ch

| SN Addr: 0x0801FFFC Big end modl 04/15-09:32:00:682> STM32G070xB Flash size: 128.00KB

Zstduine 04/15-09:32:00:698> STM32G070xB OTP Memory size: 1.00 KB
04/15-09:32:00:762> Change bank: Single bank
L K 04/15-09:32:00:812> Update burnerSeﬂlngs complete...
¢ Communication configuration 04/15-00:32-00:842> Lp I
Device: | COM3 v Refresh Disconnect = @ Auto Connect  |04/19-09:32:02:635%

I
° Target: connected ICWorkShop Technalogy (Shenzhen) Co., Ltd.All Right Reserved



Power Writer® chip wiring diagram

K (V&% (Notice: For reference only) LTSGR o selector
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Automatic burner machine

1§ LA 2% (Debugger)

STM32G070xE W



Power Writer® Hardware Interface Viewer o
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4 : 10 multiplexing pins

» When the program running on the chip has multiplexed pins, it is recommended to
use only the programmer's power connector when connecting.

« When using an external power supply, connect the reset pins.

» When the chip is multiplexed, compilers such as KEIL may not be able to connect to
the chip, so you need to use PowerWriter® software to erase the chip before
debugging.

» When multiplexing the chip's programming pins in a program, it is recommended to

add a delay of about 2~20ms before them.



[ |

Serial  Wire

EECEEEOEEEE0

Open 5Save F-in  F-out Pload PRead | Blank | Erase | Read Write Verfy Auto

ﬁ Writer Setting a Option bytes B Program Memory D OTP Memory

Reset I AnyRD Error

ADDRESS 00 01 02 03 04 05 06 O7 08 09 OA OB OC OD OE OF TEXT [_] Flash Map(All/Unall):

5 : Troubleshooting chip damage

» Replace the chip with a new one.
» Replace the PCB with a new one.

» Replace with another chip model.

6 : Try to adjust the clock speed

Device

PWX1

EraseSel |w

In different environments, the clock speed of the PowerWriter® programmer mode is

higher than that of the Debugger mode. For example, in the MDK system environment, the
default clock speed is TMhz, and the default clock speed of the PowerWriter® is 10Mhz,
so there may be a situation in which the MDK is able to connect to the target chip but the

PowerWriter® fails to do so. There may be cases where the MDK can connect to the target

chip, but the PowerWriter® connection fails. You can try to reduce the clock speed to, for

example, 5Mhz, etc. In some applications, the MCU firmware has enabled read protection,

so you need to connect to the target chip with a faster speed, and you need to adjust the

clock speed to a higher speed, or else you may have a handshake failure (the system

enters into the protection state, and the debugging port is turned off). settings to the

PowerWriter® device, as shown below:



# Writer Setting a Option bytes B Program Memory D OTP Memo
Chip Select

MCU model: STM32G070xB " Apply

Flash size: 128.00KB e
Erase Type Interface level Misc
Speed 10M h w
() Don'terase O1.av 20M hZE "
z(Exten
3.3V :
OruEme || © Optioneye TGN
O s5.0v 5M hz
O Sector Erase () External input @ Enable by 2M hz
1M hz
i i i 500K hz
Write function configuration MNOK hz
= SN M| Qua ntity Check ih Signal output @ Certif 100K hz
50K hz
20K hz
10K hz
S Start: 0x00000000 [ Enable|5K he
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3.1.16 : VREF Config

Interface voltage Setting (VREF) is used to set the output voltage of the programmer and

content

the level size of the programmer signal, which generally defaults to 3.3v on power-up, and
can be changed by connecting to the PowerWriter® upstream software, refer to the

following:

Q Writer Setting E Option bytes B Program Memary D OTP Mema

Chip Select
MCU model:  STM32G070xB {o} select Apply

Flash size: 128.00KE e

Eraze Type Interface level Misc
3 A10M h R

(O Den'terase O1.8v o peed z :

O Full Erase O33v OptionByte  Factory=>Custom  ~

Osov
(U Sector Erase () External input @ Enable buzzer

Q e

When an external voltage is selected, the target board should be connected to the
programmer's power pins and ground along with the external power supply, as it is

necessary to use the external input power to power the programmer interface.

Modify the default output voltage when the programmer is powered on, you need to

check Save Global Save Voltage:


http://localhost:3000/en/

B2 Preferences (Ctrl+Z)

Device preferences

==} Device firmware switching »

==, language »
Set the window to the top level

E] Create factory mode shortout

} Power Writer® Device preferences >
e 'Hlﬂ ! KSHOP
| il

[ save global voltage
Device AT interface

[ |Enable the AT function of the USE port
[ IEnable the AT function of the UART port{*)
[ |Enable AT data encryption

Key:

Initial vector:

Randomly generated key Copy to dipboard k

L e e

\/' Update to de. ..

- A ——————

Q e

« When the default output voltage is to be re-modified, the settings need to be

updated again once more.



« If you need to turn off this action for different application scenarios, please

change the setting to external power input and do not use the power supply of
the device itself to control it, as shown below:

Interface level

O1.8v
O3av
O5.0v
() External input

A ABOUT OUTPUTS VERF(VEXT) OUTPUT JUMPS

VREF (Reference Voltage), VEXT (Extended Voltage) may jump when the chip is
not successfully connected, this action is actually trying to execute POR (Power On
Reset), which is used to solve the problem of connecting and unlocking when the
target chip is in the following two situations:

 Target chip open protection: After some chips open protection again, the
RESET pin may not be able to perform reset and can only be reset by POR, at this

time, it is necessary to perform POR to communicate with the target chip.

 Target chip internal firmware disables debug port, or multiplexes RESET
pin: Some chips run internal firmware that multiplexes the debug port 10, or
multiplexes the RESET pin, which may also result in not being able to reset the
target chip, and only attempting a POR reset.

Note: Self-output power supply can do POR, external input voltage can't do POR;
however, if self-power supply exists on the board, it also can't do POR, the power
supply must be controlled by PWLINK.
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3.1.17 : Chip name turns
gray

1 : Vendor Signature Overview

When PWLINK2 Lite products are manufactured, several brands are signed by default, and
other unsigned brands are not available by default. If you need to switch brands, series, or
models supported by the PWLINK2 Lite version, you need to select the user in the

platform and then synchronize the settings in order to use the new brand:
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¢ Chip Select >

i"u"endnr Series Type

FA1SEMI ASM3IZF300 Series ASM3IZF300B84D1
Aesrosemi ASM3IZF310 Series ASM3IZF300B401
il Air ASM3ZF312 Series ASM3I2ZF300D40D1
AisinoChip ASM3IZF320 Series ASM32ZF300D4F!
Artery ASM3IZF321 Series ASM32F300D6F! [
ALCU ASM32F300DEF!
!Aumchips ASM32F300F4BI
ChipMexus ASM3I2ZF300F4D1
CKS
1CMIOT
Cmsemicon
C332
CubicLattice
Ccw3z2
Edgeless
HEMD

FMSH
G032
|Geehy
IGFCHIP
HC32

HED

HK32 '
InnoStar
JuSheng
LCM32
Linkao
Metanergy
MH
Microchip
MmM32
Mations
Mordic

| Find  Enterthe chip name for search E_q Selected ASM32F300B4DI Expor

I

B =

I

A = B

| Vendor sign{Gray) v OK X Cancel = Addfavorites Favorites |

@ INFO
o« PWLINK? Lite and PWLINK2 hardware are identical.

« PWLINK2 supports all existing brands as well as future adapted brands. Lite can

only use a few brands at the same time, if you need to use other brands, you



need to switch yourself.

« PWLINK2 Lite can manually change supported brands by itself.

2 : Configure vendor signatures online

2.1 : Online Self-Configuration

Online self-configuration function, by clicking on the chip selection interface in the lower

left corner of the "chip manufacturer's signature", hyperlink to enter the boot

configuration page, as shown in the following figure:

| Power\Writer - Vendor Signature >

I
¥

o

T I T E 1

ki

et

Bilivi T 1h

ICWORKSHOP

Online self-service configuration

Browse the online configuration page

Sync online signature to PowerWriter,

Offline configuration
Write offline signature

Tip: promote online self-help configuration, offline configuration please consult technical
support.

O FF 20007927 387A9 2B 214806FCF 29A 7ACFADG0CAESGDe 774708088 C T80ACICE5F2
SCANE3026552522E9BA59F0OFCA4BCAD321D3FF 56 15E 12666 705ACATECE98T/A4ESS
165C5E




Click "Open Online Configuration Page" to go to the platform server side as shown below:

@ Bilini T1Ih My Space  Buyer  Developer Tools +  Help Center - L 8%  cshsoft % saxz / EN
Tools ?
Chip Configuration
I Tool Configuration -

i . Writer SN: | 4CECT65092D77 CBEDB2659F24B66EDE0 Go
Chip Configuration

*Opening this page through Power Writer software will automatically bring in the SN, or view and copy the writer SN
through the software, and paste it here.

*The 5M of the burner is private information, beware of information leakage.

Writer Info:
type:PWLINK2 Lite hardware version:1.3 interface version:1.00.92 bootLoader Version:1.00.04

Authorized Signature:

BBA344C87DATE0C2424ACA9DCICTBI3730DC049E0843551Fb4486DDE5BBE259FF73F2E1807A28D187F46AB3573
87DASB2A37058BC3367DE99613E02A0A4346CFEA12654AA7

Supported Brands/Series (5/5):
GD32
HC32
HK32
MM32
STM32
[ A1SEMI
[ Aercsemi
[ Air
O AisinoChip

[ Arterv

According to the list of brands displayed, select the brand you need to use by yourself as

needed, and confirm when the selection is complete.

A\ cAuTION
« If you don't have an account with Creative Core Workshop, please register for an
account and log in to the vendor signature configuration page.

« If you are not connected to the device, the client will not show the

synchronization entry and you need to use offline configuration.



2.2 : Online Self-Service Synchronization

After completing the manufacturer's configuration on the platform side, you need to
synchronize the information to the PWLINK2 Lite device and synchronize the

manufacturer's signature information in the PowerWriter® client, as shown below:

| Power\Writer - Vendor Signature >

¥

i Bl T 1h

ICWORKSHOP

Online self-service configuration

Browse the online configuration page

Sync online signature to PowerWriter,

Offline configuration
Write offline signature

Tip: promote online self-help configuration, offline configuration please consult technical
support.
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Wait for the operation to complete and then OK to synchronize the vendor signature to
the chip.



3 : Offline configuration of vendor
signatures

If the PWLINK2 Lite hardware device is no longer around, or if there is no network in the
current environment, this means that the online synchronization function cannot be used,

in which case the offline vendor signature can be used.

3.1 : Copy the device's SN

To generate signature information offline, you need to bind it to the SN of the current
device, please connect the device first, read the SN information of the device, and copy the

SN information to the clipboard.

3.2 : Online signature generation

Configure the page online using a web-enabled device such as a cell phone. Tool
Configuration (icworkshop.com) (https://www.icworkshop.com/user/

supportChipConfiguration)


https://www.icworkshop.com/user/supportChipConfiguration
https://www.icworkshop.com/user/supportChipConfiguration
https://www.icworkshop.com/user/supportChipConfiguration
https://www.icworkshop.com/user/supportChipConfiguration
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Tools ?
Chip Configuration

w

I Tool Configuration

9 Wiriter SN: (2] Go o

Chip Configuration

*Opening this page through Power Writer software will automatically bring in the SN, or view and copy the writer SN
through the software, and paste it here.

*The 5N of the burner is private information, beware of information leakage.

Supported Brands/Series (5/5):
AT1SEMI
Aerosemi
Air
AisinoChip
Artery
AuCU

Autochips

Fill in the SN of the device, and then query the device to get the device information as

shown below:



Chip Configuration

Writer SN: | 4CEC765092D77CBEDB2659F24B66EDED o

*Opening this page through Power Writer software will automatically bring in the SN, or view and copy the writer SN e
through the software, and paste it here.

*The SM of the burner is private information, beware of information leakage.
Writer Info:

type:PWLINKZ Lite hardware version:1.3 interface version:1.00.92 bootLoader Version:1.00.04

Authorized Signature:

BBA344CE87D4TEOC2424AC49DCICTBI3730DC049E0843551F64486DDE5BB8259FF7 3F2E1807A28D187F46AB3573
87DASB2A37058BC3367DE99613E02A0A4346CFEAT2654AAT

Supported Brands/Series (5/5):

GD32

HC32

HK32

MM32

STM32 ©
O A1SEMI

[ Aerosemi

[ Air

[ AisinoChip

[ Artery

[0 AuCU

When ready, execute the modification:



[ TAE

O

[ UNICMICRO

[ WCH

O XK32

O Zbit

s I

After the operation is successful, copy the signature information:

*The 5M of the burner is private information, beware of information leakage.

Writer Info:
type:PWLINKZ Lite hardware version:1.3 interface version:1.00.92 bootlLoader Version:1.00.04

Authorized Signature:

BBA344C87DATEOC2424ACA9DC3CTBI3730DC049E084 3551 Fed486DDEB5BBE259FF7 3F2E1807A28D187FA6AB3573
87DASB2A37058BC3367DE9%013E02A0A4 346CFEAT2654AM7

Supported Brands/Series (5/5):

At PowerWriter® Vendor Signature, paste the signature code, then write to the device and

OK as shown below:



| PowerWriter - Vendor Signature >

Bilivi T 1h

ICWORKSHOP
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-

Online self-service configuration

Browse the online configuration page

Sync online signature to PowerWriter,

Offline configuration

P SE S

Write offline signature

Tip: promote online self-help configuration, offline configuration please consult technical
support.
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4 : Automatic synchronization of
settings

Vendor signature will not be automatically synchronized by default, if you need to
synchronize the vendor signature automatically, please check this function in Settings-
>Preferences->Automatic Synchronization of Vendor Signature, every time you select the
chip, the vendor signature information will be automatically synchronized from the

platform side, as shown in the following figure:



Power Writer® Settings ok

' Bilivi T 1h c

ICWORKSHOP

Standard settings
MessageBox 0: Prompt &ll message boxes |
B automatically checks for updates at startup

Behavior 4

[ | synchronization option bytes after successful chip connection {default enabled)

T

i [ ] Auto onlie smart programming when the chip connection is successful {default off)

[ | Automatic synchronization vendor signature

[ ] Automatic save and load last recent projects
[ ] Automatically selected last selected chip

[ | Enable offline readjwrite save project prompt b

Save Set. ..

T R e B B L e LY

5 : Operational Demonstration

This demonstration is to add the Air branded series:



@ Power Writer ®1.3.8.0 [Build:2024-04-10 19:40:33]

Write function configuration

= sN ] Quantity Check il Signal output @ Certification

0x00000000

SN Start: [CJEnable 5N
SN Step: LT Decdmal display
SN Addr : e Big end model
Communication configuration
Device:  COMS5 = Refresh Disconnect Auto Connect

b4 Target: disconnect ICWorkShop Technology (Shenzhen) Co.,

= a x
File(F) Operation(E) Tools(T) Setting(S) Help(H)
] :
BERDEREREEOEE0E QE
Open Save F-in  F-out | EBlank Erase Read Write ‘erify Auto | Reset AnyRD | Serial  Wire PWLINK2Z
¥ witer Setting option bytes [ Program Memory [l OTP Memory
Chip Select FVILINAZ
04/15-10:09:15:002> Writer Info: hwVer:1.3 blVer1.00.04 ifVer:1.00.82
MCU model: STM32G070xB W Apply SN:4CEC765092D77CSEDB2659F24B66EDS0 Target: PWLINK2
i 04/15-10:09:15:033> [0706] Current device firmware type : Universal
Flash size: 128.00KB 04/15-10:09:15:048> Power Writer® is connected...
B T R B M 04/15-10:09:15:064> Switch version:PWLINK2
e 04/15-10:09:15:128> Update burner Settings complete...
Speed 10M hz v 04/15-10:09:15:319> Update chip information successfull
Don't 1.8V :09:15: p p successfully...
O Don'terase o 04/15-10:09:20:035> BootLoader update successful..
- OptionByte  Factory=>Custom :09:22: > Power Writer® production switch : From PW to
O Full Erase 2 plionByt = 04/15-10:09:22:096> Power Writer® pracuction switch : From PWLINK
Os5.0v PWLINK2
O Sector Erase ) External input Eabl by 04/15-10:09:22:112> Writer Info: hwVer:1.3 blVer1.00.06 ifVer.1.00.92

SN:4CEC765052D77C2EDB2659F24B6BEDS0 Target PWLINK2
04/15-10:09:22:143> [D7DE] Current device firmware type - Universal
04/15-10:09:22:160> Power Writer® is connected...

04/15-10:09:22:209> Update burner Settings complete...
04/15-10:09:22:398> Update chip information successfully...
04/15-10:09:24:246> [D02F] Disconnect the device and power it on again to
complete the upgrade...
04/15-10:09:26:313> Power Writer
PWLINK2Z

04/15-10:09:26:329> Writer Info: hwVer:1.3 blVer:1.00.06 ifVer:1.00.00
SN:4CEC765092D77C8EDB2659F24B6GEDS0 Target PWLINK2
04/15-10:09:26:360= [D7DE] Current device firmware type - Universal
04/15-10:09:26:376> Power Writer® is connected...

04/15-10:09:34:847> Interface firmware update successful...
04/15-10:09:36:922> Power Writer® production switch : From PWLINK ta
PWLINK2

04/15-10:09:36:938> Writer Info: hwVer:1.3 blVer:1.00.06 ifVer:1.01.12
SN:4CEC765092D77C8EDB2659F24B6GEDS0 Target PWLINKZ
04/15-10:09:36:970> [07D4] Current device firmware type : A
04/15-10:09:37-:001> Power Writer® is connected

04/15-10:09:37:048> Update burner Settings complete...
04/15-10:09:37:238> Update chip information successfully...

production switch : From PWLINK to

Ltd.All Right Reserved

A\ cAUTION

Automatic synchronization of signatures may cause lag in system environments with

poor network environments, so it is recommended to keep the default off and

manually configure or synchronize when needed.
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A > 3:FAQContents > 3.1:Common > 3.1.18 : Offline auto start/stop Skip to

. main
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3.1.18 : Offline auto start/
stop

When you make the pkg file for offline programming, check Auto Chip Detection in
Quantity and Self-Detection page, after loading the offline data (click the shortcut key
above to load, or load offline in the menu bar Execute), you need to keep the offline state

and manually press the key to programming and start the function of auto chip detection.

content

Note: Even if automatic chip detection is enabled, you still need to manually press the key

to start the programming process for the first time during the programming process.
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@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33] — (]
File(F) Operation(E) Tools(T) Setting(S) Help{H)

|:,'| )
BEOEOROBEBEBEBBO EE OO oercs
Open Save F-in  F-out Pload PRead | Blank FErase  Read Write Verify Auto | Reset AnyRD  Error | Serial ere PWX1

# Writer Setting Option bytes D Program Memaory D OTP Memory

Chip Select

f MCU model:

{5} select

STM32G070xB

1
i Flash size: 128.00KB

Erase Type Interface level Misc
Speed 10M h
) Don'terase O1sv =
O Full Erase 033y OptionByte
Os.0v
(O Sector Erase (O External input @ Enable buzzer

Write function configuration

= sn [N Quantiy Check ili Signaloutput @ Certification

v Apply

Factory=>Custom

[ write Number . Hexadedmal display
B automatic chip detection

Insert chip to jitter time{ms): 250

Unplug Chip to Jitter Time(ms) : 250

Communication configuration

Device:

com3 bt Refresh

Target: connected

Milam A MmO mam T E= AL TS AL
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Auto Connect

ICWorkSh op Technology (Shenzhen) Co., Ltd.All nght Reserved

SNALEL/0DUSZL / /LGEUGZ009T Z8D00E UG 1argerr WLINAE
04/15-10:09:22:143> [07D6] Current device firmware type : Universal
04/15-10:09:22:160> Power Writer® is connected...

04/15-10:09:22:208> Update burner Settings complete...
04/15-10:09:22:398> Update chip information successfully...
04/15-10:09:24:246> [002F] Disconnect the device and power it on again to
complete the upgrade...
04/15-10:09:26:313> Power Writer® production switch : From PWLINK to
PWLINK2

04/15-10:09:26:329> Writer Info: hwVer:1.3 blVer:1.00.06 ifVer:1.00.00
SN:4CEC765092D77C2EDB2659F24B66EDE0 Target PWLINK2Z
04/15-10:09:26:360> [07DE] Current device firmware type : Universal
04/15-10:09:26:376> Power Writer® is connected...
04/15-10:09:34:847> Interface firmware update successful...
04/15-10:09:36:922> Power Writer® production switch : From PWLINK to
PWLINK2

04/15-10:09:36:938> Writer Info: hwVer:1.3 blVer:1.00.06 ifVer:1.01.12
SN:4CEC765092D77C2EDB2659F24B66EDR0 Target PWLINK2
04/15-10:09:36:970> [07D4] Current device firmware type : A
04/15-10:09:37:001> Power Writer® is connected...

04/15-10:09:37:048> Update burner Settings complete. ..
04/15-10:08:37:238> Update chip infcrmaticn sU ssfully...
04/15-10:25:47:890> Power Writer® is disconne
04/15-10:25:49:4 14> Writer Info: hwVer:1.0 blVer:1. DD 02 ifver:1.00.02
SN:0123456789ABCDEFD1234567830ABCDE Target:PWX1
04/15-10:25:49:4 30> [07D6] Current device firmware type : Universal
04/15-10:25:49:446> Power Writer® is connected...

04/15-10:25:49:462> Switch version: PWX1

04/15-10:25:50:155> Resource version:1.0.0 size:OxccSac cre32:0x750b0c69
04/15-10:25:50: 170> Synchronizing device time succeeded...
04/15-10:25:50:204> Update burner Settings complete...
04/15-10:25:50:234> Update chip information successfully...
04/15-10:25:54:982> Target Online.
04/15-10:26:17:6334 Fower Write

=
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A > 3:FAQContents > 3.1:Common > 3.1.19 : Online Failure

Version: Next

3.1.19 : Online Failure

1 : Impunity
Descriptive: Error Write Flash Address The target write flash failed,

100ERAROEBEBEEA

en  Save F-in  F-out Pload PRead | Blank Erase Read Write Verify Auto

’ Writer Setting E Option bytes D Program Memory [l OTP Memory

ADDRESS 00 01 02 03 04 05 06 O7 08 09 OA OB OC OD OE OF TEXT

=2

Serial  Wire

Reset ID  AnyRD Error

g ° Error Write Flash Addr: 1FFF7300,[[0018] The target write flash

failed...]

Programming the ¢

1FFF7100 —
1FFF7110
i}

2 : Handling

—
SR E

Device

PWX1

* Not erased before programming (programming): Please erase the chip first and

retry.

« The chip is (write) protected: Please set the option byte to default, and then

perform a reset after writing the default option word.

Skip to
main
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« Other reasons: Occasional reasons such as unstable communication, you can try to
replace the cable and retry, if you can not identify the cause by yourself, please

contact technical support and submit detailed information for processing.
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A . 3:FAQContents > 3.1:Common > 3.1.20 : Failed W/R Option Byte
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3.1.20 : Failed W/R Option

Byte

1 : Error message

During the process of reading and writing the Option Byte (OB) to the target chip, the

following read/write errors may occur, as shown in the figure below:

[@ wer Writer 8.0[ 018 — O
File(F) Operation(E) Tools(T) Setting(S) Help(H)
[ ;
SR & K S EE E E
Open Save F-in F-out Pload PRead | Elank FErase Read Wnte ‘/erify Auto | Reset ID  AnyRD Error | Senal ere WX1
Q Writer Setting a Option bytes B Program Memory D OTP Memory
Chip Select =
04/15-10:26:17:633> Power Writer®
MCL model: STM32G070xB :[E‘: Select \/ Apply 04/15-10:28:48:386> Error Read Addr: 08000000.[Please connect
PowerWriter device first.. ]
Flash size: 128.00KB 04/15-10:28:50:683>
File: address:0x 17000 size:0x00000400,CRC32:0xBAIAFFF4 ..
Erase Type Interface level Misc 04/15-10:28:52:376> Please connect PowerWriter device first...
. O1av Speed 10M hz ~ 04/15-10:28:53:923> Writer Info: hwVer1.0 blVer:1.00.02 ifVer:1.00.02
O Don'terase ’ SN:0123456789ABCDEFD1234567830ABCDE Target:PWX1
Orutme O vt romomcimon - [AITISRID 00N Gt i os L
’ 04/15-10:28:53:969> Switch version X1
O Sector Erase O External input @ Enable buzzer 04/15-10:28:54:661> Resource version:1.0.0 size:OxccBac cre32:0x750b0c69
04/15-10:28:54:676> Synchronizing device time succeeded..
1 Write function configuration 04/15-10:28:54.725> Update burner Settings complete
T 04/15-10:28:54.757> Update chip information successfully...
= sn [N Quantity Check i Signaloutput @ Cerification 04/15-10:28:58:526>
File: address:0x1fff7000 size:0x00000400,CRCI2:0xBEIAFFF4 ..
04/15-10:28:58:823> 0 mory Programming successful!
[ Write Number 1 Hexadecimal display 04/15-10:28:58:981> Target Online...
04/15-10:29:06:802>
File: address:0x1fff7000,size:0x00000400,CRC32:0xD0382684 ..
B sutomatic chip detection 04/15-10:29:07:098> OTP Memaory Programming successful!
04/15-10:29:10:358> Data
address:0x 1fif7000, length:0x00000400,CRC32: CxBS?;AFFFd
Insert chip to jitter time{ms): 230 04/15-10:29:10:374> OTP Memory Read = !
04/15-10:29:20:035>
File: address:0x1fff7000 size:0x00000400,CRC32:0x5A3C4A21 ..
Unplug Chip to Jitter Time(ms) : 250 04/15-10:32:14:546> Error Write Flash Addr: TFFF7300,[[00718] The target write
flash failed..]
04/15-10:32:19:067> [026 J:Option byte b
- . 04/15-10:32:21:543> [C
e 04/15-10:32:31:003> Target Offline._.
Device: COM3 - Refresh e Aulo Connedt 04/15-10:32:33:452% [00089] The target chip is not connected...

m Target: disconnect ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved
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2 : Possible causes

« Discrepancy between the actual chip and the target chip: Each model may have a
different memory layout structure (memory map), which may result in undefined
behavior if reading or writing in the wrong way. If you read or write in the wrong way,
it may lead to undefined behavior and cause errors, please make sure the chip is the
currently selected chip. -Please make sure the chip is the currently selected chip.

« Wiring is unstable: Replace wire, 'Re-plug and retry.

« Other reasons: Please provide feedback to our technical support.
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3.1.21 : USB not recognized
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1 : Error message

When the device is connected to USB, it prompts for unrecognized USB devices. As shown

in the figure below:

USB device not recognized

The last USB device you connected to

this computer malfunctioned, and
Windows does not recognize it.

_ 10:24 AM
A GOR 500

2 : Causes and solutions

« If you are using a cable that has only a power supply function but no communication
function, you can replace the USB cable or use the USB cable that comes with the
device.

 Using the host front USB interface, the front USB interface is wired from the

motherboard to the chassis, the quality of the chassis on the market varies greatly, the


http://localhost:3000/en/

USB interface aging and other circumstances that lead to USB communication

instability, this time you can connect the device to the host rear USB interface to try.

« If you are using a poor quality HUB extension cable or if you are using an extension
cable that is too long and the communication is unstable, you can replace it with a
high quality HUB or use the rear USB port.

« Damage to the device itself can be determined by observing the state of the device

and, if necessary, contacting after-sales support and technical support.

Tags: FAQ USB

/" Edit this page
Last updated on Apr 15, 2024 by Alan Chen


http://localhost:3000/en/docs/next/tags/faq
http://localhost:3000/en/docs/next/tags/usb
https://gitee.com/powerwriter/powerwriter-doc/tree/develop/docs/faq/powerwriter/base/021.device_unrecognizable.md
https://gitee.com/powerwriter/powerwriter-doc/tree/develop/docs/faq/powerwriter/base/021.device_unrecognizable.md

A > 3:FAQContents > 3.1:Common > 3.1.22 : Target not running Skip to

. main
Version: Next

3.1.22 : Target not running

content

After programming the firmware (program), whether the chip operates or not depends on

the settings and whether the programmed data is complete or not, please follow the flow
as below.

1 : Manual reset in online mode

1.1 : Toolbar click on the reset button

@ Power Writer®1.3.8.0 [Build: 2024-04-10 19:40:33]

— [m] *
File(F) Operation(E) Toels(T) Setting(5) Help(H)
- N - [=a] -
= El B A S EEEE G Davice
Open Save F-in  F-out Pload PRead Read Write Aute || Reset | 1D AnyRD Erer | Serial  Wire PWX1
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1.2 : Reset button (shortcut) in the menu

E’; Offline load (Ctrl+Shift+L)
Bl Offline upload (Ctrl+5Shift+R)
P2 Read Program memory (Ctrl+R)
PQ  Blank check Program memory (Ctrl+B)
% Erase Program memeory (Ctrl+E)
%> Program Program memory (Ctrl+W)
F&  Verify Program memory (Ctrl+V)
fff}: Auto Prograrm Memory programming (Ctrl+P)
B2 Fully functional automatic programming (Ctrl+Alt+P)
=, Other data area operations *
Reset target chip (Ctrl+D)
=] Read option byte (Crl+ M)
%] Write option byte [Ctrl+ M)
Read Unicn Chip 1D (Ctrl+1)
S Read Data Anywhere (Ctrl+K)
@ Get Last Offline Error (Ctrl+L)

2 : Automatic reset in online mode

If you use online full-function auto-programming, before performing full-function auto-
programming operation, please check the box: Start the target chip after programming is
completed in Signal Output Control, and then perform full-function auto-programming as

follows:



@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33] e — (] *
File(F) Operation(E) Tools(T) Setting(S) Help{H)

- - [l .
E0CEEE0EEREE0 gE -
T Open Save F-in  F-out Pload PRead | Blank FErase  Read Write ‘erify | Auto || Reset  ID AnyRD Eror | Serial  Wire PWX1

c Writer Setting a Option bytes B Program Memaory D OTP Memory
Chip Select

MCUmodel:  STM32G070xB {6} Select v’ Apply

i Flash size: 128.00KB

Erase Type Interface level Misc
Speed 10M h ~
! ) Don'terase O1sv =
O Full Erase O3av OptionByte  Factory=>Custom  ~
Os.0v
(O Sector Erase (O External input @ Enable buzzer

Write function configuration

= 5N [N Quantity Check 1+ Signaloutput @& Certification

I B Run target firmware when program done I o

[ Turn off the power output after programming
1
Power on stability time(ms) : 100 [C|Hexadedmal display

Power off stability time(ms) = 100

Reset mode selection

Hardware and system reset w

Hardware reset keep low
7 I |Hardware reset disabled -
3 Hardware reset

Power onreset
Disable port then power on reset
TOEL CUTITECLED T WVOTKSMTOp

3 : Automatic reset in offline mode

The setting of auto reset in offline mode is the same as that of auto reset in online mode:
please check the box: Start the target chip after programming is completed in Signal

Output Control.

4 : Still not working after reset

If the program still fails to run after a reset, the problem lies in the programmed file itself,

which is roughly categorized as follows based on feedback:



 Very few manufacturers SDK compiled firmware, need to perform additional patches,

such as interrupt entry error or missing, for example, SWM181x9 series chips, different

version of the SDK compiled firmware, interrupt vector table entry is not correct, but

instead in the programming process to patch.

a7
58
59
Gl
61
G2
63
4
65

. Wector Table Mapped to Addresz 0 at Reset

__Vectors

ARES RESET, DATA, EEADOHNLY
EXPORT _ WVectors

EXPORET __WVectors_End

EXPORT __WVectors_5Size

DICD Stack_Mem + Stack_Size ; Top of Stack

DICD Eeset_Handler . Rezet Handler

DCD NMI_Handler ; NMI Handler

DICD HardFault_Handler . Hard Fault Handler
DCZhr 0

Dch 0
[aTad A

DD 0 ]

DD OxOB11FFAC

DCD Ox&000

DD SEAM_SWITCH

DCD SWiC_Handler o 5WCall Handler
LDCh o

LDch o

DCD FPend3V _Handler ; Pend3V Handler

DCDY 5yeTick Handler o Syelick Handler

. External Interrupts
DCD IFQ0_Handler

DCD  IFQ1_Handler

DCD IFQE_Handler

DCD IFQ3_Handler

DCD IFRQ4_Handler

DCD  IRg5_Handler

DCD  IRJ6_Handler

DCD IEQ7_Handler

DCD IEQ8_Handler

DCD IRQY_Handler

LD IRR10 _Handler
LD IRl _Handler
LD IRR1Z2 Handler
LD IRR13 Handler
LD IFg1d Handler
DD IFQ16 Handler
DCD  IFQ16_Handler
DCD IRQ17_Handler -

T T TR0 Trem A7 A

The marked position is the option word, which is only valid if it is Oxabcd1234; other

values may cause problems that prevent operation.

» The compiled firmware contains SRAM firmware, but when programmed, only the

flash firmware is programmed, resulting in incomplete firmware. To deal with this kind



of problem, please adjust the compilation settings (sct hash file), or consult with the

manufacturer to compile a complete flash firmware and programming it.

« Firmware contains multiple segments, when programming, only add one of the
segments, forget to add the other segments, you can merge to add the firmware,
refer to the Multi-Zone Firmware Adding Method
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3.1.23 : Unicode support

PowerWriter® supports Unicode accounts, Unicode installation paths.

content

1 : Unicode account

supported

2 : Unicode path

supported

3 : Promoting practices

Q T

PowerWriter® supports full Unicode encoding, but it is recommended to keep the
default installation path or customize the installation to the ASCII path to maintain

good habits.
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A > 3:FAQContents > 3.1

Version: Next

: Common >

3.1.24 : Canceled on operation?

3.1.24 : Canceled on

operation?

1 : Error message

The following error message may appear when reading and saving data from the target

chip:
- 9
@ Power Writer ©1.3.2.0 [Build:2024-04-10 19:40:33] — (] *
Flle(E] Operation(E) Tools(T) Setting(S) Help(H)
ENCECEEEEEE00 §E -
Open Save F-in  F-out Pload PRead | Blank Erase Read Wnte Verfy Auto | Reset ID  AnyRD Error | Senal  Wire PWX1
L3 wiersettng @ Optionbytes [ Progammemory [} TP Memory
ADDRESS 00 01 02 03 04 05 06 07 03 039 0A OB OC 0D OE (] Flash Map(All/Unall): EraseSel [v
FF FF FF FF FF FF FF FF FF FF FF (1000] Addr.0x08000000 Size:2 KB
FF FF FF EF FF FFE FF FF FF EF EF | 001 Addr0x03000800 Size:2 KB
FF FF FF FF FF FF FF FF FF FF FF (1002] Addr-0x08001000 Size:2 KB
FF FF FF FF FF FF FF FF FF FF FF [_J[003] Addr:0x08001300 Size:2 KB
FF FF FF FF FF FF FF FF FF FF FF ([004] Addr:0x08002000 Size:2 KB
FF FF FF FF FF FF FF FF FF FF FF (][005] Addr:0x08002800 Size:2 KB
FF FF FF FF FF FF FF FF FF FF FF [ [006] Addr:0x08003000 Size:2 KB
FF FF FF FF FF FF FF FF FF FF FF [ [007] Addr:(x02003800 Size:2 KB
FF FF FF FF FE EE RR-FE ER R FE [C)[008] Addr-0x08004000 Size:2 KB
FF FF FF FF|Error | itanma a1 non -
_d'HMEDDDSue.Z KB
05000 Size:2 KB
E[lﬁ ’ 105800 Size:2 KB
ICWO Error Read Addr: 03000000, [[000C] The target read data ’ <m5ize:2 KB
failed..] il e 06300 Size:2 KB
FReading current page g;% g:i:; Eg
J08000 Size-2 KB
. T 108800 Size:2 KB
FF FF FF FF __ __ __ J [][018] Addr:0x08003000 Size:2 KB
FF FF FF FF FF FF FF FF FF FF FF (][019] Addr:0x08003300 Size:2 KB
FF FF FF FF FF FF FF FF FF FF FF [Z11020] Addr.(=0800A000 Size:2 KB
FF FF FF FF FF FF FF FF FF FF FF (7][021] Addr-0x0800A800 Size:2 KB
FF FF FF FF FF FF FF FF FF FF FF %{g%ﬁj:gmuaung%g::gg Eg
FF FF FF FF FF FF FF FF FF FF FF : =
FF FF FF FF FF FF FF FF FF FF FF (1)[024] Addr.0x0300C000 Size:2 KB
[_[025] Addr:0x0800CE00 Size:2 KB
FF FF FF FF FF FF FF FF FF FF FF o i A e A o
Fi N Start Add End Add Fi Si CRC32
| imware Name al r r imware Jize + Addﬁrmware
+ Add random o Apply

x Del fimware

Target: connected

ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved
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How to read and save data on the target chip

2 :

« Wrong selection of target chip type: Check whether the target chip is connected

» Chip open read protection: Chip open read protection can not be read on the chip

The status of the read protection can be viewed before this by performing a read option

Handling

byte first operation in the menu bar:

&
el

Offline load
Offline upload

Read Program memory

Blank check Program memory
Erase Program memory
Program Program memory

Verify Program memory

Auto Prograrm Memory programming

Fully functicnal automatic programming
Other data area operations

Reset target chip

successfully, and when making sure that the chip is connected, pay attention to

checking whether the type of your own chip is the same as the selected chip type.

after the operation, you can try to lift the read protection operation

(Ctrl+Shift+L)
(Ctrl+Shift+R)

(Ctrl+R)
(Ctrl+B)
(Ctrl+E)
(Ctrl+\W)
(Ctrl+V)

(Ctrl+P)
(Ctrl+Alt+P)

(Ctrl+D)

-

% B

Read option byte

Write option byte

Read Unicn Chip 1D
Read Data Anywhere

et Last Offline Error

(Ctrl+M)
(Ctrl+ M)

(Ctrl+1)
(Ctrl+E)

(Ctrl+L)



How to remove read protection

Q Tie

When reading data after unprotecting the read protection, the internal memory data

will be erased automatically, so please be careful with it.
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A > 3:FAQContents > 3.1:Common > 3.1.25: OEM mismatch

Version: Next

3.1.25 : OEM mismatch

1 : OEM mismatch

When reading, writing, loading, loading orders from applets, loading orders from Core

Workshop, etc., OEM errors, packet non-conformity, etc., may occur, all of which are

caused by inconsistencies in the settings of the original project package, the target device,

and the project file type.

2 : Handling

After opening the project, in the upper right corner of the client software, modify the

product type to the corresponding product type to save and republish, as shown in the

following figure:

File(E} Operation(E) Tools(T) Setting(S) Help(H)

= E &1 A O & G E D

Device

Open  Save F-in  F-out Pload PRead Read Write Aute | Reset ID AnyRD Error | Serial Wire PWX1 it
Q Writer Setting E Option bytes B Program Memary D OTP Memary EE%IENSK
Option Byte: BB E1 FF DF 3F 00 00 00 3F 00 00 00 Size : 12 Byte Reset [FlLoad PVLINK2

Option Name Option Value(Click the item with the mouse and selectthe parameters fro

Tags: FAQ OEM

/" Edit this page
Last updated on Apr 15, 2024 by Alan Chen

Skip to
main

content


http://localhost:3000/en/
http://localhost:3000/en/docs/next/tags/faq
http://localhost:3000/en/docs/next/tags/oem
https://gitee.com/powerwriter/powerwriter-doc/tree/develop/docs/faq/powerwriter/base/025.oem.md
https://gitee.com/powerwriter/powerwriter-doc/tree/develop/docs/faq/powerwriter/base/025.oem.md

A > 3:FAQContents > 3.1:Common > 3.1.26 : Programming Speed

Version: Next

3.1.26 : Programming
Speed

Clock speed is about 6.67Mhz (PW200/PW300/PWLINK2), 18.75Mhz (PWX1) of the
actual speed, converted to the integrated programming speed of about
400Kbps~500Kbps, 1Mbps.

Q mp

« PowerWriter® is optimized at a high level of programming speed, and
PowerWriter® encrypts the data while achieving this speed.

» The programming speed will vary from chip to chip.

* In online mode, the speed is slightly lower compared to offline due to the

presence of data interaction.
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3.1.27 : Motor drive

The PowerWriter® (PW200/PW300/PWLINK2) has only a self-recovery fuse to prevent
the device from being overloaded and programmed; generally, the peak current of a
motor at startup may reach 3 to 5 times the rated operating condition of the motor, and
this current has far exceeded the trigger threshold of the device's internal self-recovery
fuse, and using the PowerWriter® to power a large load of devices may risk programming
out the device, or even the USB port or computer motherboard. At the same time, using
the PowerWriter® to supply power to large loads of equipment will risk programming the
equipment, or even the USB port or the computer motherboard. Therefore, it is
recommended to supply power to large loads separately, and isolate them if necessary, in

order to ensure the safety of each device in use.

Q mp

To drive motor type applications, please use PWX1 (maximum drive current up to 3A)

for driving and connect DC power supply at the same time.
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3.1.28 : Automated
machine

The CTRL, OK, NG, GND, and 5V interface signals need to be connected for coordinated

programming.

« CTRL: Controls the start of low-pulse programming, which requires the input of a low-

pulse signal of >=40ms to start offline programming once.

« OK: outputs high when the programming is successful, outputs 5V, and clears the

state to low when there is a new operation.

« NG: Outputs high when the programming fails, outputs 5V, and clears the state to low

when there is a new operation.
« 5V: Machine interface power supply pin (please do not connect VREF).

* GND: Ground.
Both OK and NG output low at OV for idle and busy states.

CTRL and key logic are the same, when starting the CTRL signal is equivalent to manually
pressing a key, the programmer enters the busy state, and the OK and NG lamps will go

out.
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E‘PuwerWriter@ Hardware Interface Viewer o

I Power Writer&

S I E——

| P 200 -
e NG/SWD
@ .ﬂiﬂ.,'!‘-‘-} :'];hi.ﬁ GND Hardware Version
GND 0K
™ — 1.4 e 1
| | GND |
| GND | SWIM
L ]
GND
GND |SWCLK L
- . BOOTO| SWDIO f
| .
| i GND | RX - |
Poweririt 5V TX
. s iy VIN VREF
_ [
I hardware version:v1.4 |

R B R T T

Q e

» PWLINK related series products do not have automated machine programming
capabilities. If you need to use PWLINK for production, you can try to use in-line

full-featured automated programming.

« For PWXT1 devices, please check the interface signals, see PWX1 Machine
Interface. (Same as PW200/PW300).
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3.1.29 : Serial port usage

Virtual serial port feature of PowerWriter®:

content

 Writer Functions for PowerWriter ®
 General purpose serial port for debugger mode

« Can also be used directly as a regular serial port

The PowerWriter® client integrates a serial port assistant that can be accessed via the

toolbar button

The built-in serial port assistant interface is as follows


http://localhost:3000/en/

| Power Writer® Serial Assistant V1.1 =

Serial port Settings

4

Baud rate: 115200

Parity bit:  paone w

<

Data bits: 3 bit

Stop bits: 1 bit

Q‘ Openil)

Counter

<

RX:0

Feset (E)
H Tx:0

Receiving set
Display format
() Hexadecmal

Q siring
Clear datalC)

il Save to file(S)

Send setting
Send format

g () Hexadedmal
0 string

Load from file(l) |

Send(T)

Open the serial port assistant to use as a normal serial port tool, wiring diagram reference:

T

~r



Power Writer® Hardware Interface Viewer
[

! &1 101 ﬁﬂ"ﬁ;l':'m Power Writer &

e bl el B4 @ o

= o |

2|2|2[s|3]!]!]![8]8
= (=2 (=] F-2 [n] HEIEIEIREIEIEM = o wminl Elo]e |
Zlo|x|alg| |&|&|2|3|x|5]|8|9|H|® AR HEREE PWX1 v

Hardware Version

1.0 st
45 6:06 ' .

GHEE mm=

@ B (]

] Rl BER UEHRT

Power Writer® X1

Q e

« Hardware version V1.0 does not support virtual serial ports.

« PWX1 Wiring reference PWX1 connection scheme.

 Other serial port assistant tools can be used.
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3.1.30 : PWLINK device
reboot

1 : Power reset for peripherals

Due to the hardware limitations of PWLINK itself, the output voltage is not isolated, which

may cause PWLINK to reset when powering large load peripherals directly.

2 : Handling

Plug the PWLINK into a USB port with sufficient drive capability and use the external

device's own power supply.

Q T

PWLINK2 version: The upgraded version of PWLINK2 is isolated on the power
supply and supports 3.3V/ 5V outputs, and can also use an external reference

voltage, so there is no reset phenomenon when PWLINK is connected to a large load.
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3.1.31 : Offline package
R/W

1 : Offline loading when project is not
saved

content

When loading a project offline, if the current data is not saved as a project file, you will see

the following message.

3 Do you want to save the project to disk? >

o

L e

The current item is not saved to the disk, do you need to save
it to the disk first and then load it to the device?

Tips:

i 1:Do not set the project password by saving the project, in

1 order to protect the data will use random passwaord, will |
cause the project can not be read back I

2:After loading to the device, please disconnect befaore
starting to programming

o

Mo Mo prompt

Consist of :

[ [Yes]: Save the project file to prevent data loss, select this option when you need to save
it.
[_1[NoJ: do not save the project file, this option will generate the cache without the need

for the user to choose the save location, in order to prevent the data from being read, the
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password will use a random password.

[ 1 [No longer prompt]: Do not save the project file and do not prompt this option, other
functions and [No] consistent.

2 : Adjustments to the Save and load
project

PowerWriter® Encrypts data and sets file paths |

Bilivi T 1h

ICWORKSHOP !

)
fl
Password [
Password Flease enter the project password, maximum 16 chara Generate E
« TIps:
7 1 You can use the random generation function to generate random passwords to
improve password security,
2: If you want to publish to the platform, you must set a password. .
|
File path
Select an open or save path and leave it blank will random generation, ‘

Done

TER T

Project Password: Project Password, will prompt for a maximum of 16 characters, can be
left blank.

Project Path: When you open a project file, you must select the project path, and when
you save the project, if you don't select the project path, the cache path will be randomly

generated.



3 : Adjustments for reading offline
project files

T - , 3
The project has been successfully read. Do you want to load it now? [

The project has been successfully read. Do you want to load it
now?

—

If the offline project file is successfully read, you will be prompted whether to load the

project immediately to avoid overwriting the current project file and losing data.



4 : How to turn prompting back on after
choosing not to prompt again

B e

s o 1wt re dao

File(E) Operation(E) Tools(T) Setting(s) Help(H)
BEOE Q) oo
Open  Save -in F-out Pload PRead | EBlank Eraze Read Write ‘erify MAute | Reset ID  AnyRD Error | Serial  Wire PWX1

Q Writer Setting E Option bytes B Pragram Memory n OTP Memory

Chip Select
MCU model:  STM32G070xB {o} select " Apply

Flash size: 128.00KB

Erasze Type Interface level Misc
Speed 10M h ~

() Don't erase O1sv =

© Full Erase O33v OpticnByte  Factory=>Custom

Os.ov
(O Sector Erase () External input B Enable buzzer

‘Write function configuration

= sN [N) Quantity Check i Signaloutput ® Ceriification

8 run target firmware when program done
[ Turn off the power output after programming

Power on stability time{ms) : 100 [CJHexadedmal display

Power off stability time(ms): 100

Reset mode selection

Hardware and system reset e

Communication configuration

Device:

Disconnect

com3 8 Refresh Auto Connect
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U4 15- 1050350927
04/15-10:57:25:708> Pleas I
04/15-10:57:27:44 2> Writer Info h‘NVer ‘I D bIVer 1. DD 02 ifver:1.00.02
SM:0123456733ABCDEF012345678%30ABCDE Target PWX1
04/15-10:57:27:458> [07DE] Current device firmware type : Universal

04/15-10:57:27:488> S

witch version
04/15-10:57:28:177> Resource version: 1.0.0 size:0xccSac cre32:0x750b0c63
04i15-10:57:28:193> Synchronizing device time succeeded...
04/15-10:57:28:240> Update burner Settings complete...
04/15-10:57:28:273> | ||:c:ctc chip information st
04/15-10:57:29:022> Po
04/15-10:57:44:732> Writer Info: hwVer:1.0 bIVer 1.00.02 ifver:1.00.02
SM:0123456739ABCDEF012345672%0ABCDE Target PWX1
04/15-10:57:44:748> [07D6] Current device firmware type : Universal
04115-10:57:44:764 = Power
04/15-10:57:44:780> 5 W1
04/15-10:57:45:457> Hesou rce version:1.0.0 size:Oxccbac cre32:0x750b0c69
04/15-10:57:45:473> Synchronizing device time succeeded...
04/15-10:57:45:522> Update burner Settings complete...
04/15-10:57:45:554> Update chip information successfully...
04i15-10:57:47:255> Target Online. ..

04/15-11:00:48:397> Save success

04/15-11:00:49:240> Load offline data successfully

04/15-11:03:03:951> Failed to load offline data!

04/15-11:03:10:894> Load offline data successfully

04/15-11:03:10:910 Project file password verification failed!
04/15-11:03:18:125> Save success

04/15-11:03:18:982> Load offline data successfully

04/15-11:03:21:246> Load offline data successfully

04/15-11:04:01:536> Save success

04/15-11:04:02:627> Load offline data successfully

04/15-11:04:22:531> Save success

04/15-11:04:23:638> Load offline data successfully
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3.1.32 : About Silk

When you receive the device, due to a variety of production batches, there are equipment
screen printing error printing probability, so about the pin distribution, we recommend
that you client software query to the screen print shall prevail, the inconvenience caused

to you, please forgive me! The query method is shown in the figure below:

L% Serial Port Assistant (Ctrl+T)
View the Power Writer® interface definition (Ctrl+[)

@  View the chip wiring diagram (Ctrl+G)

|I| Reserved data read-write (Ctrl+H)
Advanced setup for offline project (Ctrl+X)
Exporting or load the UID authorization configuration >

Test and Production

BF A &S

Super serial number
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Power Writer® Hardware Interface Viewer
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ﬁﬂ"ﬁ;l':'m Power Writer &
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= EEIER] {q—lgnﬂ‘qm_. =[_, o :'_h:.rejg i
Zlo|x|alg| |&|&|2|3|x|5]|8|9|H|® AR EERHEREE PWX1 v
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3.1.33 : Adapter knowledge

PowerWriter provides PW200, PW300, PWX1 adapter boards.

content

1 : Silkscreen and usage

The interface of the adapter board is shown below:
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RiITIIIII]IA

il

PW200/PW300 The adapter board is used as shown below:



/

e

Wil |
. 3
II,-' / i/ i

2 : Versions Differences

Currently there are two versions of the adapter board, the main difference is that the new
version has more 5V pins than the old version, as shown in the following figure. It should
be noted that the new version of the adapter board is suitable for 1.3 and 1.4 hardware
version of the programmer, that is, PW200 or PW300; the old version of the adapter board
is suitable for 1.2 hardware version of the programmer below. If you use the old adapter
boards for 1.3 or 1.4 hardware versions, there is a risk of shorting 5V and GND, so be
careful.

In addition, the PowerWriter® interface definition can be viewed through the
PowerWriter® software menu bar, Tools, to confirm the specific hardware version

information of the programmer.



New version




Old version
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3.1.34 : Stuck during
installing

1 : Intend

Download: PowerWriter® For ARM

Because some anti-virus software will be misreported driver, it is recommended that you

close 360 and other anti-virus software before installation.

2 : Stuck during installation

When installing the PowerWriter® client, there is a low probability that it will get stuck and
not move, in fact, this time it is detected that it needs to be rebooted, and can be solved

by rebooting the system and reinstalling it.

3 : Is it mandatory

« You may not install the software if you are only using it as a Debugger.

« For online operation of the chip, or for offline production configuration, the
PowerWriter® software is required. This tool is similar to the ST-unity tool, but with

more features, and will be expanded with more features in the future.
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3.1.35 : How to unlock the
chip

When using PowerWriter® to programming firmware, an error may be reported: Error
Write Flash Addr:The target write flash failed....

The reason for this error message may be:

* Not erased before programming (programming): Please erase the chip first and
retry.

« The chip is (write) protected: Please set the option byte to default, and then
perform a reset after writing the default option word.

« Other reasons: Occasional reasons such as unstable communication, you can try to
replace the cable and retry, if you can not identify the cause by yourself, please
contact technical support and submit detailed information for processing.

The second reason mentioned above is the need to do an unlock operation on the chip to

remove the protection.

1 : Online Unlocking Chip

1.1 : Restore Defaults to Unlock Chip

Switch to the option byte page, click on the right side of the restore default button, and
then click on the top of the shortcut key write, you can unlock the chip; or operation of the

menu bar in the execution of the write option byte, can be restored to the chip's option

Skip to
main

content
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byte status of the factory settings, the specific page is shown below:

(&) Power Writer®1.3.8.0 [Build:2024-04-10 19:40:33] ' - — ] X
File(F) Operation(E) Tools(T) Setting(S) Help{H)
BERCOBEBE @ﬂ CSEGE
I Open Save F-in  F-out Pload PRead | Blank FErase  Read Wrrte Yerify  Auto | Reset AnyRD  Error | Serial ere PWX1
# Writer Setting Option bytes D Program Memaory n OTP Memory e
Option Byte: | BB E1 FF DF 3F 00 00 00 3F 00 00 00 Size: 12 Byte | S Reset | [Flload | [£) save |+
Option Mame 6 Option Value(Click the item with the mouse and select the parameters from the dmp—cl
b >>> Double-click to modify] Byte 0
| RDP 0xBB: Level 1, memories read protection active
> Double-click to modify] Byte 1
nRST_STDBY 0x07: No reset generated when entering the Standby mode
1 nRST_STOP 0x01: No reset generated when entering the Stop mode
> Double-click to modify] Byte 2
| RAM_PARITY_CHECK 0x01: SRAM parity check disable
WWDG_SW 0x01: Software watchdog
i IWDG_STBY 0x07: Independent watchdog counter is running in Standby mode
IWDG_STOP 0x01: Independent watchdog counter is running in Stop mode
IWDG_SW 0x01: Software independent watchdog
il >>> Double-click to modify] Byte 3
nBOOTO 0x01: nBOOTO=1
nBOOT1 0x01: nBOOT1=1
nBOOT_SEL 0x01: BOOTO signal is defined by nBOOTO option bit
>>> Double-click to modify] Byte 4
WRP1A_STRT bitd 0x01: WRP1A_STRT bitd
WRP1A_STRT bit4 0x01: WRP1A_STRT bit4
WRP1A_STRT bit3 0x01: WRP1A_STRT bit3
WRP1A_STRT bit2 0x01: WRP1A_STRT bit2
WRP1A_STRT bit1 0x01: WRP1A_STRT bit1
! WRP1A STRT hitQ 0x01- WRP1A STRT hith

Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved C\Users\CSHSOFT\AppData\Local\ Temp\ YORx0l5ef3WF5IAD. plg



E} Offline load (Ctrl+Shift+L)

Bl Offline upload (Ctrl+5Shift+R)
P2 Read Program memory (Ctrl+R)
PQ  Blank check Program memory (Ctrl+B)
% Erase Program memeory (Ctrl+E)
%> Program Program memory (Ctrl+W)
F&  Verify Program memory (Ctrl+V)
f@ Auto Prograrm Memory programming (Ctrl+P)
B Fully functional automatic programming (Ctrl+Alt+P)
=, Other data area operations *
[ Resettarget chip (Ctrl+ )
=] Read option byte (Crl+ M)
Write option byte (Ctrl+M)
Read Unicn Chip 1D (Ctrl+1)
S Read Data Anywhere (Ctrl+K)
@ Get Last Offline Error (Ctrl+L)

-

1.2 : Unlock Only

If you do not want to operate the other options in addition to read protection byte, you
can double-click the option of read protection, and then click on the right side of the small
drop-down arrow, you can see all the options about the protection, and then select the
read protection off or protection off, and then write to the chip can be set up to write the

protection of the operation is the same as the specific page is shown below:



File(F) Operation(E) Tools(I) Setting(3) Help(H)

EQEBER0EERRA gE -
L)
I Open Save F-in  F-out Pload PRead | Elank Erase Read | Write |'erify Auto | Reset I AnyRD  Error Serial  Wire PWX1

# Writer Setting E Option bytes D Program Memary B OTP Memory

Option Byte:  AA ET1 FF DF 3F 00 00 00 3F 00 00 00 Size: 12 Byte SF{eset and @ Save | -

Option Name Option Value(Click the item with the mouse and selectthe parameters from the drop-c|
Bl > Double-click to modify] Byte 0
OxAA: Level 0, read protection not active

OxAA: Level 0. read protection not active
nRST STDBY 0xBB: Level 1, memories read protection active

| nNRST_STOP

2 : Offline Batch Unlock Chip

2.1 : Restore Defaults to Unlock Chip

Offline programming need to remove the read protection or write protection, first switch
to the option byte page, and then click on the right side of the Restore Defaults button,
you can see that the protection is turned off, offline programming settings are complete,
click on the top of the shortcut key to load, or operation of the menu bar in the
implementation of the offline load, load the file into the programmer, and then offline
programming, you can unlock the chip in batch, the specific page is as follows As shown in

the following page:



(&) Power Writer®1.3.8.0 [Build:2024-04-10 19:40:33] ' - — ] X
File(F) Operation(E) Tools(T) Setting(S) Help{H)
BERCOBEBE @ﬂ CSEGE
I Open Save F-in  F-out Pload PRead | Blank FErase  Read Wrrte Yerify  Auto | Reset AnyRD  Error | Serial ere PWX1
# Writer Setting Option bytes D Program Memaory n OTP Memory
Option Byte: | BB E1 FF DF 3F 00 00 00 3F 00 00 00 Size: 12 Byte | S Reset | [Flload | [£) save |+
Option Mame 6 Option Value(Click the item with the mouse and select the parameters from the dmp—cl
b >>> Double-click to modify] Byte 0
| RDP 0xBB: Level 1, memories read protection active
>>> Double-click to modify] Byte 1
nRST_STDBY 0x07: No reset generated when entering the Standby mode
1 nRST_STOP 0x01: No reset generated when entering the Stop mode
> Double-click to modify] Byte 2
| RAM_PARITY_CHECK 0x01: SRAM parity check disable
WWDG_SW 0x01: Software watchdog
i IWDG_STBY 0x07: Independent watchdog counter is running in Standby mode
IWDG_STOP 0x01: Independent watchdog counter is running in Stop mode
IWDG_SW 0x01: Software independent watchdog
| >>> Double-click to modify] Byte 3
nBOOTO 0x01: nBOOTO=1
nBOOT1 0x01: nBOOT1=1
nBOOT_SEL 0x01: BOOTO signal is defined by nBOOTO option bit
>>> Double-click to modify] Byte 4
WRP1A_STRT bitd 0x01: WRP1A_STRT bitd
WRP1A_STRT bit4 0x01: WRP1A_STRT bit4
WRP1A_STRT bit3 0x01: WRP1A_STRT bit3
WRP1A_STRT bit2 0x01: WRP1A_STRT bit2
WRP1A_STRT bit1 0x01: WRP1A_STRT bit1
! WRP1A STRT hitQ 0x01- WRP1A STRT hith

Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved C\Users\CSHSOFT\AppData\Local\ Temp\ YORx0l5ef3WF5IAD. plg



Offline load (Ctrl+Shift+L)

Bl Offline upload (Ctrl+5Shift+R)
P2 Read Program memory (Ctrl+R)
PQ  Blank check Program memory (Ctrl+B)
% Erase Program memeory (Ctrl+E)
%> Program Program memory (Ctrl+W)
F&  Verify Program memory (Ctrl+V)
f@ Auto Prograrm Memory programming (Ctrl+P)
B Fully functional automatic programming (Ctrl+Alt+P)
=, Other data area operations *
[ Resettarget chip (Ctrl+ )
=] Read option byte (Crl+ M)
%] Write option byte [(Ctrl+ M)
Read Unicn Chip 1D (Ctrl+1)
S Read Data Anywhere (Ctrl+K)
@ Get Last Offline Error (Ctrl+L)

2.2 : Unlock Only

If you don't want to operate other option bytes except read protection, you can double-
click the option of read protection, and then click on the right side of the small drop-down
arrow, you can see all the options about the protection, and then select the protection off
or no protection, and then click on the load, for offline programming, you can batch
unlock the chip, and set up the operation of the write protection is the same as the

specific page as shown below:



File(F) Operation(E) Tools(I) Setting(3) Help(H)

BECOEER

Qﬁ@ Device

| Open  Save Fein  F-out Pload PRead | Blank Frase  Read | Write |verity Auto | Reset D AnyRD Error | Serial Wire PWX1
c Wiiter Setting E Option bytes D Pragram Memory D OTP Memory
Option Byte:  AA E1 FF DF 3F 00 00 00 3F 00 00 00 Size: 12 Byte “Reset [Flload  [E] sare |w
Option Name Option Value(Click the item with the mouse and selectthe parameters from the dmp—c|

| 5o Double-click to modify] Byte O

OxAA: Level 0, read protection not active

nRST_STDBY
| nNRST_STOP

A\ cAUTION

Individual chips that differ from mainstream chips, such as HC32 or CX32, need to be

unlocked by pressing the key to turn on the ISP method once when unlocking the
chip, see the specific operation flow:

HC32 unlock; CX32 unlock.
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3.1.36 : About Project
Password

content

Based on the firmware delivery security considerations, we hope that many developers

focus on their own firmware security, which can be referred to from several aspects:

 Chip: Try to use better security chip products.

« Key: One of the most basic and effective ways to verify code protection,
PowerWriter® also has a variety of built-in signature mechanisms to meet the
different needs of customers.

+ Platform Delivery: ICWorkshop Cloud Platform provides firmware developers with a
fast, easy-to-use and secure firmware protection and delivery model, so when
generating delivery orders, you need to provide a project password to ensure

developer rights and interests.
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My Space Buyer Developer Tools & Help Center - fal - cshsoft % gz / EN

= My Workshop >

Program Publish Back
I B Software Center v
My Program
¥ Publish Setting * Required Fields

Order List

* Project Name
ICW Cloud
Compile Cloud # Unit Price ¥ Free Sample (7

* Stock Pes

Allow Resell Yes (7 ® No
*Pushto (7

¥ Program Upload

* |C Selection IC Information --—-—---——---—-———--—- - —

ICW Cloud (7

Upload zip, rar, pdf, xlsx, docx, jpg, png, gif format. Each attachment does not

Attachment o ceed SM'in size.

Upload

Description

1 : Project Password Setting

When programming and packing PKG files offline, a prompt box will pop up to remind the
user to set the project password and save path, about this project password setting, in the
menu bar -> Settings -> Preferences check the box to turn on the offline read/write save
project prompt, this option will ensure that every time the project is loaded offline, the
prompt box to set the password and save path will be popped up; if it is not checked, it
will be only the first time to generate the PKG file, the If unchecked, it will only pop up a
prompt when the PKG file is generated for the first time. Users need to note that, when
remote firmware delivery is required with firmware, a password must be set when the file

is created, and users need to save the password reasonably, and when remote firmware



delivery is carried out on the cloud platform, they need to enter the correct password for
this project before uploading it successfully, or else it can't be uploaded; for the firmware
recipients, when they download the order through the platform, it is a very simple
operation without the need of password verification, and they won't see the project
information in the programmer. If the customer tries to read out the project information in
the programmer through PowerWriter® software, the password serves as the first line of
defense to protect the intellectual property rights of the developer, and no information

can be read out with a wrong password. A detailed prompt box is shown below:

Do you want to save the project to disk? >

+ - . '
The current item is not saved to the disk, do you need to save .
it to the disk first and then load it to the device? t

il €
Tips:

! 1:Do not set the project password by saving the project, in |

| order to protect the data will use random passwaord, will

i cause the project can not be read back 1
2:After loading to the device, please disconnect befaore i

starting to programming

Mo Mo prompt

W

T R e R s B T e L R e e e el B e e |



PowerWriter® Encrypts data and sets file paths >

Bilivi T 1h

ICWORKSHOP

L]

-
Password
Password Flease enter the project password, maximum 16 chara Generate E
« TIps:
7 1 You can use the random generation function to generate random passwords to
improve password security,
2: If you want to publish to the platform, you must set a password. .
File path
Select an open or save path and leave it blank will random generation, |
}
I
£
Done "

T TR T e T T o ST T ST T F T e T T erranT -

The firmware password entered when uploading the platform is the same as the project

password in the picture above.



¥ Publish Setting = Required Fields

* Project Name

# Unit Price ¥ Free Sample (7)
* Stock Fcs
Allow Resell Yas (%) ® No

#*Pushto (7

¥ Program Upload

*IC Selection  -—-—----—-------—-—-——————————————— |C Information --------—---——--—--o e

ICW Cloud (7) v v v v

Upload zip, rar, pdf, xlsx, docx, jpg, png, gif format. Each attachment does not

Attachment oy ead SMin size.

Upload

Description | = A-H- B | Y |CustomStyle - Paragraph -/ = -~ =~
= - aa Ll Arial - 16px - DZE — =



If users want to know more about encryption mechanisms, PowerWriter® has a variety of
built-in encryption mechanisms, among which ICWKEY Security Authorization Shield, as an
auxiliary tool for the offline authorization of the PowerWriter® programmer of the
PowerWriter®, provides two UIDs (Unique Chip ID) authorization algorithms, namely,
Vector Matrix Encryption (Matrix) and Elliptic Curve Digital Signature (ECDSA), and also
provides an SDK for users to develop custom authorization algorithms to meet the
different needs of developers. Unique Chip ID) authorization algorithms, but also provides
SDK for users to develop custom authorization algorithms to meet the different needs of
developers, while ensuring that the target chip + PowerWriter ® + ICWKEY the entire link
layer data security during production. ICWKEY's user manual and authorization videos are

available at the link below:
ICWKEY User Development Manual

Another technical details welcome to visit B site "about programmer authorization"

instructional video : PowerWriter® video tutorial
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3.1.37 : Isolation adapter
usage

content

1 : Basic Information
Insulation voltage : 5000Vrms

Speed : 150Mbps (MAX) / Debugging Clock > 10Mhz
Data latency : 6.54us (typical values)

VREF Voltage Range : 2.5V ~ 5.5V

Supported Devices :

@ Power Debugger

[/l PW200

[/l PW300

[// PWa400

[ Pwxi1
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2 : PowerDebugger

Supported protocols: UART, SWJ, JTAG, wiring diagrams are referenced below:

TARGET VREFIN

ONON®

O Ot

) |

-

C

QOO0

o

,
e e

e

VREF B Requires power from the target board, voltage range 2.5V to 5.5V, Power

OO O«

@)

) O

S~
-

\

ORO.

)

Debugger 10 voltage set to 3.3V or 5V, Serial port isolated, need to be accessed from

the green independent 4PIN.



3 : PW200/PW300

Supported protocols: UART, SWJ, SWIM, ITM(SWO), wiring diagrams are referenced below:

TARGET VREFIN

&

L

)

O

) (
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O Q0O
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O
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TMS/DIO| BOOTO
. ®
PowerWriter CLK
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| G|

—

) O
@)

)

)
\
O O

—~

O |

Ll

)
)

—
—

\
S

@)
) O C

l"\

L
-
(-._

@)

Yol

SRST
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O
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SWO

Q T

VREF B Requires power from the target board in the range of 2.5V to 5.5V, with the
PowerWriter® |O voltage set to 3.3V or 5V (no external reference can be set).



4 : PW400

Supported protocols: UART, JTAG, wiring diagrams are referenced below:

I TARGET VREFIN
P~

Change for PW400

)]

o O

e
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e

YO
) (
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) O
) O (
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) ()
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PowerWriter
PW400
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ave
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O O
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e

O O C
O O O

C
OO
OO

e

..
—

QO O

ey

VREF B Requires power from the target board in the range of 2.5V to 5.5V, with the

PowerWriter® 10 voltage set to 3.3V or 5V (no external reference can be set).

A\ cAuUTION

GND to L needs to be adjusted (see Change for PW400).



5 : PWX1

Supported protocols: UART, JTAG, SWJ, PWM, SWIM, wiring diagrams are referenced

below:

TARGET VREFIN

O
@)

O

I("\I

o —
P
P

Short for SWIM

e

&7 |PowerWriter

—
T N

s

YO O)

O

YO O

O

O

) O

PWX1

M
TDO

~
\_J

S N

OO

OO

S
f\_.__.l

O (
O

Q Tip

VREF B needs to be powered from the target board with a voltage range of 2.5V to
5.5V with the PowerWriter® VREF voltage set to 3.3V or 5V (no external reference

can be set).



Q TP

If you need to write STMS, you should short the green resistor bit as shown (see
Short for SWIM).
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3.2.1 : Offline status
reading

@ INFO

PWX1 The status of the device operation results are all displayed in the screen

interface, without the need for client query.

1 : Read the results of an offline
operation

You can reconnect to the PC software and click on the Log button to check the reason for

failure when you encounter a programming failure during offline programming:
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r.o——-
@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33]

'FilefE) Operation(E) Tools(T) Setting(S) Help{H)

CEHOEER0BEEEO

Save  F-in

Open

i Q Writer Setting z Option bytes D Program Memaory

Chip Select

MCU model:

F-out Pload PRead

STM32G070xB

= .
K E_':_-,-J Device
Blank FErase  Read Write ‘erify Auto | Reset ID AnyRD| Error || Serial  Wire PWX1

Flash size: 128.00KB

Erase Type
) Don'terase
O Full Erase

) Sector Erase

Interface level
Oy

O3y

Osaov

(O External input

y  Write function configuration

{‘9} Select v Apply
Misc
Speed 10M hz =
OptionByte  Factory=>Custom
B Enable buzzer

I =sN [N Quantity Check i}{ Signal output @ Certification

M o1P Memary (2]

SN Start: 000000000 [ Enable SN
] SN Step: R Decimal display
d : Ox0801FFFC
1 SN Addr: Big end model
Communication configuration
COom3 hid Refresh Disconnect Auto Connect

i Device:

Target: connected

SN.UZ34D0/GIADLULT U 123400/ GUUADGULE [arger VA |
04/15-14:02:00:116> [07D6] Current device firmware type : Universal
04/15-14:02:00:148> Power Writer® is connected...

04/15-14:02:00:164> Switch version:PWX1

04/15-14:02:00:843> Resource version:1.0.0 size:Oxccbac cre32:0x750b0c69
04/15-14:02:00:859> Synchronizing device time succeeded. .
04/15-14:02:00:906> Update burner Settings complete...
04/15-14:02:00:938> Update chip information successfully...
04/15-14:02:04:908> Target Online...

04/15-14:02:08:116 [FFFE] Writer Su 2.

04/15-14:02:12:903> Power Writer® | nnected...

04/15-14:02:47:315> Writer Info: hwVer1.0 blVer:1.00.02 ifVer:1.00.02
SN:0123456789ABCDEF01234567830ABCDE Target:PWX1
04/15-14:02:47:346> [07D6] Current device firmware type : Universal
04/15-14:02:47:362> Power Writer® is connected...

04/15-14:02:47:393> Switch version: PWX1

04/15-14:02:48:082> Resource version:1.0.0 size:OxccBac cre32:0x750b0c69
04/15-14:02:48:098> Synchronizing device time succeeded...
04/15-14:02:48:129> Update burner Settings complete...
04/15-14:02:48:161> Update chip information successfully...
04/15-14:02:50:137> [FFFE] Writer Successes.

04/15-14:02:52:806> Target Online.

04/15-14:02:56:131> Power Writer® is disconnected...

04/15-14:03:05:584> Writer Info; hwVer 1.0 bI\-"er:1.DD-lD2 ifver:1.00.02
SN:0123456789ABCDEFD1234567830ABCDE Target:PWX1
04/15-14:03:05:600; ice fi pe : Universal
04/15-14:03:05:615F Power Write
04/15-14:03:05:64 s -
04/15-14:03:06:332> Resource version:1.0.0 size:OxccSac cre32:0x750b0c69
04/15-14:03:06:348> Synchronizing device time succeeded. ..
04/15-14:03:06:380> Update burner Settings complete...
04/15-14:03:06:411> Update chip information successfully...

04/15-14:03:08:915] =
04/15-14:03:10:929F [0009] The target chip is not connected...

is connected...

| ©

ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

2 : Read device project file

Via Menu->Execute->Read Offline and Save, or the Offline Read button on the toolbar.

HB08EER

| Open  Save F-in

F-out Pload | PRead

Q F SPES
Blank Erase Read Write ‘erfy Auto | Reset ID AnyRD Error | Serial  Wire PWX1

# Writer Setting E Option bytes D Program Memory D OTP Memory



3 : How to configure the number of
writer

See Offline config

4 : How to read the remaining count

See Query method

5 : Repeat programming occurs when
auto-programming is turned on

Some chips open SWD multiplexing, offline programming, there is a choice to write the
option byte, or turned on the completion of programming to start the chip, or selected the
output reset, and turned on the automatic chip detection function (as shown in the figure),
may cause the possibility of repeated programming, to detect the chip as far as possible,
so that the chip is programmed in the time to be connected to the chip, will not be

mistakenly judged as taking open the chip.
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'@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33]

Fil

e(F) Operation(E) Tools(T) Setting(S) Help{H)

CEHOEER0BEEEO

1 Open Save F-in  F-out Pload PRead | Elank Erase Read Write

¢ $¥ wrtersetting & option bytes [} Program Memory [l OTP Memory

= .
c Device
B £

Yerify  Auto | Reset D AnyRD Error | Serial  Wire PWX1

1 Chip Select
MCUmodel:  STM32G070xB {6} Select v’ Apply
1 Flash size: 128.00KB
i
] Erase Type Interface level Misc
1 Speed 10Mh v
) Don'terase O1sv =
O Full Erase O3av IDp{iunBﬁe Factory=>Custom
Os.0v
(O Sector Erase (O External input @ Enable buzzer

Write function configuration

= SN [N Quantity Check 11 Signal output @& Certification

I B Run target firmware when program done I

[ Turn off the power output after programming

Power on stability time(ms) : 100 [C|Hexadedmal display

Power off stability time(ms) = 100

Reset mode selection

| Hardware and system reset

SN.UZ34D0/GIADLULT U 123400/ GUUADGULE [arger VA |
04/15-14:02:00:116> [07D6] Current device firmware type : Universal
04/15-14:02:00:148> Power Writer® is connected...

04/15-14:02:00:164> Switch version:PWX1

04/15-14:02:00:843> Resource version:1.0.0 size:Oxccbac cre32:0x750b0c69
04/15-14:02:00:859> Synchronizing device time succeeded. .
04/15-14:02:00:906> Update burner Settings complete...
04/15-14:02:00:938> Update chip information successfully...
04/15-14:02:04:908> Target Online...
04/15-14:02:08:116 [FFFE] Writer Su .
04/15-14:02:12:903> Power Writer® is disconnected...

04/15-14:02:47:315> Writer Info: hwVer1.0 blVer:1.00.02 ifVer:1.00.02
SN:0123456789ABCDEF01234567830ABCDE Target:PWX1
04/15-14:02:47:346> [07D6] Current device firmware type : Universal
04/15-14:02:47:362> Power Writer® is connected...

04/15-14:02:47:393> Switch version: PWX1

04/15-14:02:48:082> Resource version:1.0.0 size:OxccBac cre32:0x750b0c69
04/15-14:02:48:098> Synchronizing device time succeeded...
04/15-14:02:48:129> Update burner Settings complete...
04/15-14:02:48:161> Update chip information successfully...
04/15-14:02:50:137> [FFFE] Writer Successes.

04/15-14:02:52:806> Target Online.

04/15-14:02:56:131> Power WriterE isconnected...

04/15-14:03:05:584> Writer Info: hwVer:1.0 blVer:1.00.02 ifVer:1.00.02
SN:0123456789ABCDEFD1234567830ABCDE Target:PWX1
04/15-14:03:05:600= [07D6] Current device firmware type : Universal
04/15-14:03:05:615> Power Writer® is connected...

04/15-14:03:05:647> Switch version: PWX1

04/15-14:03:06:332> Resource version:1.0.0 size:OxccSac cre32:0x750b0c69
04/15-14:03:06:348> Synchronizing device time succeeded. ..
04/15-14:03:06:380> Update burner Settings complete...
04/15-14:03:06:411> Update chip information successfully...
04/15-14:03:08:815> Target Online...

=

Dey|SYstem reset ket 04/15-14:03:10:929> [0009] The target chip is not connected...
1 Vector reset
Power onreset
T PéSEaL‘?lsimfrltEElig pcwer I"S\‘rl’ejfel(t:"l Up TECTTOTogy {SMETITErTy W0, CIOLAIT TIgTT Reser\fed
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3.2.2 : HC32 connection
failure

The HC32 chip requires an additional processing flow when programming due to some of

the differences in the chip, as detailed below.

1 : Offline programming

If the option byte of the chip is set to primary or secondary protection, the chip will
automatically turn off the SWD after programming, and can only be unlocked by pressing
the key to enable the ISP method once before continuing to programming, even if the

auto-programming enabled.

2 : Online programming

To unlock the chip, you need to set the option byte to unprotected and click on write.

Skip to
main
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3 : Setting reference

I@ Power Writer ©1.3.2.0 [Build:2024-04-10 19:40:33] e — (] *
File(F) Operation(E) Tools(T) Setting(S) Help(H)

|:;| }
BHECERERBDELEREBEA MO
Open Save F-in  F-out Pload PRead | Elank Erase Read | Write | “erify Auto | Reset AnyRD  Error | Senial ere PWX1
c Writer Setting J Option b‘.-"tes D Program Memory n OTP Memory
*  Option Byte:  AAET FFDF3Fn|DDDBFDDDDDD Size : 12 Byte {Reset [FLoad B save |v
[}

Option Mame Option Value(Click the item with the mouse and select the parameters from the dlop—cl
Double-click to modify] Byte 0
OxAA: Level 0, read protection not active

: Level 0. read protection not active

il ===

nRST_STDBY
nRST_STOP :
>>> Double-click to modify] Byte 2
) RAM_PARITY_CHECK 0x01: SRAM parity check disable
WWDG_SW 0x01: Software watchdog
|| IWDG_STBY 0x01: Independent watchdog counter is running in Standby mode
IWDG_STOP 0x01: Independent watchdog counter is running in Stop mode
IWDG_SW 0x01: Software independent watchdog
>>> Double-click to modify] Byte 3
I nBOOTO 0x01: nBOOTO=1
| nBOOT1 0x01: nBOOT1=1
i nBOOT_SEL 0x01: BOOTO signal is defined by nBOOTO option bit
g>>  ____________[Doublecicktomodiy Byte 4
| WRP1A_STRT bit5 0x01: WRP1A_STRT bit5
WRP1A_STRT bit4 0x01: WRP1A_STRT bit4
| WRP1A_STRT bit3 0x01: WRP1A_STRT bit3
E WRP1A_STRT bit2 0x01: WRPTA_STRT bit2
| WRP1A_STRT bit1 0x01: WRPTA_STRT bit1
| WRP1A STRT hito 0x01- WRP1A STRT hitQ

Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved




4 : Connection Diagram Reference

o]
X

@ Power Writer®1.3.8.0 [Build:2024-04-10 19:-1::-3-1;] —
File(F) Operation(E) Tools(T) Setting(S) Help(H)
|:;| ;
HEEEERBELEEEA EEO Bleo -
Open Save F-in  F-out Pload PRead | Elank Erase Read Write ‘erify Auto | Reset AnyRD  Error | Sena ere PWX1
c Writer Setting E Option bytes [ proaram Memore [ OTP Mamane
Power Writer® chip wiring diagram >
Option Byte:  AAETF| _ |E='] Save |w
Foptonnane LB RABE (Notice: For reference only)  all.looot ho Sgectr om the drop-¢|
ESSN— ARRBALG —
A it e o  Immm
nRST_STDBY
nRST_STOP
| GOl P I
- RAM_PARITY_Ct :
WWDG_SW .
IWDG_STBY et mode
| 1] i (Optional)  NRST :
[t =T OK SWCLE(PALY) ; )
IWDG_SW RST SWDIO(PAI3) :
>>> G SWIM : (5 [
nBOOTO & — i
nBOOT1 58] - :
nBOOT_SEL X e X 3 i
L WA, sy EZET, 1
== Vext Vext H _
WRP1A_STRT bit = E
WRP1A_STRT bit Power writer connector ﬁ :
| WRP1A STRT BI{ |--nvnvnvenenndesaeaasnesnanssnsasetensnnnnnnnnnnsnsnsssbasasesansnnnnet
WRP1A_STRT bit
WRP1A_STRT bit1 0x01: WRP1A_STRT bit1
| WRP1A STRT hith 0x01- WRP1A STRT hitQ
4 Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved
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3.2.3 : CX32 connection
failure

When burning the CX32 chip, due to some differences between the chip and the
mainstream chip, additional processing methods are required, as described below.

1 : Offline programming

CX32 option byte is set to one level of protection or two levels of protection, the chip will
automatically turn off the SWD after programming, you can only press the button to turn
on the ISP mode once to unlock before continuing to programming, even if the automatic

programming is turned on.

2 : Online Programming

To unlock the chip, you need to set the option byte to unprotected and click on write.
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3 : Setting reference

I@ Power Writer ©1.3.2.0 [Build:2024-04-10 19:40:33] e — (] *
File(F) Operation(E) Tools(T) Setting(S) Help(H)

|:;| }
BHECERERBDELEREBEA MO
Open Save F-in  F-out Pload PRead | Elank Erase Read | Write | “erify Auto | Reset AnyRD  Error | Senial ere PWX1
c Writer Setting J Option b‘.-"tes D Program Memory n OTP Memory
*  Option Byte:  AAET FFDF3Fn|DDDBFDDDDDD Size : 12 Byte {Reset [FLoad B save |v
[}

Option Mame Option Value(Click the item with the mouse and select the parameters from the dlop—cl
Double-click to modify] Byte 0
OxAA: Level 0, read protection not active

: Level 0. read protection not active

il ===

nRST_STDBY
nRST_STOP :
>>> Double-click to modify] Byte 2
) RAM_PARITY_CHECK 0x01: SRAM parity check disable
WWDG_SW 0x01: Software watchdog
|| IWDG_STBY 0x01: Independent watchdog counter is running in Standby mode
IWDG_STOP 0x01: Independent watchdog counter is running in Stop mode
IWDG_SW 0x01: Software independent watchdog
>>> Double-click to modify] Byte 3
I nBOOTO 0x01: nBOOTO=1
| nBOOT1 0x01: nBOOT1=1
i nBOOT_SEL 0x01: BOOTO signal is defined by nBOOTO option bit
g>>  ____________[Doublecicktomodiy Byte 4
| WRP1A_STRT bit5 0x01: WRP1A_STRT bit5
WRP1A_STRT bit4 0x01: WRP1A_STRT bit4
| WRP1A_STRT bit3 0x01: WRP1A_STRT bit3
E WRP1A_STRT bit2 0x01: WRPTA_STRT bit2
| WRP1A_STRT bit1 0x01: WRPTA_STRT bit1
| WRP1A STRT hito 0x01- WRP1A STRT hitQ

Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved




4 : Connection Diagram Reference

o]
X

@ Power Writer®1.3.8.0 [Build:2024-04-10 19:-1::-3-1;] —
File(F) Operation(E) Tools(T) Setting(S) Help(H)
|:;| ;
HEEEERBELEEEA EEO Bleo -
Open Save F-in  F-out Pload PRead | Elank Erase Read Write ‘erify Auto | Reset AnyRD  Error | Sena ere PWX1
c Writer Setting E Option bytes [ proaram Memore [ OTP Mamane
Power Writer® chip wiring diagram >
Option Byte:  AAETF| _ |E='] Save |w
Foptonnane LB RABE (Notice: For reference only)  all.looot ho Sgectr om the drop-¢|
ESSN— ARRBALG —
A it e o  Immm
nRST_STDBY
nRST_STOP
| GOl P I
- RAM_PARITY_Ct :
WWDG_SW .
IWDG_STBY et mode
| 1] i (Optional)  NRST :
[t =T OK SWCLE(PALY) ; )
IWDG_SW RST SWDIO(PAI3) :
>>> G SWIM : (5 [
nBOOTO & — i
nBOOT1 58] - :
nBOOT_SEL X e X 3 i
L WA, sy EZET, 1
== Vext Vext H _
WRP1A_STRT bit = E
WRP1A_STRT bit Power writer connector ﬁ :
| WRP1A STRT BI{ |--nvnvnvenenndesaeaasnesnanssnsasetensnnnnnnnnnnsnsnsssbasasesansnnnnet
WRP1A_STRT bit
WRP1A_STRT bit1 0x01: WRP1A_STRT bit1
| WRP1A STRT hith 0x01- WRP1A STRT hitQ
4 Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved
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3.2.4 : Remote Assistance

Since the ordinary remote function is not stable enough, and secondly, there will be

content

administrator privilege problem in the system above Windows 7, so it is necessary to use

the third-party professional remote analysis tool.

» The Fast Remote Desktop Application — AnyDesk

» TeamViewer — The Remote Connectivity Software

1 : Install AnyDesk

Thank you for downloading AnyDesk

Made in Europe - (%) 8489 2928 (7) m=

Light Mode

’)AnyDesk Why AnyDesk Solutions Company Support Buy Now my.anydesk

Get our quick start guide and make the most out of AnyDesk

F o]
T ANSHIE Get the Guide
reCAPTCHA
R - R

2 = 2 , -
« L L sty A [ 4 & L0
macOs Android i0s Apple TV Linux FreeBSD Raspberry Pi Chrome 0S

ViAo v v63.1 611 v63.0 v7.10
(145 Mg (21.4MB) (35MB) (21.1 MB) (5.6 MB-7.1 M3) (49 M8) (6 M) (21.4MB)
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https://anydesk.com/en
https://www.teamviewer.com/en/
https://anydesk.com/en/downloads/thank-you?dv=win_exe

2 : AnyDesk Usage

Copy Your Address and send it to Customer Service.

&> AnyDesk [ new Session 0
& | Enter Remote Address 5> =
Free license (non-professional use). Start trial license or buy.
vour adaress [ 248 605 676|0a
News 35 88 =
News

Install AnyDesk Discovery

Find other AnyDesk clients in

What's NEW

i o Install AnyDesk on this device...
In AnyDGSk: your local network automatically.

Learn more
Enable now ...

Help Us Improve
With your permission, we would like to collect client, device and network

data to provide the most convenient user experience.

Allow data collection...




3 : Secure Exit

After analyzing the problem, the technician will disconnect the user and send the cause of
the error and the solution to the user. In order to minimize the disturbance or concern to
the user, it is recommended to enable automatic update verification after the remote, as

shown below:

@) AnyDesk [ New Session Z¥ Settings (] o — O X
& £ Settings/Access =
Free license (non-professional use). Start trial license or buy.
Settings .
9 Interactive Access
Application E . .
() Always show incoming session requests
= R R ) i R R
= Zzzl © Only show incoming session requests if AnyDesk window is open
& Connection (O Never show incoming session requests
& Wake-On-LAN Unattended Access
Security
I £ Access
Allow other devices to save login tokens for this client
&) Permissions
Clear all tokens
od Privacy
[ Enable Two-factor Authentication
Session o B
Enable for saved login information
L] Displa
BE [] Enable for short-term passwords (e.g. remote restart)
) Audio )
Access Control List
1 Recording
[ Restrict client access to the following AnyDesk addresses:
=1 Printer
Account
® My Account
B3 Identity
Note: After activating Access Control List, only users with a matching AnyDesk (D
ar Aligc will he ahle fn ronnect fo o AG A Adc are cunnnrted for Alincoc fon
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3.2.5 : Handling
disconnections

content

If you experience, occasional failures during use, you can try the following to troubleshoot

+ Attempt to reduce the communication clock speed.

« Trying to replace the cable with a better one or shorten the length of the cable

can also improve better stability.

Q T

Users in the actual product may be JTAG, SWD and other debugging interfaces
multiplexed into the product's ordinary function pins, in this case, may also lead to
abnormal protocols, for this case, it is recommended to do isolation design on the 10,

can reduce interference.
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3.2.6 : VREF setting

content

1 : About VREF Output Jump

A\ cAUTION

PowerWriter® products, when starting the process of connecting the target chip, if
the connection to the target chip fails, including but not limited to no connection to
the target chip, wiring errors, can not be recognized, etc., it will try to perform a POR
(Power On Reset) power-on reset of the target chip, so the phenomenon in the
output power supply will appear, the output (VEXT, VREF) power supply Charging
and discharging behavior, there is a jump, so the purpose of processing can solve the

following similar problems:

« If some chips are protected, not executing POR may result in not being able to

connect to the target chip.

« If the debug port is disabled on some chips (including the reason of the program
of the target chip), the execution of POR can precisely control the time control
point of the connection request to ensure that it can be connected to the target

chip, so as to carry out the operation of erasing and re-programming.


http://localhost:3000/en/

2 : Setting method

f

Chip Select

MCU model: STM3A2G070xB

q Flash size: 128.00KB

1 Erase Type Interface level
v () Don'terase On.ev
i 3.3V
O Full Erase o
Osov
O Sector Erase () External input

Output power supply is optional:

# Writer Setting E Option bytes B Program Memoary D OTP Mer

:E?j: Select Apply

Misc
Speed 10M hz e

OptionByte  Factory=>Custom

B Enable buzzer

* 1.8V : When 1.8V is selected, the IO signal output ports DIO/CLK, etc. are 1.8V.

« 3.3V(Default) : When 3.3V is selected, the signal output ports DIO/CLK, etc. are 3.3V.

* 5.0V: When 5.0V (5V) is selected, the signal output ports DIO/CLK, etc. are 5.0V.

« External input : When an external reference is selected, the PowerWriter® needs to

be externally supplied with a reference voltage in the range of 1.2V to 5.5V, while the

PowerWriter® still needs to be powered by USB, and the external input is only

supplied with the reference voltage.

3 : Voltage switching

During debugging, the default output voltage is 3.3V. If you need to switch to other

voltages, please set the target voltage through the PowerWriter® software, and then start

debugging again to enter the set voltage:



Q T

In debugging mode, the system outputs 3.3V by default, if you need other voltages,

please set and apply them manually through the client software.

4 : Selection Recommendations

Refer to the chart below:



|

B
£S5 | LDO
— ]
U GND |
Pl
e 2| : ‘.-'L.'II}L 1
MCU #0 ShK 75 3 SWLLH
GND 4 1 SWHH
LikF
= —  Headerd
MCU GND GHD
MCU RO
U3
P2
1 0
VDD 1 -
1 i o CLE | 2 ST
MCU £ L DIO 3 3 SWLE
. 4 SWIHLY
Ghb 4 Gk ¥
—3 =  Header 4
MCU GND GND
MCU hE T O
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3.2.7 : Bluetooth applet
tutorial

PW300 has a built-in Bluetooth module, which allows you to connect the burner via
Bluetooth + cell phone WeChat applet to download the firmware order to PW300 from
Gencore Workshop cloud for offline burning. | In addition to firmware orders sold or
gifted by others, users can also upload firmware to Genesis Cloud Disk by themselves, and
then select the files in Genesis Cloud Disk through WeChat applet to select burning. The

content

specific operation process is as follows:


http://localhost:3000/en/

1 : WeChat Scan

2 : Device Power On

Use the USB cable to power the device if using the PW300, or plug the USB wireless
adapter into the host USB port of the PWXT1 if using the PWX1.

3 : Connected device

When connecting the device, you need to open the Bluetooth of the phone as well as the
positioning authority in advance, and allow the applet to use the Bluetooth service, when

the Bluetooth is not opened, there will be a prompt as follows:



1459l TR el 5 48 0] (D B4%

. G:.

EREFNEST

Select the searched PowerWriter® device, and when the programmer has a new firmware
version available for upgrade, a pop-up prompt will appear, which needs to be upgraded
via the PowerWriter® PC software. The following figure shows that two PW300 devices are

recognized, and the log message output when the PW300 device is connected.



1502 & @ £ R e 2l D &%

PowerWriter L @

IREER

PW300-1E82

PW300-FB7A RSSI:-63




By oo tall ) B5%

PowerWriter gae @

PW300-
1E82

RS Power Writer (PW300) IRIFITR T,
15:02:18 Writer Info:

wiver:1.0.2

oem:PW30o
SM:01234546T89ABCDEFD12345467890ABCDE
hwier: 1.4

blver:1.00.04

ifWer:1.00.8%

IEFT R

fiits Reserved SIETIGEEE (B MALH

4 : Programming Order Selection

Order details here can be found via ICW Cloud-ICWORKSHOP For a more detailed view,
the Cloud Disk in the Files are uploaded by individuals to the program.


https://www.icworkshop.com/user/programList/

15:02 < ¥ 20 R

i BFRER-SIE I

el Iy

111 B EN

iTEE: SG2023052516052715506467923
EFHY [project phg)

R icw_15506sf8d

BIZEE (TTEME) . 100/%0
MEFG 17324 B

filiEaFE: 2023-05-25 14:05:27

test BHIEN

iTH-S: S5G2023052515591415504692033
ERFYE: [projectl.pkgl

EF: low 155046sf8d

Wi EE (STRXE) : 100/90
XD 17301 B

i ERadfE: 2023-05-25 15:56:14
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& BFRER-BIEIH

EaiTE

M4%E/pw300 BB

B SH: stm32f105xb
EF: [stm3zf105xbphkg]
IR LKB

il EEATE: 2023-09-18 15:19:33

5 : Order Configuration

When you click on the download button, you will be prompted with a pop-up window to

configure the number of programmer.



1523 @ O ER W2 = D 80%

L BFER-GIE I e @

=1

WIEEI: Offline

EEE O

FRIS: 00000000

#EE: @ U

When loading a program into the programmer, a progress bar will be displayed on the top
page of the applet, and when 100% is displayed, the program has been loaded into the
PowerWriter®.



15:24 @ 0 £ R 14 =y @) 80%

PowerWriter HL G:'

EEFX#: stm32f105xb.pkg

EEHE Power Writer (PW300), 535 THR T .
15:23:32 EREEIRFRUEN..

15:23:35 iFRIT R EUERLLN,

15:23:37 EAITR MR,

15:23:41 FTEHED.

RS ANEHF...

15:23:42 EEBAERERD..

15:23:46 iTR EHFEMEF PowerWriter,
8B 5h Power Writer #{TIER.

IEFIT R

roecd ST HREE (

6 : Video tutorial

Bluetooth Download Video Tutorial
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3.2.8 : Verify chip data

1 : Connecting the programmer with target chip

content

@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33] — (] *
File(F) Operation(E) Tools(T) Setting(S) Help{H)

- W - [ ;
EECECEE0EEEED gE -
| Open Sawe F-in F-out Pload PRead | EBlank FErase Read Write ‘/erify Auto | Reset ID AnyRD Error | Serial Wire W1

c Writer Setting a Option bytes B Program Memaory D OTP Memory

Chip Select -
7 04/15-14:50:57:629>> Power Writ

1| MCU model: | STM32G070xB | ;E,} Select ‘/ Apply 04/15-14:50:58:131> Writer Info: hwVer:1.0 blVer:1.00.02 ifVer:1.00.02
SN:0123456789ABCDEFD1234567330ABCDE Target:PWX1
Flash size: 128.00KE 04/15-14:50:58:147=> [07D6] Current device firmware type : Universal
04/15-14:50:58:178> FPov
Erase Type Interface level Misc 04/15-14:50:58:194> Switcl
i o 04/15-14:50:58:884> Resource verzion:1.0.0 size:OxccBac cre32:0x750b0c6S
) Don'terase O1sv e 10M bz 04/15-14:50:58:900> Synchronizing device time succeeded...

3.3V . 04/15-14:50:58:950> Update burner Settings c:omplet
i  OFullErase 85 o OptionByte | Factory=>Custom | |04/15-14:50:58:980: - sfully...
' 04/15-14:51:01:288 T

] O Sector Erase (O External input @ Enable buzzer

Write function configuration
= sN [N Quantity Check il Signaloutput @ Certification
B Run target firmware when program done
i [ Turn off the power output after programming
Power on stability time(ms) : 100 [C|Hexadedmal display

i Power off stability time(ms) = 100

Reset mode selection

Hardware and system reset w

I Communication configuration

Device:  COM3 ~ Refresh Auto Connect

-1 Target: connected ICWorkSh = Technology (Shenzhen} Co., Ltd.All Right Reserved

e N NN T R T PR LPURRRAER U RLRETY PUC1Y L eeaias '


http://localhost:3000/en/

2 : Add data to be verified, click Verify

@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33]
File(F) Operation(E) Tools(T) Setting(S) Help{H) e
BEOEOROB0EEEO ERE O oetcs
! Open Save F-in  F-out Pload PRead | Blank Erase Read Write | Verify | Auto | Reset Serial ere PWX1
3 viriter Setting a Option bytes D Program Memory m OTP Memary
ADDRESS 00 01 02 0 @ oa () Flash EnieS EraseSel |w

00 00 CF 64
00 00 DS 23
00 0o oo 0o
oo oo 2D 21
00 00 65 23
00 00 65 23
00 00 65 23
00 00 65 23
00 00 65 23
00 00 65 23
00 00 65 23
00 00 65 23
00 00 65 23
00 00 65 23
00 00 65 23
00 00 65 23
00 00 65 23
00 00 65 23
00 00 65 23
00 00 65 23
44 B9 00 29
FF 30 00 FO
06 F&8 DD F8
FO 47 08 9D
3F D9 B2 Fi
24 FA& 00 FO
1F FA& 87 FE
43 EA 01 43

[018] Addr.0x03003000 Size:2 KB
[013] Addr:0x03003800 Size:2 KB
|| [020] Addr:0x0800A000 Size:2 KB
[027] Addr:0x0300A200 Size:2 KB
[022] Addr:0x0800B000 Size:2 KB
[023] Addr: 008008800 Size:2 KB
|_][024] Addr:0x0800C000 Size:2 KB

[C1025] Addr:(x0800C800 Size:2 KB
[UINIET AdAr- M AN Siva-? KR

Start Addr
(03000000

CRC32
(mcbecad 1d

t Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

04/15-14:50:57:629>
04/15-14:50:58:131>

ifVer:1.00.02

04/15-14:50:58:147>
04/15-14:50:58:179>
04/15-14:50:58:194>
04/15-14:50:58:884>
04/15-14:50:58:900>
04/15-14:50:58:950>

Writer Info:

Power Writer® is disconnected...
hwVer:1.0

+ Add fimware 9
+ Add random ¢ Apply

x Del fimware

blVer:1.00.02

SN:0123456789ABCDEF0Q1234567890ABCDE Target:PWX1

Power Writer® is connected...
Switch version:PWX1

Update burner Settings complete...

[67D6] Current device firmware type : Universal

Resource version:1.0.0 size:0xcc5ac crc32:0x750b0c69
Synchronizing device time succeeded...



3 : Operational Demonstration

@ Power Writer®1.3.8.0 [Build: 2024-04-10 1%:40:33]

O
File(F) Operation(E) Tools(T) Setting(5) Help(H)
2B & B O E EE E SPE
Open Save F-in F-out Pload PRead | Elank Erase Read Write ‘ferify Auto | Reset I AnyRD Error Serial  Wire PWX1

# Wiriter Setting E Option bytes D Program Memory D OTP Memory
Chip Select

MCUmodel:  STM32G070xB {6} Select V" Apply

Flash size: 128.00KB

Erase Type Interface level Misc
Speed 10M h ~
(O Don't erase Onsv =
O Full Erase O33v OptionByte  Factory=>Custom
Os.0v
O Sector Erase (D) External input @ Enable buzzer

Write function configuration

= sN (] Quantity Check il Signal output @ Certification
SM Start: 0x00000000 [ Enable 5N
5N Step: LRI Decimal display
2l et any Big end model
Communication configuration
Device: COM3 v Refresh Connect Auto Connect

E Target: disconnect ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

Tags: FAQ  verify

/" Edit this page
Last updated on Apr 15, 2024 by Alan Chen


http://localhost:3000/en/docs/next/tags/faq
http://localhost:3000/en/docs/next/tags/verify
https://gitee.com/powerwriter/powerwriter-doc/tree/develop/docs/faq/powerwriter/advance/008.verify.md
https://gitee.com/powerwriter/powerwriter-doc/tree/develop/docs/faq/powerwriter/advance/008.verify.md
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3.2.9 : Nuvoton Chip
Extension

Since Nuvoton chips have some special features, such as M481xG with KPROM, XOM,

security secret key, etc., the PowerWriter ® software puts them under Plug-in Functions,

content

see below:


http://localhost:3000/en/
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Power Writer® - Nuvoton Extends Setting >

-

h. -

BIETIi NnuvoTon “

ICWORKSHOP . =
A . S - 2o The Se

Plugin

KPROM Setting  ¥0OM Setting  Secure Key

wice first...

iafully. .
30.02 ifver1.01
[ Update KPROM KPROM Unlock Key it PWX1
type : Universal
Key0:  OxFFFFFFFF Key0:  OFFFFFFFF
Key 1: OxFFFFFFFF Key 1: OxFFFFFFFF ichac cre32:0x7
- peded..
Key2:  OxFFFFFFFF Key 2:  OxFFFFFFFF te..
isfully...
[}

ir firmware, ple:

Maximum number of power - on attempts for incorrect passwords(1~7): 2 a editor buffer..

sful !
i i ) |.DOKE
Maximum number of incorrect password attempts per power-on (0-31): 3
le...
Data write protection area: [ KFROM,LDROM,APROM [ CONFIG [C]sPROM {efully...
le...

iafully.




Power Writer® - Muvoton Extends Setting >

- -

o

BT nuvoTon ’&
- A

KPROM Setting XOM Setting  Secure Key

i Zone Base Address Page size End Address Debug mode t
3 (JxoMo:  OxFFFFFFFF 0 — -.
1 3
: (JxoM1:  OxFFFFFFFF 0 R b
(JxoM2:  OxFFFFFFFF 0 e
] t
[:] XOM3: OxFFFFFFFF 0 U L
}
k
Min Address: 0x0000 1000 1
Max Address: 0x00040000

Sector information:  Ox00001000(63)

Corresponding to official tools
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1 : KPROM Config

1.1 : KPROM status reading

Connecting the chip and reading the option byte allows you to get the status of the
KPROM.



@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33] e — (] *

File®) Operation® Tools() Setiing(®) Helpt) =
EE0ERROEBRBEED|E D CEE -

Open Save F-in  F-out Pload PRead | Blank FErase | Read | Write Verify Auto | Reset  ID AnyRD Error | Serial Wire Plugin PWX1

. £F wirtter Setting Option bytes | [y APROM | DataFosh [ Lorom [y oTP

| option Byte: | FF FF Fr Fr Fr MR FF 54 5 FF FF 00 00 00 00 00 1F 00 00 00 07 00 00 00 00 00 00 Size:28Byte  (UReset | [flload | [E] Save |w
| Option Name Option Value(Click the item with the mouse and select the parameters from the drop-c
Double-click to modify] Byte 12

0x00: CONFIG write-protection Disabled

0x00: Security Key protection Disabled
0x00: KEY comparison is not forbidden

0x00: Setto 0
0x00: Setto 0
Double-click to modi
Reserved 0x00: Setto 0
Reserved 0x00: Set to 00
>3 Double-click to modify] Byte 14
Reserved 0x00: Set to 00
Double-click to modify] Byte 15
[ P | .l'\v.ﬂ.l'\: Qﬂt o i

Reserved 0x00: Set to 00
>>> Double-click to modify] Byte 19
Dnennnd NMwNiN- T At ta NN

Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

1.2 : KPROM Unlock Password Setting

When the security key protection is enabled, the LDROM and APROM are in write-
protected state, and if you want to write to them, you must enter the correct KPROM
unlock password, or report an error. When the option byte CONFIG write protection is
enabled and the option byte is to be written, an incorrect entry of the KPROM unlock

password triggers a full chip erase.
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21D6-16:08-00:246> M43 1xG Flash #2256, (0EE

2/(6-16:08-00:247> M43 1= Dieta Flash size: 4.00 KB

2DE-16:08-00:251> M481xG LDROM size 4.00 KB

| 20DE-16:08-00: 253> M481x3 OTP size: 300 KB
206-16:08-00:484 > Change bank: Single bank
|2-‘-ZZIE-'I B:08-00:66 7> B RS NE=
2106-16:08:00:907= B HIEERET. .

| 2106-16:08-02-086> Bie 2 ks

|2|":'I3-1 6:08:02: 143> Jmh= T2 rTnEE !

2106-16:15-19:923> BRI DT

2006-16:15:20: 166> BT B [E R

206-16:15:24:323> [D0ZE] Target KFROM paasword error..

1.3 : Update KPROM password

When you want to update the KPROM, you must check both Update KPROM and Security
Key Enable, the KPROM is written with the option byte, and clicking Write Option Byte will

operate the KPROM,; the



Power Writer® - .Nuvoton Extends Setting >
- p
I T nuvoTon ”

ICWORKSHOP . : g .

KPROM Setting  ¥OM Setting Secure Key

| | B Update KFROM | KPROM Unlock Key

KeyO:  OxFFFFFFFF KeyD:  OxFFFFFFFF
Key 1:  OxFFFFFFFF Key 1:  OxFFFFFFFF
Key2:  OxFFFFFFFF KeyZ:  OxFFFFFFFF
| ]

Maximum number of power - on attempts for incorrect passwords(1~7): 2

I Maximum number of incorrect password attempts per power-on (0-31): 3

I Data write protection area: [ KPROM,LDROM,APROM [ | CONFIG [ ]sPrOM




@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33] — (] *

File(F) Operation(E) Tools(T) Setting(S) Help{H)
EEE@@ E Device

Open Save Fein  F-out Pload PRead | Blank Frase Read | Write | Verlfy Auto | Reset 1D AnyRD Eror | Serial Wire Plugin PWX1

; §F witter Setting Option bytes| [l APROM | DataFish [ Lorom [Hy oTP

L] B

{ Option Byte: FF FF FF FF FF FF FF FF 54 5 FF FF 00 00 00 00 00 1F 00 00 00 07 00 00 00 00 00 00 Size:28Byte  (UReset | [flload | [E] Save |w
{ Option Mame Option Value(Click the item with the mouse and select the parameters from the dmp—:l
b>>> . [Doubledicktomod

| CFGFLAG 0x00: CONFIG write-protection Disabled

bl KEYFLAG

0x00: Security Key protection Disabled

FORBID 0 acurity Key protection Disabled
Reserved ‘{k{‘]'".‘_ sitiril:}:liey protection Enabled
| KEYLOCK 0x00: KPROM, LDROM and APROM (not include Data Flash) is not in
Reserved 0x00: Setto 0
| >>> Double-click to modify] Byte 13
Reserved 0x00: Setto 0
| Reserved 0x00: Set to 00
[ >>> Double-click to modify] Byte 14
Reserved 0x00: Set to 00
>>> Double-click to modify] Byte 15
Reserved 0x00: Set to 00
[>>> " Double-click to modify] Byte 16
KPKECNT 0x00: 00
> Double-click to modify] Byte 17
| kPkEMAX Ox1F: 31
>>> Double-click to modify] Byte 18
| Reserved 0X00: Set to 00
> Double-click to modify] Byte 19
I Dacnnmmd Ml Sttt NN
E Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

2 : XOM Config

2.1 : XOM status reading

You can get the activation status of the XOM by selecting the corresponding chip model,

connecting the chip and reading the option byte:



r@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33] — (] *

_FilefE) Operation(E) Tools(T) Setting(S) Help{H)
E0CEEEECEEEEEEEDEER -

|Dpen Sawe F-in  F-out Pload PRead | Elank Erase Write  Verify  Auto | Reset AnyRD  Error | Serial Wire Plugin PWX1
A ArroM | DatFFish [ torom [P oTP
Option Byte: FFFFFFFFFFF°:FF5A5AFFFFDDDDDDDDDD1FDDDDDDD?DDDDDDDDDDDD Size:28Byte | (OReset | [Fload | [2) Swrs |w

0x00: 00
>35> Double-click to modify] Byte 21
| kPMAX 0x07- 07
555 Double-click to modify] Byte 22
Reserved 0x00: Set to 00
> Doublocickio moiy] Byte 23

0x00: Set to 00
e e
0x00: No active
0x00: No active
0x00: No achve

0x00: Set to 00
>5> Double-click to modify] Byte 26
5 Reserved 0x00: Set to 00

>>> Double-click to modify] Byte 27

Reserved 0x00: Set to 00

[u Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

2.2 : XOM Configuration Write

Fill in the address to be read-protected, you must check both the enable area and the
XOM area to enable, and finally click the write option byte.



Power Writer® - Muvoton Extends Setting >

—

b. ]

Bl T nuvoTon ”

ICWORKSHOP

}
)
i

KPROM Setting | XOM Setting | Secure Key [

I Zone Base Address Page size End Address Debug mode I
I OxFFFFFFFF 0 B (] I
OxFFFFFFFF 0 e
| I
OxFFFFFFFF 0 e
I OxFFFFFFFF 0 S I
| I
Min Address: 0x00001000
Max Address: Ox 00040000

Sector information:  Ox00001000(63)



r@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33] — (] *

File(F) Operation(E) Tools(T) Setting(S) Help{H) 9 13
'E...EE@ BOERNO0OREE o~
| Open Save F-in  F-out Pload PRead | Blank Erase Wrrte Yerify  Auto | Reset AnyRD  Error | Serial ere Plugin PWX1

gy witersettng @ Optonbytes [y APROM | DataFash [@) Lorom [y ot h
Option Byte: | FF FF FF FF FF FF FF FF 5A 5A FF FF 00 00 00 00 00 1F 00 00 00 07 00 00 01 00 00 00 Size : 28 Byte (SReset  [FlLoad | [E] swre |w ¢
l Option Mame Option Value(Click the item with the mouse and select the parameters from the dmp—:l
y>>>  |Doublecicktomodify] Byte 19
i Reserved 0x00: Set to 00 L
jl>>> ________|Double-ciick to modify] Byte 20 [

KPCNT 0x00: 00

>>> Double-click to modify] Byte 21
| kPMAX 0x07- 07

>>> Double-click to modify] Byte 22

Reserved 0x00: Set to 00
l>>> . [DoubledicktomodiyiByte23 |

Reserved 0x00: Set to 00
e >>>

XOMR3ON 0x00: No active

XOMR2ON 0x00: No active
| XOMR1ON 0x00: No active

| XOMROON 0x01: XOM reaion 0 is active

po>>  [DoubledicktomodiyiBte25 |
| Reserved 0x00: Set to 00

: >>> Double-click to modify] Byte 26

i| Reserved 0x00: Set to 00

po>>  [DoubledicktomodiylByte27 |
! Reserved 0x00: Set to 00

[u Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

3 : Security key

3.1 : Import of security keys

Import the security secret key in Secure Key, the procedure can be found in: Nuvoton
NuMicro ICP Programmer User Guide.pdf.
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3.2 : Configuration and write security keys

Check BootLoader Boot and Secure Boot Encryption, then click Write Options Byte, you
can add firmware and then click Fully Automatic Programming;

H ) Power Writer$ 1202 | Bl 2031 -11-50 104500
1 THiEl Ten WimE TRM el W

il EEC0EEREEEREARDENE

RERET#AE

@I Cizm Dam D & araee & s @) wewn @) e @) wen @)oo
i iz O e GORG | [DF PR PR PR PR PF SO0 PR EF 1302 0000 00 63 0300 0553 0000 01 (A v [SD4EER
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(CILDROM

DLDF':N (P ’Jm [Fases Al -
f\




THmE AT () Poswer Writerd 1. 2102 PEuilded021:11:30 103000
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% Offline load (Ctrl+5hift+L)
=2!  Offline upload (Ctrl+5hift+R)
P2 Read Program memory (Ctrl+R)
FQ  Blank check Program memory (Ctrl+E)
R Eraze Program memory (Ctrl+E)
%  Program Program memory (Ctrl+W)
P Verify Program memory (Ctrl+V)
{'@ Aute Prograrm Memory programming (Ctrl+P)
Fully functicnal automatic programming (Ctrl+Alt+P)
=} Other data area operations »
[ Resettarget chip (Ctrl+)
=] Read option byte (Ctrl+ M)
] Write option byte (Crl+M)
Read Unicn Chip ID (Ctrl+1)
% Read Data Anywhere (Ctrl+K)
G (et Last Offline Error (Ctrl+L)



4 : Secure Setting

4.1 : Secure config

Here we take the M2351 as an example, open Extended Settings, select Start Non-Safe

Area, write the Non-Safe Area address, and turn on the Safe Area setting in the Options

byte:
5@ Power Writer ®1.3.8.0 [Build:2024-04-10 19:40:33] — O bd
) File(F) Operation(E] Tools(T) Setting(5) Help(H) 3
E E E Power Writer® - Nuvoton Extends Setting *® avice |
| Open  Save F-in  F-out Pload PRead - X1
| - . BT nuvoTon N
# Writer Setting| {a Option bytes | | ICWORKSHOP - < !
P S & N
Option Byte:  FF FF FF FF FFQFF FFFFFFI KPROMSettng XOM Setting Secure Setting  Secure Key Save |w t

' Option Mame +dro Pt
Unsafe zone boundary setting

| KPCNT B Unsafe area (APROM_NS)

o

Base address: OxFFFFFFFF
KPMAX e

Reserved

The lock st

Reserved

° —
[

{ XOMR3ON [ Al areas locked

XOMR20ON

XOMRTON

| XOMROON

| Reserved Sector information:  0x00001000

Minimum address: 0x00001000

@ =

il >>> [Double-click to modify] Byte 32
0x00: No active

E Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

e e T

4.2 : Secure Area Unlocking Method

After locking the setting settings, the chip will not be connected, you need to click on



Restore Defaults to write the option byte

QEEHEA

Elank Erase Read LWote _Ferify  Auto

T R C T T T S G T STy Gt}

-
EECOEB8E

Open  Save F-in  F-out Pleoad PRead

¥ witersettng @ Option bytes [y APRDMIAPRDM_N?B orom [y oTe (1]

Option Byte:  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 00 00 00 00 00 1F 00 00 00 07 00 0000 OC Size : 33 Byte SF{eset Load IB Save

= ;
S

Serial  Wire Plugin PWx1

Reset ID  AnyRD Error

5 : MTP Configuration

5.1 : MTP Notes

MTP setting belongs to the specific function of NUC505, when the burner is connected to
the chip, the PB.3 of the chip needs to be pulled down to make the chip start from the ICP
mode; after the burner is finished, the PB.4,PB.3,PA.10,PA.9 can not be pulled down for the

program to start normally.

6.2.3 E&HLuigE

M b R A e A bR RS R AR AR . o T G W ) R 1) IR L ek
Eot Ay o sy bR, RN IR N0, WAENENIN RS nSEST

.

P4 | PBa | PatD | Pas hm
1 1 1 1 W iR MCP 5P Flash 5 Isv‘s_amrs:nm
1 1 i 0 | usBe Bz F*rs_amrsm&m
1 1 o 1 [W¥iE 5P Flash B3 hﬁ_amrsr:nm
1 0 1 1 4 ICP E R | 55 _BOOTSET 0]
o 1 1 1 | 5P Flash SWONCE 3t 5vS_BOOTSET]3:0]
0 1 1 0 |4 5P Flash SWONCE [srs_soorseT30)

% 6.2-1 FiE b i ™ fy

5.2 : MTP status reading

Connect the chip and read the option byte to get the activation status of the MTP:



@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33] — (] *

File(F) Operation(E) Tools(T) Setting(S) Help{H) e
ENUCEEOE0EEOEDED EEE -
Reset AnyRD  Error | Serial Wire Plugin PWX1

i[}pen Save F-in  F-out Pload PRead | EBlank Erase Write  ‘erify  Auto

| # Writer Setting |

Option Byte: 0000000000 (@) Size : 5 Byte S Reset [Flload  [E) save |w

ga Optonbytes | [y InternalsPIFiash I External SPI Flash

>>> Double-click t:) m:)d| B el

MTP Locked status 0x00: MTP programmable
MTP non-program status 0x00: MTP programmed
MTP KEY status 0x00: no Key in MTP
MTP Enable status 0x00: MTP is not enable
>>> Double-click to modify] Byte 1
Reserved 0x00: Set to 00
>>> Double-click to modify] Byte 2
Reserved 0x00: Set to 00
MTP program counts(Max program counts is 15) 0x00: MTP Program Count:0
>>> Double-click to modify] Byte 3
Reserved 0x00: Set to 00
>>> Double-click to modify] Byte 4
Cipher option 0x00: Enable Cipher
MTP program 0x00: MTP no-program

‘ ©

.m Target: disconnect ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

5.3 : MTP Config

Fill in the correct value in MTP Setting in Nuvoton Extended Settings, and when you need
to update MTP, you need to check both Write MTP and MTP Programming.

MTP F#$8: 0x53215751 -0x32432356 //This is filled in randomly, with non-
all zeros and non-all ff

const uint32_t signature __ attribute_ ((at(9x00000d00)))
0x34333231;//The program firmware needs to be customised by setting the
signature at the offset address
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Code Verification is automatically activated when the MTP is programmed.The code on the
Flash (or file to be written to SPIFlash) must pass through the Code Verification stream.The
NUC505 searches the 0 to 16 KBSPIFlash of the offset address (or file to be written to
SPIFlash) to check that the correct signature is present on the offset address (compare to
the data in the NUC505 MTP). data for comparison, see Figure 2-1). If there is no signature,
the boot or programming operation will fail. This protection mechanism is called off-chip
memory protection, so to program the encryption, it is necessary to add no less than 16K

of firmware, but not to program the encryption:



cru NUCSNE

SPI Flash

Figure 2-1 Code Validalion Flow

Add plaintext firmware when using programmed encryption.

@ PowererterW'I 330 [Bulld 2024-04- 10 1940 33] — (] *

File(F) Operation(E) Tools(T) Setting(5) Help(H)
= -

BEHUEERARBEBEEA0 CE -

Dpen Sawve F-in  F-out Pload PRead | Blank Erase Read Write Werify Auto | Reset AnyRD  Error | Serial  Wire Plugin PWX1
¥ viricer Setting Option bytes [} Intemal SP1Flash [} External SP Flash
| ADDRESS 00 01 02 03 04 05 06 O7 08 09 OA OB OC 0D OE OF TEXT DHESh MEDWVUHEHIZ EraseSel |w

[ ][010] Addr:0xD000ADDD
[CJ[011] Addr:0x0000B000 Size:4 KB
[C][012] Addr:0x0000C000 Size:4 KB

[101013] Addr: (00000000 Size:4 KB
[10074] Addr:(D000EDDD Size:4 KB
[11015] Addr:(0D000F000 Size:4 KB
[110718] Addr. (00010000 Size:4 KB
[10017] Addr.C<00011000 Size:4 KB
[C110718] Addr: (00012000 Size:4 KB
[C][019] Addr:0x00013000 Size:4 KB
[C][020] Addr:0x00014000 Size:4 KB
[11021] Addr: (00015000 Size:4 KB
[11022] Addr. (00016000 Size:d KB
[11023] Addr: (00017000 Size:d KB
[C11024] Addr. (00018000 Size:d KB

[C11025] Addr. (00015000 Size:4 KB
IMNET Adde- Mo MW AN Cims-A KR

Start Addr End Addr Fimware Size + Add
immware
(x00000000 | (0DDDA343 | 41796(4D.8KB) e ;

+ Add random “ Apply

x Del fimware

m Target: disconnect ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

When not encrypted by programming, you can read the encrypted firmware save as first,
then add it.



6 : SPI Flash encryption settings

6.1 : SPI Flash Encryption Setting

Select the corresponding chip, for example, M485xl, open the extended settings and
select SPI Setting, fill in the non-zero values for secret key 0 and secret key 1, and then the

chip will be encrypted and burned automatically when you are sure to burn it.

Power Writer® - Muvoton Extends Setting >

o _‘
BlimLTihi nuvoTon ’Hﬂ

KPROM Setting SPI Setting  Secure Key

SPI Additional Settings

1 SPI Key(: 0x00000000
SPI Key1: Ox00000000 4
|| Dizable Cipher P

["]5PT Verify l
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Version: Next

3.2 : Standard

>

3.2.10 : Chip Data Export

3.2.10 : Chip Data Export

1 : Connecting the programmer with target chip

:@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33]

= [m]
i File(E) Operation(E] Tools(T) Setting(5) Help(H)
- W - [ ;
EHOERE0EEEE0 gE -
Open Save F-in  F-out Pload PRead | Blank FErase  Read Write ‘/erify Auto | Reset  ID AnyRD Error | Serial  Wire W1

Q Writer Setting a Option bytes B Program Memaory D OTP Memory

Chip Select
MCU model: Iml (1] {6} Select v’ Apply
! Flashsize: 128.00KB
i Erase Type Interface level Misc
E:E ) Don'terase Speed Lok -
O Full Erase OptionByte  Factory=>Custom  ~
O Sector Erase (O External input @ Enable buzzer

|
\
|
A
L]
1
L)
! Write function configuration

= SN E‘ Quantity Check T!T Signal output Q Certification

SN Start: 0x00000000 [JEnable 5N
| SN Step: 0x00000001 Decimal display
L]

SN Addr 0x0801FFFC

Big end model

Communication configuration

Device: COM3 & Refresh Disconnect

Target: connected

O'luto Connect

U3 15~ 1D.23.29.UUZ> UPOate Chip IMormanon SUCCESSTUNy. -
04/15-15:23:32:120> NUC200xC Flash size: 32.00KB
04/15-15:23:32:152>> NUC200xC Data Flash size: 4.00 KB
04/15-15:23:32:168> NUC200xC LDROM size: 4.00 KB
04/15-15:23:32:232> Change bank: Single bank
04/15-15:23:32:282> Update burner Settings complete...
04/15-15:23:32:313> Update chip information successfully...
04/15-15:23:34:933> NUC442xG Flash size: 256.00KB
04/15-15:23:34:965> NUC442xG LDROM size: 16.00 KB
04/15-15:23:35:028> Change bank: Single bank
04/15-15:23:35:078> Update burner Settings c:omplete
04/15-15:23:35:108> Update chip information su illy...
04/15-15:23:36:473> Target Online...

04/15-15:23:40:855> NUC505xx1 Flash size: 2048.00KB
04/15-15:23:40:888> NUC505xx1 External SPI Flash size: 32768.00 KB
04/15-15:23:41:014> Change bank: Single bank
04/15-15:23:41:063> Update burner Settings complete...
04/15-15:23:41:141> Update chip information successfully
04/15-15:25:38:510> Updated all firmware data to data ed tc:l buffer...
04/15-15:27:41:936>> M485x| Flash size: 512.00KB
04/15-15:27:41:968> M485x| LDROM size: 4.00 KB
04/15-15:27:41:984> M4385x| SPROM size: 4.00 KB
04/15-15:27:42:016> M485x| OTP size: 3.00 KB
04/15-15:27:42:047> M485x| 5P| Flash size: 32768.00 KB
04/15-15:27:42:110= Change bank: Single bank
04/15-15:27:42:158> Update burner Settings complete...
04/15-15:27:42:191> Update chip information successfully...
04/15-15:27:45:484> Target Online...

04/15-15:30:38:605> STM32G070xE Flash size: 128.00KB
04/15-15:30:38:621> STM32G070xB OTP Memory size: 1.00 KB
04/15-15:30:38:685> Change bank: Single bank
04/15-15:30:38: 7325 Llndate hyrper Sethnge complate
0:4/15-15:30:38:7649 Update chip information successfull
04/15-15:30:41:4844 Target Online . e

ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved
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2 : Read chip data

=@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33] (] *
i File(E) Operation(E] Tools(T) Setting(5) Help(H) 9
DEOEEE00EEEOEDEDEE -~
Open Save F-in  F-out Pload PRead | Blank Erase ite Verify Auto | Reset AnyRD  Error | Serial  Wire PWX1
3 viriter Setting Option bytes ([l Program Memory| [E} 0TP Memary
| ADDRESS 00 01 02 03 04 05 06 07 08 @) 0A 08B 0c 0D OE OF TEXT (] Flash Map(All/LUnall: EraseSel |w
FF FF FF FF FF FF FF FF FF FF FF FF (J[000] Addr0x08000000 Size:2 KB
FF FF FF FF FF FF EF FF FF FF FF FF | |QJI001] Addr.0x08000800 Size:2 KB
1 FF FF FF FF FF FF FF FF FF FF FF FF (1D02] Addr-0x08001000 Size:2 KB
i FF FF FE FF FF FF FF FF FF FF FF FF %{ﬁ}ﬁjr:&mm%gue:g Eg
FF F o T I ize:
i. FF FE [P“’gfam Memory] Read Settings X | |[)[005] Addr.x08002800 Size:2 KB
| FF FF [)[005] Addr-0x08003000 Size:2 KB
i EF F [)[007] Addr-0x08003800 Size:2 KB
i FF EF Bilimi T Ih (10081 Ad-0x08004000 Size:2 KB
3 FF FF ICWORKSHOP (7] [009] Addr-0x08004800 Size:2 KB
| i —al |7 [010] Addr0x08005000 Size 2 KB
i di g [)1011] Addr-0x08005800 Size:2 KB
! o o _ ()1012] Adcr0x0800600D Size:2 KB
! FF FF Reading address: [1[013] Addr:0x08006300 Size:2 KB
] FF FH © [)1014] Addr-0x08007000 Size:2 KB
FF FF P ) [C11015] Addr: (08007800 Size:2 KB
o Reading size: 128KB ~ [CJread the entire block ()I016] Addr-(x08008000 Size:2 KB
FF FE [)[017] Addr-0x08008800 Size:2 KB
FF FE [)[018] Addr-0x08009000 Size:2 KB
FF FF [)[015] Addr-0x08009800 Size:2 KB
FF FF Began to read | @) () [020] Addr-0x0800A000 Size-2 KB
g g [C)[021] Addr:(x0800AB00 Size:2 KB
reoreorrorr rrorr 022] Addr-0x0300B000 Size:2 KB
_ FF FF FF FF FF FF FF FF FF FF FF FF ()1022] Add: 2
] [)1023] Addr-0x0300B300 Size:2 KB
i FF FF FF FF FF FF FF FF FF FF FF FF (1024] Addr- 0x08DOC000 Size-2 KB
FF FF FF FF FF FF FF FF FF FF FF FF 510251 A DX0SD0C300 Sac2 KB
{ FF FF FF FF FF FF FF FF FF FF FF FF LJ029] Adclr- Q300G 800 Size:2 KB
Fimware Name Start Addr End Addr Fimware Size CRC32

Target: connected

ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

3 : Store to local disk

+ Add random

x Del fimware

o Aeply

EE D

Open  Save  F-in

# Writer Setting

Q6 E R EG
Blank Erase Read “‘(e Verify  Auto

B oTP Memory

BB
éad PRead

Option bytes

F-out

D Program Memaory

Randomly intercept the read back data to save, right click on both ends of the data to be
intercepted to set the start address and end address, and then export the data.
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E0
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3l

95
95
53

4F

oo
0o
44
FF

oo
oo
E3
a0

95
95
oo
oo

29
29
29
E0

Jump to address

5et the selection start address
Set the selection end address

Export selection data

00 28 1C EBF
AD F1 08 0




4 : Operational Demonstration

4.1 : Read the whole area

@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33]

- O
File(F) Operation(E) Tools(T) Setting(S) Help(H)
B b | e [ e B e B e B e B o i
E | [* o Device
EEOEBRBRERBEE
| Open  Save in  F-out PlLoad PRead | Blank FErase  Read Write ‘frify Auto | Reset 1D AnyRD Error | Serial =~ Wire Pw2oo
Q Wiriter Setting E Option bytes B Program Memory
Chip Select NOTES. | NS SPECTICANoN 1S NOT IIMITED [0 e CUTENT version, 107 e version
under development or already released.Such
MCU model: :[-E‘: Select v Apply as:StandWireless/MPIPROIRISC-VILink/Specific Version also works)
i In order to fully understand the function of PowerWriter series products rich,
Flash Size: o0 and flexible platform support ability, before the formal use PowerWriter system
B products, we recommend that you read the first PowerWriter user manual, you
Eraze Type Interface level Misc
can through the menu - = help - » user manual open the user manual
(B e O18v Speed 10M hz > document, in view of the secondary development of the user, based on the
P 5DK need to read about secondary development project documentation and
O Full Erase Hal OptionByte  Factory=>Custom  ~ tutorials.In addition to the user manual, other development materials will be
Os.0v updated from time to time and released through official channels. Please pay
) Sector Erase O External input @ Enable buzzer attention to the following distribution channels:
Write function configuration EII m I Iﬁ
— N o B . LW ooR oK S HoDE
= SN [N Quantiy Check {ti Signal output @ Certiication ICWORKSHOP Technology (Shenzhen) Co., Ltd.
Website: https:/fwww.icworkshop.com
Contact: 400-1565-593
SN Start: LSS (JEnable SN Email: ¢s@i cworkshop. con
SN Step: LA Decimal display
SN Addr: 0x00000000 : A
Big end model Q0 HAkE N
BED: PowerDebuzzer — Wireless Debuser New hrrival.
Communication configuration S —— —— ——
Device: COM3 v Refresh Connect B G 04/15-15:35:25:881> Detected that the driver is installed...

p Target: disconnect

ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved




4.2 : Reading a specific region

@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33] = O *
File(F) Operation(E) Tools(T) Setting(3) Help(H)

' Y B ci :
BEHOEEEDBEBREEEO BE i
;Open Save  F-in  F-out Pload PRead | Elank Erase Read Write ‘erify Auto | Reset ID  AnyRD Error | Serial = Wire PW200 -~

| ° Writer Setting z Option bytes B Program Memory
Chip Select

MCU model: {5} select

Flash Size:  xxomx

Erase Type Interface level Misc
Speed 10M h
I O Don'terase O1sv =
: O Full Erase 00
g Osov
| O Sector Erase () External input B Enable buzzer

Write function configuration

v Apply

OptionByte  Factory=>Custom

{INOTEE: | IS SPECTICAton IS NOT IMIed 10 tNe CUMTenT Version, 1o e version
under development or already released. Such

as: StandWireless/MPIPRO/RISC-ViLink/Specific Version also works)

In order to fully understand the function of PowerWriter series products rich,
and flexible platfiorm support ability, before the formal use PowerWriter system
products, we recormmend that you read the first PowerWriter user manual, you
can through the menu - > help - > user manual open the user manual
document, in view of the secondary development of the user, based on the
SDK need to read about secondary development project documentation and
tutorials.ln addition to the user manual, other development materials will be
updated from time to time and released through official channels. Please pay
attention to the following distribution channels:

i T th

— W oRK S HOP
= . Y . .
= SN [N Quantity Check i Signsloutput ® Certification ICWORKSHOP Technology (Shenzhen) Co., Lid.
Website: hitps.liwww.icworkshop.com
Contact: 400-1563-598
SN Start: 0x00000000 (CJEnable sM Email: ¢s@icworkshop. com
5N Step: L Dedmal display
: Ox00000000
SN Addr: " Big end model
Communication configuration -
Device: COM3 ) Refrash T P e 04/15-15:36:52:660> Detected that the driver is installed
E Target: disconnect ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved
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Version: Next

3 : FAQ Contents

> 3.2 : Standard

> 3.2.11 : STM32WB stack upgrade

3.2.11 : STM32WB stack
upgrade

1 : Introduces

PowerWriter® support for manufacturer-specific features, are using the plug-in mode, you

can support the specific features required by any manufacturer, the method of entry and
other brands of the support method is consistent, in the selection of the chip, such as in

the toolbar on the right side of the most a plug-in support icon appears, the currently

selected chip has a plug-in support function, as shown below:

= E

Chip Select

| &
@ Power Writer®1.3.1.2 [Build:2022-03-04 19:45:40]
File(F) Operation(E) Tools(T) Setting(5) Help(H)

SE0REEEAO

# Writer Setting a Option bytes B Program Memary D OTP Memory

MCU model:  [STM32WB55xG

Flash size: 1024.00KB

Write function configuration

Erase Type Interface level
(O Don'terase Orav
O3y
O Full Erase
Os.ov
) Sector Erase (O External input

= on Tl oA e T 1 -

I| :[é]: Select Apply

[1X Step 1: select STM32 WB series
Misc iy
Speed 10M hz ~

OptionByte Factory=>Custormr ~

B Enable buzzer

= a X

Vendaor

ension function plug-in

[2X Vendor extension plugin

PowerWriter user manual, you can through the menu - > help - > user
manual open the user manual document, in view of the secondary

e user, based on the SDK need to read about
bpment project documentation and tutorials.In addition
artlal, other development materials will be updated from
time to time and released through official channels. Please pay
attention to the following distribution channels:

o

) Bl T

I LW O R K S HooO @
ICWORKSHOP Technelogy (Shenzhen) Co., Ltd.
Website: hitps:/f'www.icworkshop.com

Contact: 400-1563-595

Frmails aeii ;rworlehon nom

After selecting the STM32WB family of chips, an Extended Functions button appears on
the right side of the toolbar, defined as Vendor Specific Plug-In Functions, which can be
clicked to enter the STM32WB Protocol Stack programming configuration page, as shown

in the figure:
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« Power Writer® - STM32WE Stack Updater[STM32WEB55xG]

mmTin Ays.....

.

2.1

=

ICWORKSHOP

FUS Operator FUS Stack Firmware

FUS Operator . fresource/plugin/stm32wb/0x435_FUS_Operator.bin
Ié Stack |
Stack address: OxFFFFFFFF
FUS
FUS Address: OXFFFFFFFF

Online Uparade
First install
Verify download
Start FUS(stack) after uparade

Online extend commands
FUS Status:

FLIS Version:

Stack Version:

Offline Upgrade

Enable Stadk Offine Uparade
Enable FUS Offline Uparade

Ei Confirm

Stack Firmware Upgrade

FUS Firmware Lpgrade

Read infos
Start FUS
Start Wireless Stack

Delete Firmware

Firmware Import

: FUS Operator (Version 3.1 inside)

FUS Operator is configured as version 3.1 on the PowerWriter® side by default. If you

need to change it to another version, please import the specified version manually, and

-

O ————_— . —



you will see the version number of the FUS Operator on the right side of the screen after

the import is completed.

[ FUS Cperataor ] .fresource fplugin/stm32wh0x495_FUS_Operator. bin 3.1

Q e

« The FUS Operator PowerWriter® comes by default with version V3.1 with
STMWB1x, STM32WB3x, STM32WB5x versions and automatically selects the

version with the prefix 0x495 or 0x494 depending on the chip used for selection.

« FUS Operator is recommended to use the latest version, the official ST release
path is: STM32CubeProgrammer installation path\ FlashLoader\ below, such as:
C:\Program Files\STMicroelectronics\STM32Cube\ STM32CubeProgrammer\bin\
FlashLoader path.

» PowerWriter® maintains updates to the built-in FUS Operator.

2.2 : Stack firmware

Stack refers to the protocol stack part of the firmware, the way to get the files of the
protocol stack, please refer to the official release channel of ST, it is recommended to use
STM32CUBEMX package manager to install the latest SDK, and get the latest Stack files
from the SDK installation directory, such as:

C:\Users\CSHSOFT\STM32Cube\Repository\STM32Cube_FW_WB V1.13.1\Projects\
STM32WB_Copro Wireless Binaries\

Path to get

stm32wb5x_BLE_Thread_dynamic_fw.bin



Select the Stack file corresponding to the target chip to load, and refer to

Release_Notes.html, set the correct firmware address as follows:,

- zigpee upazes:
o Zighee stack paiches in order to solve R22 security vuinerabilty reported by the CSA (Security Incident Number: 2021-2P-0401)
« BLE THREAD Dynamic updates:

{nown Limitations

Anti-Rollback needs to be activated, please make sure to activate it only afier installing the latest
US version (>=V/4.2.0) and afer successfully installing  wireless stack (without deleting i)

therwise, further wireless stack installation will be blocked. o ID 112393 Correct low power consumption issue
)ur ose Firmware Upgrade Services Binary Table: Provides Install address for the targeted binary to be used in flash procedure “STEP 5/6” via USB or via SWD/JTAG.

p | Wireless Coprocessor Binary STM32WB5xxG(1M) STM32WB5xxY(640k) STM32WB5xxE(512K) STM32WB5xxC(256K) Version
his release covers the delivery of STM32WB Coprocessor binaries. |stm32wh5x_FUS_fw_for_fus_0_5... 0x080EC000 0x0809A000 0x0807A000 0x0803A000 V120
ere s thelstof references fo user documents: [imaowis:_FUS o v-080EC000 5105008000 5105072000 503038000 GED

T FW upgrade services for STM32WB

7 8TM32CubeProgrammer User Manual Wireless Coprocessor Binary Table: Provides Install address for the targeted binary to be used in flash procedure “STEP 7" via USB or via SWDATAG.

erels the list of the supported binaries: [ Wireless Coprocessor Binary  STM3ZWB5xxG(1M) STM32WB5xXY(640K) STM32ZWBS5xXXE(512K) STM32WB5XXC(256K) Version
$im32wbsx_BLE_HCI_AQvScan_fw.bin [stm32ub5»_BLE_HCILayer_fwbin_0x080DC000 0108082000 0108068000 0108028000 V1120
o HCI Layer only mode 5.2 cert ayer, Hol [sim32wb5x_BLE_HCI Advcan . 0x080EBO0D 0:08087000 0:08077000 008037000 Vii30
o BT SIG Certfication listing D042213 [stm321b5x_BLE_LLD_fw.bin 0:080ED000 0:08099000 0108079000 008039000 V120
o To be used for advertising and scanning through HC interface [stm32wb5x_BLE_Mac_802_15_4__0x080B1000 0:08050000 0x0803D000 WA V130
Stm32ub5X_BLE_LLD_fwbin [stma2wb5x_BLE_Stack basic_fw... 0x080D1000 0:0807D000 0:08050000 0:0801D000 Viia0
o BLELLD (Low Level Driver) Radio Transparent firmuare [sim32wb5»_BLE_Stack_fulfwbin _0x080C7000 008073000 008053000 08013000 Viia0

o To be used for direct access on BLE LLD features and API [etm321b5y_BLE_Stack_ull_exten. _ 0x080C7000 0:08073000 0108053000 008013000 V1310
imaowbsx BLE Stack full Awbin E_Stack_light_fw.bin_0x08007000 0:08063000 0:08063000 0:08023000 Vii30

BLE_Stack Tt E_Triead_ 0x08019000 A A Vinio
0 E#“s?éiiﬁ%ﬁ;ﬁﬁﬂ? :LE"]K L?_‘/:e[' ":'C:' LECP_‘? ATT, SM, GAP and GATT database [Sim32whBx_BLE_Thread_stalic_T __0x0806F000 :08018000 WA WA Vii30
[stm32ub5)_BLE_Zigbee FFD_dy__0x08071000 0:0801D000 NA NA Vii30
= Following features are kept [stm32wb5x_BLE_Zighee_RFD_dy .. 0x08080000 0x0802C000 0x0800C000 NA V1130
+ GAP peripheral, central (LL Master up to 6 links with Slave up to 2 links/ Master [stm32wb5x_Mac_802_15_2 0:080E3000 0108087000 0108067000 0:0802F 000 Viizo
up 107 links with Slave up to 1 links/ Iaster up to 8 links ) [stm32wb5x_Phy_802_15_4 0xD30DE000 0x0808A000 0x0805A000 0x0802A000 V1130
* GATT server, client SIm32whey_Thread_FTD_fwbin__0X08097000 0:08043000 008023000 WA Vii30
. gjﬁ“i’;g:",?:fisgaw [stm32wb5y_Thread_WITD_fwbin __ 0x080AA000 0:08056000 0:08036000 WA V130
+ Privacy [sim32wb5»_Thread_RGP_wbin __0x080DA000 0:08085000 0108065000 0108025000 Viizo

- White fist [sim32wb5_Zigbee_FFD_fwbin __0x080A4000 0:08050000 0:08030000 NA VI35

+ Legacy Pairing, LE secure connections [stm321b5)_Zighee_RFD_fwbin __0x080B3000 0:0805F000 0:0803F 000 NA Vi3I0

When completed, it resembles the following:

Stack STM32WE_Copro_Wireless_Binaries\STM32WEBSx\stm32wb 5x_BLE_Thread_dynamic_fw.bin  1,13.1

Stack address: 0x0B8060000

Q Tip

« The stack file has a specific format, and PowerWriter® reads the stack version

information correctly and displays it on the right.

 |f the selected file is not the stack firmware, it cannot be loaded (and no error

message is reported!)

2.3 : FUS firmware (non-essential)

The FUS firmware is an optional upgrade, check whether you need to upgrade the FUS
stack according to the official release. The way to get the files for the FUS stack is in the
same path as the Stack stack, it is recommended to use the STM32CUBEMX package
manager to install the latest SDK, and to get the latest FUS files from the SDK installation

directory, for example:



C:\Users\CSHSOFT\STM32Cube\Repository\STM32Cube_FW_WB V1.13.1\Projects\
STM32WB_Copro Wireless Binaries\

Path to get

stm32wb5x_FUS_fw.bin

Select the FUS file corresponding to the target chip to load, and refer to
Release_Notes.html to set the correct firmware address as shown below:

Firmware Upgrade Services Binary Table: Provides Install address for the targeted binary to be used in flash procedure “STEP 5/6” via USB or via SWDIJTAG

‘Wireless Coprocessor Binary STM32WB5xxG(1M) STM32WB5xXY(640K) STM32WB5xxE(512K) STM32WB5xxC(256K) Version
stm32wb5x_FUS_fw_for_fus_0_5... Ox080EC000 0x0D309A000 0x0807A000 0x0303A000 viz20
stm32wh5x_FUS_fw.bin 0x080EC000 0x0809A000 (0x0807A000 0x0803A000 V120

When completed, it resembles the following:

FLS ZubeWE\Projects\STM32WE_Copro_Wireless_Binaries\STM32WESx\stm32wb5x_FUS_fw.bir| o

FUS Address: 0x030ECO00

Q Tie

« FUS files have a specific format, and PowerWriter® reads the FUS version
information correctly and displays it on the right.
« If the selected file is not the FUS firmware, it cannot be loaded (and no error

message is reported!)



3 : Online Upgrade

3.1 : Upgrade FUS online

After importing the FUS file designation and filling in the address correctly, the FUS stack
can be upgraded by clicking the FUS Firmware Upgrade button as shown in the figure
below, and if the upgrade is completed you will see the following result:

ANne upgraus

[ | First instal
Verify download Stack Firmware Upgrade
Start FUS(stack) after upgrade STy
Online extend commands
FUS Status: FUS running. .. Read infos
FUS Version: 1.2.0 Start FUS
Stack Version: 0.0.0 Start Wireless Stack

Delete Firmware

Offline Upgrade =

[ | Enable Stack Offline Upgrade
[ | Enable FUS Offine Upgrade

Daone...

A\ cAUTION

« If First install is unchecked, it will automatically delete the stack before updating
it.

« Upgrading the FUS stack may break the Stack stack, meaning that, after
upgrading the FUS stack, the Stack stack still needs to be installed.



3.2 : Upgrade Stack Online

After importing the Stack file designation and filling in the address correctly, you can
upgrade the Stack stack by clicking the Stack Firmware Upgrade button as shown in the
following figure, and you will see the following result if the upgrade is completed:

FUS Operator FUS Stack Firmware

{ FUS Operator . fresource fplugin/stm32wb/0x495_FUS_Operator. bin 3.1 =3
: Stack STM32WE_Copro_Wireless_Binaries\STM32WE Sx\stm32wh5x_BLE_Thread_dynamic_fw.bin  1,13.1 ully
Stack address: 0058060000 N
== “ube\WE \Projects\STM32WB_Copro_Wireless_Binaries\STM32WB5xstm32nb5x_FUS_fvbin F°
FUS Address: 0x030ECO00 :'::TE
Online Upgrade B8

[ First install

i; Verify download [ Stack Firmware Uparade |

Start FUS(stack) after uparade

; FUS Firmware Upgrade lly
Online extend commands
| FUSStatus: Stack running. .. Read infos gafi
il FUS Version: 1.2.0 Start FUS
Stack Version: 1120 Start Wireless Stack pEr
| Delete Firmware [0z
i IAE
Offline Upgrade
| [LJEnable Stack Offiine Upgrade
| []Enable FUS Offine Upgrade

lly
e ]
¥

D}f Confirm psf

A\ cAUTION

« If First install is unchecked, it will automatically delete the stack before updating
it.



» Upgrading the Stack stack does not destroy the FUS stack, so upgrading the
Stack stack is placed after upgrading the FUS stack.

3.3 : Other online features

3.3.1 : Read Infos

You can click on this function to see the current version information and whether you are

currently running FUS or Stack, as shown below:

Online extend commands

FUS Status: Stack running. .. Read infos
FUS Yersion: 1.2.0 Start FLIS
Stack Version: 1.12.0 Start Wireless Stack

Delete Firmware

Q e

If there is no user firmware, it may show Not running and the version is empty.

3.3.2 : Start FUS

You can switch to FUS stack operation by clicking on this function.

3.3.3 : Start Wireless Stack

You can switch to Wireless Stack operation by clicking this function.

3.3.4 : Delete Firmware

You can click this function to realize the protocol stack deletion operation.



4 : Offline programming configuration

PowerWriter® supports offline installation (upgrade) of FUS and Stack protocol stacks.
After correctly importing FUS and Stack protocol stacks and filling in the addresses, you

can enable them in the Offline Upgrade configuration.

 Enable Stack Offline Upgrade
« Enable FUS Offline Upgrade

As shown below:

Offline Upgrade
B Enable stack Offline Upgrade

Dane...

I !‘I Confirm

Q e

Please add the user firmware in Program Memory when you are offline.

5 : Notes

« Upgrading the FUS, Stack, switching the operation of the stack, deleting the stack and
other operations will destroy the user firmware, so after upgrading the stack online,
you need to re-programming the user firmware. To burn the user firmware, please add
the user firmware on the Program Memory page of the PowerWriter® main page and

programming it.



« The order in which the PowerWriter® upgrades the stack when burning offline is:

o Upgrade FUS stack (if required)
o Upgrade the Stack stack , and switch to the Stack stack to run.

o Programming user firmware, other page data, other configuration information

such as OTP, signature information, etc.

> Programming user option bytes (if enabled)
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3.2.12 : ICWorkshop Error

1 : No device found

"No PowerWriter® device found ..."
Failed to connect to PowerWriter®...

Q Tip

« When burning PowerWriter® orders with ICWorkshop, the order-specified
programmer needs to be connected to the PC, and order data cannot be burned

if the programmer is not connected.

 This error occurs even though the PowerWriter® has been connected to the PC,

refer to the Common solutions to driver problems

« Contact Technical Support

2 : Please power it on again and try
again...

0S Version : >= Windows 8
Write information:
hwVer:1.1
blVer:1.00.02
ifVer:1.00.30

Skip to
main

content
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Q e

The Please power it on again prompt indicates that the PowerWriter® firmware
upgrade process has not been completed, please power off and restart the
PowerWriter® and try to upgrade the firmware again. During the PowerWriter ®
firmware upgrade process, there may be a framework update that requires an update
to the underlying driver, which will need to be re-energized by powering off the
system. Please follow the prompts to power off the PowerWriter® and try again to

complete the firmware upgrade.

3 : The target chip not online!

0S Version : >= Windows 8
Write information:
hwver:1.1
blver:1.00.02
ifVer:1.00.36
SN:86CCD4BOC92BDF8B164AD5FE2D3981D5
Firmware is newest
Try reconnect target....
Try reconnect target....
Try reconnect target....
Try reconnect target....
Try reconnect target....
Try reconnect target....
Try reconnect target....
Try reconnect target....
Try reconnect target....
Try reconnect target....
Try reconnect target....
Try reconnect target....
Try reconnect target....
"The target not online!™



Q T

» The Target not online error indicates that the current order is written in online
mode, which requires the PowerWriter® to be connected to the target chip in

order to programming firmware data.

 To check if the target chip is properly linked to the PowerWriter® device please
refer to About Wiring .

4 : PowerWriter® project file password
error

0S Version : >= Windows 8
"PowerWriter® project file password error"
Failed to connect to PowerWriter®...

Q Tip

» When PowerWriter® project is saved as Pkg, you can choose to input user-
defined saving password or leave it blank. Pkg needs to fill in the corresponding
Pkg password when it is released through SMART Platform, if the password filled
in when the pkg project is saved is not the same as that filled in when the

SMART order is released, this error will be prompted, please refer to it:

About Project Password




5 : Can't load PowerWriter® project from

0S Version : >= Windows 8
"Can't load PowerWriter® project from [PW200] to [PW300]..."
Failed to connect to PowerWriter®...

Q e

* Please check the OEM type of the host first, you can inquire through the
purchasing channel, or you can use the PowerWriter® client software to read the
PowerWriter® product type, such as PW200, then you need to set the project to
PW200 when packing the PowerWriter® project pkg.

« When packaging PowerWriter® project data, you need to switch the product
type to the corresponding type in the PowerWriter® software.

6 : PowerWriter® project file invalid...

0S Version : >= Windows 8
"PowerWriter® project file invalid"
Failed to connect to PowerWriter®...

Q mip

+ The prompt file invalid indicates that the PowerWriter® pkg project file



published by ICWORKSHORP is illegal, and you need to check whether the

published file format is correct and has not been tampered with.

« If the file is normal but still prompts Error size , please contact our technical

support in time...

7 : Error Write Flash Addr...

0S Version : >= Windows 8
Write information:
hwver:1.1
blver:1.00.02
ifVer:1.00.36
SN:475E1B25ED3180BCA4547B58CEC24490
Firmware is newest
Try reconnect target....
Online Programing...
Online Programing checking config...
Online Programing no lisence warning...
Online Programing procssing data,this will take a long time,please be
patient ...
Online Programing erase flash data ...
Online Programing processing...
"Error Write Flash Addr: 0801D700,[[0009] The target chip is not
connected...]"

Q e

The reason for this problem is that the target chip is offline while the order is
programming target chip, and the data can not be programming, please keep the

target chip connected when using online programming target chip.



8 : timed out!

0S Version : Windows 7 SP1
Write information:
hwVer:1.2
blVer:1.00.02
ifVer:1.00.36
SN:EF8437289F5B86A6A5A411722888B50C
Firmware is newest
"PowerWriter® timed out and did not respond!"

A\ cAUTION

« You can try to change the USB connection port, switch to another system (e.g.,
the host computer has multiple systems), and try to change to a direct
connection if you are using a USB-HUB.

 The probability of such a problem is high and cannot be solved, please contact

our technical support staff in time to give us feedback.
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3.2.13 : Offline project
reading

See Read device project file method.
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3.2.14 : Programming
Count Set
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1 : Configuration

Function Configuration: Burner Setting->Programming Function Configuration->Quantity
Setting and Chip Detection->Limit the number of burning times to be turned on, and fill in

the set number of times.
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P
'@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33]

- [m] X
File(F) Operation(E) Tools(T) Setting(S) Help{H)
- i - [ -
DOCCEOE00E00G oE -
. Open Save F-in  F-out Pload PRead | EBlank Erase Read Write ‘erify Auto | Reset ID AnyRD Error | Serial Wire PWX1

Target: connected

Chip Select
MCUmodel:  STM32G070xB {6} Select v’ Apply
Flash size: 128.00KB
Erase Type Interface level Misc
Speed 10M h ~
) Don'terase O1sv =
O Full Erase O3av OptionByte  Factory=>Custom  ~
Os.0v
(O Sector Erase (O External input @ Enable buzzer

Write function configuration

= sN [N Quantity Check|ili Signaloutput @ Certification

1 [CJHexadecimal display
[T Automatic chip detection
Insert chip to jitter time{ms): 250
Unplug Chip to Jitter Time(ms) : 250

Communication configuration

Device:

com3 &

Refresh Auto Connect

c Writer Setting a Option bytes B Program Memaory D OTP Memory

Cifidll: CSElCHOTKEnop. Com

=i
Qo EXENR

CED: PowerDebuzzer — Wireless Debuszer New drrival.

04/15-15:36:52:660%> Detected that the driver is installed...
04/15-15:37:11:157> STM32G070xE Flash size: 128.00KB
04/15-15:37:11:173> STM32G070xE OTP Memory size: 1.00 KB
04/15-15:37:11:237> Change bank: Single bank
04/15-15:37:11:287= Flez nnect PowerWr
04/15-15:37:11:302> Update chip information s
04/15-15:37:17:398> Operation cancelled!
04/15-15:37:18:727> Writer Info: hwVer:1.0 blVer:1.00.02 ifVer:1.00.02
SN:0123456789ABCDEFD1234567330ABCDE Target:PWX1
04/15-15:37:18:743> [07D6] Current device firmware type : Universal
04/15-15:37:18.775> Power Writer® is connected...

04/15-15:37:18:806> Switch version:PWx1

04/15-15:37:19:496> Resource version:1.0.0 size:Oxccbac cre32:0x750b0c6S
04/15-15:37:19:512> Synchronizing device time succeeded. .
04/15-15:37:19:563> Update burner Settings complete..
04/15-15:37:19:593> Update chip information successfully...
04115-15:37:24:214> Data
address:0x08000000.length:0x00020000,CRC32:0xF20F 3045...
04/15-15:37:24:231> Program Memory Read successful!
04/15-15:37:28:227> Target Online...

ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

2 : Read method

In the process of using the offline programming function, you may need to read or check

back the remaining offline programming count. Since some PowerWriter® products do

not have a screen, there is no visual display of the information, however, we provide an

auxiliary function to read the number of remaining offline programming counts, the steps

are as follows:

* Run the PowerWriter® software and connect to the programmer.

» Choose any chip.

» Execute the Read Current Page button in the toolbar on the Programmer Setup page.




' @ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33]

E Device

|Open Save F-in F-out Pload PRead | Elank Erase | Read | Write /ity Auto | Reset  ID AnyRD Error | Serial Wire WX1

Cifidll: CSElCHOTKEnop. Com

M
Q0 S XN

File(F) Operation(E) Tools(T) Setting(S) Help{H) o
EEOE Q)
Q Writer Setting a Option bytes B Program Memaory D OTP Memory
Chip Select
| MU mode: | sTM326070x8 | {6} Select v’ Apply
Flash size: 128.00KB o
1 Erase Type Interface level Misc
) O Don'terase 18y Speed 10M hz &
O Full Erase 033y OptionByte  Factory=>Custom
4 Os.0v
{ O Sector Erase (O External input @ Enable buzzer

Write function configuration

= sn [N Quantity Check §lf Signal output @ Certification

[CJHexadecimal display

4 [T Automatic chip detection

Insert chip to jitter time{ms):

Unplug Chip to Jitter Time(ms) :

230

250

Communication configuration

Device: COM3
i
Target: connected

v

ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

Refresh

nnect Auto Connect

CED: PowerDebuzzer — Wireless Debuszer New drrival.

04/15-15:36:52:660%> Detected that the driver is installed...
04/15-15:37:11:157> STM32G070xE Flash size: 128.00KB
04/15-15:37:11:173> STM32G070xE OTP Memory size: 1.00 KB
04/15-15:37:11:237> Change bank: Single bank
04/15-15:37:11:287> FPl= connect Power\l
04/15-15:37:11:302> Update chip information
04/15-15:37:17:398> Operation cancelled!
04/15-15:37:18:727> Writer Info: hwVer:1.0 blVer:1.00.02 ifVer:1.00.02
SN:0123456789ABCDEFD1234567330ABCDE Target:PWX1
04/15-15:37:18:743> [07D6] Current device firmware type : Universal
04/15-15:37:18:775> Power Writer® is connected...

04/15-15:37:18:806%> Switch version K1

04/15-15:37:19:496> Resource version:1.0.0 size:Oxccbac cre32:0x750b0c69
04/15-15:37:19:512> Synchronizing device time succeeded. .
04/15-15:37:19:563> Update burner Settings complete.

04/15-15:37:19:593> Update chip information successfully...
04115-15:37:24:214> Data
address:0x08000000.length:0x00020000,CRC32:0xF20F 3045...
04/15-15:37:24:231> Program Memory Read successful!
04/15-15:37:28:227> Target Online...

Perform the above steps to read back the configuration information of the offline

production profile to see the number of offline programmer remaining.

Q e

For security: When reading offline production data configuration information, no

sensitive information will be read back, such as SN, UID signature information,

firmware data will not be read back.

@ INFO

PWX1 Device with screen device, the remaining number of times can be seen on the

screen.
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3.2.15 : Remaining Count
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See How to read the remaining count.
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1 : Reasons for failure to start

The client comes with a driver service, this driver service is WHQL certified, in some cases,

there may be a startup failure problem, similar to the error shown below:

x
|Q| E%?llﬁﬁ, EiREEnERisR. EEE B i~ ol
ETESIER IR 2|8 B fE, R ERRIETT R

2: Emergency repair methods

2.1 Add installation directory whitelisting

The reason for this situation is that the driver service is usually blocked, please add the


http://localhost:3000/en/

installation directory of ChuangxinWorkshop to the whitelist, the operation procedure is as
follows:

Step 1: Locate the ICWorkshop installation directory

g (x| 0 & B W

Open Enter

Fun as administrator

)

[ Open file location
;‘;}
Co

Pin to Start
Compress to ZIP file
Copy as path

Properties Alt+Enter

Edit in Motepad

=
o Edit with Notepad++
[ p

E7 Show more options shift+F10

Step 2: Memorize the mounting location



ICWorkShop

@ New - &% D Bl B W N st~

P | > CSHSOFT » AppData » Local » ICWDrkSthI

Fay
MName

i Quick access |%] epreore60.dil
+ [ This PC [ ers2licp.s19
> (@l Desktop D eriflicp.s19

» = Documents D eraicpme.s19

> Downloads [ erf6icp.s1a

View ~

Date modified

9,
c

5,
Fa

STt
Fan b

I
Pl

Wy
£,

019/3/29 16:02

003/11/1918:27

Type
Application exten...

519 File
519 File
519 File

519 File

Size
106 KB

1KB

1KB

1KB

1KB

Step 3: Add the installation directory to the whitelist of your security software and restore

driver self-boot.

2.3 Reboot after operation completed

After completing the whitelist addition and restoring the blocked driver services, reboot

the system and log in again.

2: Notes

Q e

If the system can normally use the client software of ICWorkshop, the above

operation can be dispensed with. The performance is not exactly the same in

different systems, different protection software, different versions and feature

libraries of the same software.
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1 : Software setup

Enter the Preferences setting from the menu in turn, and check the automatic

programming function after the chip is connected successfully, as shown below:

Power Writer® Settings X

] Bl L Ih

ICWORKSHOP

Standard settings
MessageBox 0: Prompt &ll message boxes -

B automatically checks for updates at startup

Behavior

o

[ | synchronization option bytes after successful chip connection {default enabled)

B 2uto onlie smart programming when the chip connection is successful (default off);

[ | Automatic synchronization vendor signature
[ ] Automatic save and load last recent projects

B automatically selected last selected chip

B Enable offline readjwrite save project prompt It

o}
=T

Save Set. ..

ICTT T NURLLY 15Wm 150 W F 1 WYL LT T rn e

A\ cAUTION
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After the chip is successfully connected, automatic reading option byte and

automatic programming can only be one or the other, the reason is that if the

automatic reading option byte is checked, it may lead to the current user's settings,

depending on the different chips, which to a certain extent will produce inconsistent

results, in order to avoid possible problems, this function is mutually exclusive.

2 : Operational Demonstration

@ Power Writer®1.3.8.0 [Build:2024-04-10 19:40:33] = (]
File(F) Operation(E] Tools(T) Setting(S) HelpH)

wielsislalcloliole -
BHOEERDBBEHEE o
Open  Save  F-in F-out Pload PRead | Elank = Erase  Read  Write ferify  Auto | Reset  ID  AnyRD Ermor | Serial = Wire PWX1

° Writer Setting a Option bytes D Program Memory D OTP Memory

Chip Select
MCU model:  STM32G070xB {5} Select " Apply

Flash size: 128.00KB

Eraze Type Interface level Misc
Speed 10M h: ~

O Don't erase O1av =

O Full Erazse O3av OptionByte  Factory=>Custom

Os.0v
O Sector Erase O External input B Enable buzzer

Write function configuration

= sN [N Quantity Check jli Signal output & Certification

B write Number [CJHexadedmal display
[ Automatic chip detection

Insert chip to jitter time(ms): 250

Unplug Chip to Jitter Time(ms) : 250

Communication configuration

Device: COM3 "

Lu Target: connected

Refresh Disconnect Auto Connect

ICWorkShop Technelogy (Shenzhen) Co.,

Cifldll: CS®loWOrKS0op. com

g
QO ERENT

m:PowerDebugger - Wireless Debugzer New Arrival.

04/15-15:36:52:660> Detected that the driver is installed...
04/15-15:37:11:157> STM32G070xB Flash size: 128.00KB
04/15-15:37:11:173> STM32G070xE OTP Memary size: 1.00 KB
04/15-15:37:11:237> Change bank: Single bank
04/15-15:37:11:287> Please connect Pow
04/15-15:37:11:302> Update chip information
04/15-15:37:17:398> Operation cancelled!
04/15-15:37:18:727> Writer Info: hwVer1.0 blVer:1.00.02 ifVer1.00.02
SN:0123456739ABCDEF01234567830ABCDE Target PWX1
04/15-15:37:18:743> [07DE] Current device firmware type : Universal
04/15-15:37:18:775> Power WriterE
04/15-15:37:18:806> S rsior 1

04/15-15:37:19:496> Resource version:1.0.0 size:0xccbac cre32:0x750b0c6S
04/15-15:37:19:512> Synchronizing device tim cceeded..
04/15-15:37:19:563> Update burner Settings complet
04/15-15:37:19:593> Update chip information
04/15-15:37:24:214> Data
address:0x08000000 length:0x00020000,CRC32: D:LF2DF 3045...
04/15-15:37:24:231> Program Memaory Read su
04/15-15:37:28:227> Target Online...

nnected. .

Ltd.All Right Reserved
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3.2.18 : ISP Support

The serial port of PowerWriter® can be used for ISP programming, but you need to use
specific serial port programming software, such as Flymcu to support STM32, etc. In
addition, major MCU manufacturers have provided ISP (IAP) tools, according to their own

use of the MCU model, from the official and reliable channels to obtain the serial port (ISP)

content

tools.

The serial port of the PowerWriter® can also be used to burn ESP32 firmware, here are the

test screenshots (vscode).
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Compressed 7
Writing

Writing BxB883be88.
Writing BxB084 7.
Writing

Writing

Writing

Writing

Writing

Writing

Writing

Writing

Writing exeoesdd
Writing

Writing
Writing

Writing

Bxeeebb4fa. . .
8xeeecibeb. . .
Bx88acbdbf . . .
exeeediofe. ..
Writing Bxeeed75dd (180 %)
Wrote 70928 (441348 compressed) at @x0083000@ in 18.4 seconds (effective 548.1 kbit/s)...
Hash of data verif
Compressed : .
Writing at & Feeg. .. (188 X)
Wrote 3872 b ¥ compressed) at 8x8008T088 in @.1 seconds (effective 376.8 kbit/s)...
Hash of data
Compressed 2 by ven
Writing i ... (168 %)
Wrote 8 y 1 compressed) at ex@e@l4eee in 8.1 seconds (effective .0 kbit/s)...
Hash of data verified.

Leaving. ..
Hard resetting via RTS pin...
Done

Q TIP

If you encounter a chip or brand that the PowerWriter® cannot burn via ISP, please

provide prompt feedback to technical support.
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3.2.19 : 10 multiplexing

If there is a multiplexing problem in the communication interface, it may not be able to
connect to the chip properly, or it may lead to an increased probability of failure, at this

time, you can use the RESET pin for assistance.

1 : Using the RESET pin

In the chip multiplexed programming interface, generally select the chip type and connect
the chip, click on the application settings will be normally connected to the chip, if still not
connected to the reset pin, and then re-apply the settings can be normally connected to

the target chip, as shown below:

:[5]: Select Apply

2 : Offline Mode Settings

When burning offline with the reset pin connected, set the reset mode to Hardware Reset
Disable.
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Reset mode selection

Hardware and system reset -

Hardware reset kEEE low

~or Hardware reset

Hardware and system reset
Jey| T¥stem reset -
Vector reset 1
Power on reset

Disable port then power on reset
T THEL. CUTITTELLEL Ik'l"l'U‘rKJ”U'FJ‘ IELTITIUIUH_'" LATTETIEMTET | 0, CLIELAT HIHTILH
i —1_ i) T (. _a&iS =414 TITEw T e — 1 pa-som A =)

Q TP

When burning data in projects that require multiplexed programming or debugging
interfaces, you need to be aware of interference with the bus when designing the

hardware.
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3.2.20 : PowerWriter® FAQ

content

1 : Communications error

Error message : The communication port send package error
Possible causes and solutions are as follows:

« Communication is not good, we suggest to unplug the burner again, change the USB

port and restart the client.
« If the machine has antivirus software, it is recommended to close and exit and retry.
» The FLASH algorithm may be selected incorrectly, reselect the model.
» Replacing the USB port
+ Try to avoid the Hub

2 : Shorted power supply

Error message : The voltage error(abnormal power supply.

04/15-16:30:44:508> [0031] The voltage error (abnormal power supply)...
04/15-16:30:44:524> Target Offline...

When this prompt appears, please check the circuit of the development board, there is a

short-circuit condition, disconnect the device and reconnect it after adjustment.
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3 : Periodic reset

Periodic reset phenomenon, every 4 seconds, at this time should check whether there is a

reset source, such as the presence of an external door opener dog, turn it off.
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3.2.22 : STM32H5 Extends

content

1 : Function Entrance

PowerWriter® support for manufacturer-specific features, are using the plug-in mode, you
can support the specific features required by any manufacturer, the method of entry and
other brands of the support method is consistent, in the selection of the chip, such as in
the toolbar on the right side of the most a plug-in support icon appears, the currently

selected chip has a plug-in support function, as shown below:

File(F} Operation(E)] Tools(T) Setting(S) Help(H)

E EE EDevice

Cpen Save F-in  F-out Pload PRead Read Write Auto | Reset ID  AnyRD Error | Serial Wire |Plugin| PVWXL
! # Writer Setting E Option bytes B Program Memory D OTP Memory
] Chip Select
MCU model: STM32H562xG Apply

Flash size: 1024.00KB

Eraze Type Interface level Misc

) Den'terase O1sv Speed ol : Y

O Full Erase Os3v OptionByte  Factory=>Custom

Osov
| O sector Erase () External input @ Enable buzzer
Write function configuration

| & FoverDebusger — Wireless Debugsger New frrival.

| = SN [N| Quantity Check ili Signaloutput ® Certification

After selecting the STM32H5 family of chips, an Extensions button appears on the right
side of the toolbar, defined as Vendor Specific Plug-In Functions, which can be clicked to

enter the STM32H5 Security Extensions screen as shown below:
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| Power Writer® - STM32HS security feature extension[STM32H562xG] > E
b0 i

- AV

Security configuration

[ |Enahie security configure!

Authentication method(H50x use password, h56x/h57x use obk file)

obk file (*.obk)

| Please enter password;: Export passwoed (i)

T —— T —

Security fecture rollback (DA)

[ |Enable debug authentication{DA)

Identity authentication mode

Password (TrustZone disable) Certificate { TrustZone enable )

Ei 0K

=
=]
L]
11

2 : Safety Function Configuration

Click "Enable security configure" button, it will start the security configure function, the
security configure supports *.OBK file mode (STM32H56/STM32H57) and password mode
(STM32H50), the plug-in automatically selects the appropriate mode according to the
current chip, for example, selecting the chip for STM32H50 series. The plug-in
automatically selects the appropriate mode according to the current chip, such as

selecting the STM32H50 series chip. In addition to setting the password, it can export the



PASSWORD.bin file for unlocking the chip to be used in the regression.

3 : Debug authentication

Click "Enable debug authentication(DA)" button, it will start the function of security
function regression (debug authentication of the chip, in order to analyze or unlock the
chip), the configuration of security function regression supports *.bin file mode (Trust Zone
is not turned on), and the certificate mode (Trust Zone is turned on), the password mode
regression, import bin file, certificate mode import b64 file and PEM key file, import b64
file and PEM key file. Import bin file, import b64 file and PEM key file in certificate form.

Q e

« As of now (2024/02/29) the current security features configuration and return to
support the form of password, does not support the form of certificates, the
future will be updated to support certificates, if there is an update, please pay
attention to the detailed changelog, or consult technical support and customer

service.

« STM32H50x series Only support password form, STM32H56x, STM32H57x
support both password and certificate form (currently Trust Zone is not

supported to open, please choose password form).
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3.3.1 : UID Signature

1 : About placeholders

UID_KEYADDR_PLACEHOLEDR_EN When not masked, an overflow error is reported no

matter how the address is changed.
Treatment:

« The first method is to mask out the placeholders so that there will be no reserved
space in the program space.

« The second method is to move the signature address toward the front address of the
flash.

A\ cAUTION

If the first method is used, masking the placeholder space for the signature data
means that the compiler's automatic checking will be skipped, and the actual
signature address that is written, must not have any data or it will be overwritten by

the signature.

2 : Verify signature

This can be done by adding test code to the code, such as 10 output signals, or by adding
a logging feature to the developer version of the firmware to output the signature results

to the log port.
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3 : Write Signature

 In online mode: Use full-featured automatic programming.

* In offline mode: Use offline mode normally.

Q e

If you use ICWKEY for signing, you can only use offline mode.
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3.3.2 : EEPROM(OTP)
tutorials

The functions of the EEPROM and OTP pages are equivalent to a subset of Program
Memory, and the usage flow is similar to that of Program Memory.

Q T

The availability of EEPROM/OTP pages depends on the target chip.
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3.3.3 : Option Bytes Swing

content

1 : Option bytes swing when auto
programmed

Very few chips have online functions that rely on the real-time status of the target chip, so
by default the chip's option bytes will be automatically read into the client when the chip
is connected. If you need to update the user-defined option bytes in the batch online
auto-programming, you can disable the function of auto-synchronization of the option

words in the setup, see below:

@ Power Writer®1.3.8.0 [Build:2024-04-10 19:40:33] = O *

File(F) Operation(E) Tools(T) Setting(5) Help(H)
- cH ;
= El &1 K/ B [ 2] Do

Open Save F-in  F-out Pload PRead Read Write Auto | Reset ID  AnyRD Error | Serial Wire PWX1

Q Writer Setting z Option bytes B Program Memory D OTP Memory

Chip Select T T o0 TG FEr = WIS T TRV ST 1.0 DIver U002 Ve 100 0%

SN:0123456789ABCDEF01234567890ABCDE Target PWX1

MCU model: STM32G070«B {§|: Select Apply 04/15-15:37:18:743> [07D6] Current device firmware type : Universal
04/15-15:37:18:775>
Flash size: 128.00KB 04/15-15:37-18:806> S {
: 04/15-15:37:19:496> Resource version: 1.0.0 size:OxccSac cred2:0x750b0c69

Erase Type Interface level Misc 04/15-15:37-19:512> Synchronizing et

7L ~ Speed 10M hz = 04/15-15:37:19:663> U date burner Settings complete...

: (1.sv X gs D
> ot St 04/15-15:37:19:583> Upc p information s

O Full Erase 03av OptionByte | Factory=>Custom ~  |04/15-15:37:24:214> Data
Osov address:0x08000000,length:0x00020000,CRC32:0xF20F3045...
~ 04/15-15:37:24:231> Fr sm M y H
() Sector Erase -
O External input B Enable buzzer 04/15-15:37-28-297> T
; : : 04/15-16:24:50:650>
Write function configuration 04/15-16:24:51:187> Writer Info: hw\-"er ‘I C bIVer ‘I 00.02 iVer:1.00.02
= : FY . sy SN:0123456789ABCDEF01234567890ABCDE Target PWX1
= SN @ Quantity Check 11 Signal output @ Cerfication 04/15-16:24:51:228> [07D6] Current device flrmwa re type : Universal
04/15-16:24:51:242> F
[_JRun target firmware when program done 04/15-16:24:51:258> Switc
04/15-16:24:51:946> Resource version: ‘I 0.0 size:Oxcchac c:rc:32 0x750b0c69
[ Turn off the power output after programming 04/15-16:24:51:977> Synchronizing
- S 04/15-16:24:52:024> Update burner Settings complete.
[ Power on stability time(ms) : 100 [ Hexadecimal display 04/15-16:24:52:056> Up hip information suc
| , -
AV 04/15-16:24:56:429> t Or
| EHNe il gl fms). L0 04/15-16:24.56:476> Save success
04/15-16:24:56:507> ng
Reset mode selection 04/15-16:24:56:538>
04/15-16:24:57:374>
Hardware and system reset ~ 04/15-16:24.57:404>
04/15-16:24:57:482>
04/15-16:24:57:.512>

NANMBAR-24-R2-IARS A
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3.3.4 : Super SN Tutorial

content

1 : Entrance

See the menu Tools->Super Serial Number, as shown below:

ﬁ Serial Port Assistant (Ctrl+T)
_@ View the Power Writer® interface definition (Ctrl+1)
i:_ View the chip wiring diagram (Ctrl+3)
|I| Reserved data read-write (Ctrl+H)
B Advanced setup for offline project (Ctrl+ )
=, Exporting or load the UID authorization configuration »

Bd  Test and Production

Super serial number

2 : Supported Features

« Supports writing serial number to any Flash block, such as Flash Memory, EEPROM,
OTP, etc.

 Big number support 1~64 (not enough can continue to increase) bytes of sequence

number writing, you can freely configure the length of the write.

+ Big number supports end-of-serial number setting to avoid duplicate serial numbers

during the production process,

« Support serial number file import (xIsx table parsing, support more than 1 million
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lines).

o Serial number file import does not limit the length of the serial number.
o Serial number file import supports big number writes.
o Serial number file import supports writing of very long strings of serial numbers.

o Serial number file import supports setting the offset address, and the number of

single imports.

Q e

When importing from a file, the default is to import using the small end mode,

with the low address on the left.



3 : Big number

| Super senal number[STM32G070E]

-

]

v

ICWORKSHOP

Serial number mode: i) Disable

Basic

1

Serial number write address:

0x00000000

Detail

1 Serial number start:

L

on
on

0x=00000030 oo

DI

Serial number length:

oo
oo

oo

0o
0o

0o

Q) Big interger

0o
oo

oo

oo
oo

0o

aa
oo

oo

P

0o
0o

0o

() Import from file

64

oo
oo

oo

0o
oo

oo

oo
oo

0o

FF
FF
FF
FF

FF
FF
FF
FF

FF
FF
FF
FF

FF
FF
FF
FF

FF
FF
FF
FF

FF
FF
FF
FF

FF
FF
FF
FF

FF
FF
FF
FF

FF
FF
FF
FF

FF
FF
FF
FF

t. D’ Comfirm

Serial Number Write Address: Set the write address of the serial number, which can be

freely configured.

T

T

T

L



Serial Number Length: supports 1~64 bytes length, freely configurable.

Serial Number Starting Value (Small End Mode): Sets the starting value of the serial

number.

Step of sequence number (small end mode): Sets a single increment of the sequence

number.

Sequence Number End Value (Little Endian Mode): Sets the end value of the sequence
number.

Q e

Big number is an enhancement to Power Writer's default 4-byte serial number to

compensate for the following shortcomings of the default serial number:

 Default Serial Number Function: the length is limited to four bytes.
+ Default sequence number function: no end value judgment.

 Default Serial Number Function: No arbitrary region can be set.



4 : External File Import

| i Y
Serial number mode: () Disable () Big interger Q) Import from file
Basic

k|

7 Serial number write address: 0x00000000 Serial number length: 0

Detail

t

J Import

|

] Serial Mumber Total 0

bl

Serial Mumer offset ]
|
Impart total count o

{

Serial number type: Interger type String type

First serial number:

i

t
l !\I Comfirm Help

External file import supports xlsx table, when importing table, you need to set the rows
and columns for serial number reading, the default is to start reading from 0 rows and 0

columns.

;rSuper zerial number[STM32G070xE] o

ol



Test excel: PowerWriter Test Serial Number Form

5 : Notes

« When importing from an external file, the cells must all be strings, if they are not
strings, an error will be reported.

« When importing serial numbers from external files, you need to ensure that the serial
number length is uniform.

« External serial number import defaults to the little endian.
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3.3.5 : Automatic start/stop
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Some chips open SWD multiplexing, offline programming, there is a choice to write the
option byte, or turned on the completion of programming to start the chip, or selected the
output reset, and turned on the automatic chip detection function (as shown in the figure),
may cause the possibility of repeated programming, to detect the chip as far as possible,
so that the chip is programmed in the time to be connected to the chip, will not be

mistakenly judged as taking open the chip.

11O 8T, LS ULy

O
Eraze Type Interface level Misc i
O
Speed 10M hz e
() Don't erase O1ev 1
. o
O Full Erase Lo OptionByte | Factory=>Custom 0
Os.0v -
O Sector Erase (O External input @ Enable buzzer 0
|:|u
Irite function configuration g‘
= sN [N Quantity Check 1% Signaloutput & Certification 5
i
B run target firmware when program done g
[ ] Turn off the power output after programming g’
Power on stability time{ms) : 100 [ | Hexadedmal display 0
1
Power off stability tme(ms) : 100 e
O
. O
Reset mode selection 0.
I:h
Hardware and system reset e Ok
Hardware reset keep low O
1
FaraWare Teaet 0
OMardware and system reset 0
System reset "
ey
Vectar reset £ 0
Power on reset
Disable port then power on reset
TTTET TITSTTHITITEL T TUOWRTITESTITIT THET TITITATTIITS T SITETTATTETT T COT. . T TIT.8IT IRITITT RFEFWFd
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3.3.6 : Variable Monitor

@ INFO

PowerDebugger Provides RTT Viewer, RTT Scope functions to read and write

runtime data, and recommends its use.

Currently, PowerWriter does not provide any monitoring software like J-Scope, if you need
to monitor the real-time variable data of the target chip, you can use a third party or the
monitoring tool provided by the chip manufacturer, for example, FreeMASTER provided by
NXP is a good choice, the download address of FreeMASTER is as follows:

» FreeMASTER Run-Time Debugging Tool | NXP Semiconductors

Q T

The rights to this software are owned by NXP.

1 : FreeMaster quick start

1.1 : Project Settings

Project -> Options to open project settings
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[d Project - FreeMASTER

: File Edit View Explorer | Project | Tools Help
e b @D D e 5] Ey Variables... © "o "G ‘_"’ B K2 [Tanoms W
Commands...

Reload Symbol File  Ctri=M Y g a]=] to FreeMASTER

Select Symbol File..,

Resource Files,..

S T 1.9 m
L
wcoinwi e |

Project

. I

On the Comm Tab page, select the Plug-in module as FreeMASTER CMSIS-DAP

Communication Plug-in, as shown below:

Options

Comm | MAP Filesl Pack Dirl HTML Pagesl Demo Model Views & Bars

—Communication

»t more in

" RS232: Port: ICOM1 -] |j§f§iﬁ|:| (COM1)
B I
Speed: IQEDD j Timeouts and Retries... |

Glug—in madule : CMSIS-DAP C icati g-i -
Connect string: I j Configure... |

: : , . . Fre
Ve [~ Sawve settings to project file | Save settings to registry, use it as default.
—Communication state on startup and on project load
Read nd Sh.
L ¢~ Open port at startup

& Do not open port at startup

ect I " Store port state on exit, apply it on startup
:. [~ Store port state to project file when saving, apply upan its load Advanced... | .:

Comment

- B | BRI

On the Map Files Tab page, follow the flow as shown in the figure, and select the file



compiled by MDK or IAR, GCC: axf, elf, map, and so on.

E 77
|

| Comm MAP Fils | pack Dir| HTML Pages | Demo Mode| Views & Bars| € 5 v 4 | B« varwatchcheck > MDK-ARM > var_watch_check

Defautt symbel | (@4 import file

File format: [ -] i

List of all valid
symbol files:

favdid

Note: The file selected in the list will be used as default symbel
file when the project is opened

Behavior
r

% Prompt to reload symbols when symbol file changes and show missing symbols

& Always ( Except after initial project load

e d 2) elf, abs, map, out, axffile
2

[Blapplication Commands| B variable stimulus
Ready

After importing the file and selecting the correct format for parsing the file

Comm MAP Files | Pacle Dir | HTML Pages | Demo Mode | Views & Bars | L

? 1 Default symbol | CAUsers\CSHSOFT\Desktophdebug\war_watch_check\MDK-A

File format:

Edit |

. ) Binary ELF with DWARF2/DWARF4 dbg format.
List of all valid - - -
ol £ Hiware MAP File509: SmartLinker v5.0.9
symBotes: == Define new regular expression-based parser... Del
(1 X Select file format
Mote: The file selected in the list will be used as default symbol
file when the project is opened I (-
A\ cAuTION

You need to select the file with symbol signal, such as axf, elf, map, etc. The purpose
is to get the information of the symbol name, format, address, etc., which needs to
be monitored, and you can't import bin, hex, etc. After the setting is finished, you can

click View to check the information of the symbols, and if it is parsed correctly, it



means the setting is correct.

1.2 : Adding Monitoring Variables

You can quickly create a variable watch by right clicking Create New Watched Var... in the

Variable Watch window. in the Variable Watch window, as shown in the following figure:

- o - - - -
+ | ——
New Project

Variable Watch

Name Value Urit |_Period [ms] | Comment

Edit variable...
Watch Properties...

Reset MIN/MAX
Reset MIN/MAX to All Vars

| Create New Watched Var... | °
TOE 10 New Wattned Var..
Commands| [B Variable Stimulus Remove From Watch
Create New Recorder...

Setting Monitoring Properties



et m

Variable

—Variable

T T e

powerwriter_var Sampling |1 s vl Show as: IDEC 'I

Address:

Type:

Format:

~Real type

INone

I Use '™
¥ Reset

History

Bit fields Show
v val [~ min [~ max

—

[0x20000000] (]

When the value is received,

O e

[powerwriter_var|

_Vectors_End
_Vectors_Size
0x0000
AHBPrescTable
AHBPrescTable[0]
BuildAttributes
BuildAttributes$$THM_I1SAv4$PEDEKEBESSPESAL22UL4TUL2T $X:L118522US41US21SIEEETSIWSUSESVEE~STKCKDSUSESY
Heap Mem

powerwriter_var

Region

Region$$Table$$Base

Region$$Tabled$Limit

Stack_Mem

SystemCoreClock

uwTick

uwTickFreq

uwTickPrio

"= | Bl R | ‘

Change other settings as required



| Wl ldie e

. BrisT
Definition |Modiﬁ,ring| Comments | 1] © S
Variable Ipmvenvriter_var Sampling Ifastest vl Show as: I vl
N variable - Bit fields -~ Show
[0x20000000] [E] ,
. . W val [~ min [T max
Address: Ipmvemriter_var j When the value is received,
Fixed digits:l 5:
Type: Iunsigned int j Size: |4 j shift it: [0 < bits right, [~ Fill left zeroes
Format: IFixed point number j mask with:l”':' mask (-1) j
—Real type transformation —Text enumeration (after transform)
INDHE j Qﬂit:l'—'”'t [T Enumeration enabled [T Always show numeric value
= default: ILIHI'CHGWH ¥ Show number
l [~ Use 'moving Awverages' filter
me [¥ Reset history on manual modify
History ISU'U'U' 3: ms
BE B JeF P ()

When finished, click OK.

1.2 : Activate

Connect the PowerWriter to the target chip with the target chip correctly, click the Go
button on the toolbar to start the monitoring, as shown in the following figure.



L& Project - FreeMASTER
: File Edit View Explorer Project Tools  Help
o W EDMD ~ [ BBy & &5 BB | dao o g ] 4

@D start communication (Ctrl+G) ]
Open port and and start

communication E M PTY

Please specify the URL of the «

¢ Show me where can | di

You can see the real-time changing values of the variables as shown below:

© File Edit View Explorer Project Tools Help

|
Ll @@ o e S e s [ B> ﬂ'ﬁ;'ﬁfﬂf'ﬁf& B K7 © Tahoma - 3 - B J
MName | Value | Unit | Period [ms] |

powerwriter_var 0x33bafes HEX 0

Q e

FreeMASTER will not perform firmware download action, so you need to make sure
that the set symbol file and the actual running firmware are matched, otherwise it will

lead to wrong monitoring results.

2 : Notes

For detailed tutorials on how to use FreeMASTER, please refer to the official

documentation and other related information.
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A > 3:FAQContents > 3.3:Advanced > 3.3.7 : NRF stack upgrade

Version: Next

3.3.7 : NRF stack upgrade

1 : Entrance

PowerWriter support for manufacturer-specific features, are using the plug-in mode, you
can support any manufacturer requires a specific function, the method of entry and other
brands of the support method is consistent with the selection of the chip, such as in the
toolbar on the right side of the most a plug-in support icon, the current selection of the

chip has a plug-in support function, as shown below:

@ Power Writer®1,3.8.0 [Build:2024-04-10 19:40:33] — (] x

File(F) Operation(E) Tools(T) Setting(3) Help(H)
& o
Serial  Wire| Plugin PWX1

= E & K O & [

Open Save F-in  F-out Pload PRead Read Write Aute | Reset  ID AnyRD  Error
Q Writer Setting z Option bytes B Program Memary D OTP Memary o
Chip Select T IO o7 TS TS SFIC DT Tg GSvIsE e Sooeeos

04/15-15: 37 19:563> Update burner ueﬂlng, complete
04/15-15:37:19:593> | e chip information sv ully
D4J15—15 37:24:214> Data

MCU model: InF{FQ‘ISD | 0 Apply

Clmnln mimme 1074 NN D

After selecting the Nordic family of chips, an Extended Functions button appears on the
right side of the toolbar, defined as Vendor Specific Plug-In Functions, which can be
clicked to enter the configuration page of the NRF Protocol Stack Burn-in, as shown in the

figure:

Skip to
main

content
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1 Power Writer® - Nodic Modem Updater[nRF9160]

N

-

>
El!viﬁ ;;Hlﬂ NORDIC P .’

Modic nrf modem import

| Modem zip package |

E:\WMainProjects|2022qrf_stack\nRF9160 modemBEEFEE=H (10T 1. 3. 2B BB £ B1) \mfw_nrfo1¢

Package informations

[0]Modem file digest all segment :—
-=[0.0]5egment address: 0x 59602000
-=[0.0]5egment cre32:0x829143 1a
-=[0.0]5egment size :0x00000918
-=[0.0]5egment sha256 digest 1——
[1]Modem file:firmware.update.image. segments. 1.hex
[1]Modem file seament count :3
[1]Modem file digest all segment : 54 14526C47947C390B4B69E0FETBOS59CEI 228 1211FCID065462 2355 5E3AB4E 1
-=[1.0]5egment address: Ox00006000
-=[1.0]5egment cre32:0x803ecacc
-=[1.0]5egment size :0x0000a000
-=[1.0]5egment sha256 digest : 3E7ABC4F40119B0DFA Z2BBF 333 19098 32BE9404C 0D 76 73948049AETaCAT0C 2309
-=[1. 1]5egment address: 0x00050000
-=[1. 1]5egment cre32:0x7d08 313
-=[1. 1]5egment size :0x00 120000
-=[1. 1]5egment sha256 digest :63FA 22 FFEBCAABEST49F 11EFBS354644EA7I33C 5D 55B03A36CEE0 2544294 135F
-=[1.Z]5egment address: 0x0027c000
-=[1.2]5egment cre32:0x93032355
-=[1. Z]5egment size ;0x00004000
-=[1.2Z]5egment sha256 digest :9811C05B95FESAFCA6572E260EEAG228BC2435F FEL01011BE 1419A3B3A 1136C4

Upgrade settings

B Enzble modem offline upgrade

a
I L’I Confirm Document

2 : Firmware Import

2.1 : Modem zip package

Download the latest modem upgrade firmware package from the official website, which is
in zip format and contains all the files required for upgrading the stack. PowerWriter

supports parsing all the information required for upgrading from the zip package without

O ————_— . —



unzipping it, and after importing it, it will automatically start parsing the zip package, and
if the parsing is successful, it will display the corresponding information in the log box, as
shown below:

DFU address:0x2000000c
DFU crc32:0x84fbec7c
DFU sha256 digest:72B3D7C
DFU file name:72B3D7C.ipc_dfu.signed 1.1.0.ihex
DFU file size:0x00001290
DFU version:1.1.0
[6]Modem file:firmware.update.image.segments.0.hex
[@]Modem file segment count :1
[@]Modem file digest all segment :---
->[0.0]Segment address:0x59602000
->[0.0]Segment crc32:0x8291481a
->[0.0]Segment size :0x0000O918
->[0.0]Segment sha256 digest :---
[1]Modem file:firmware.update.image.segments.1.hex
[1]Modem file segment count :3
[1]Modem file digest all segment
:5A14526C47947C99DB4B69EOFE7BO959CB32281211FC1DO6546223655E8AB4B1
->[1.0]Segment address:0x00006000
->[1.0]Segment crc32:0x803ecacc
->[1.0]Segment size :0x00002000
->[1.0]Segment sha256 digest
:3E7ABCA4F40119BDFA2BBF3881909832BE9404CDD7678948049AE976C670C23D9
->[1.1]Segment address:0x00050000
->[1.1]Segment crc32:0x7de83f13
->[1.1]Segment size :0x001e0000
->[1.1]Segment sha256 digest
:63FA227FEBCAAB85749F11EFB9354B44EA7933C5D55BO3A86C8ED254429A138F
->[1.2]Segment address:0x0027c000
->[1.2]Segment crc32:0x98032895
->[1.2]Segment size :0x00004000
->[1.2]Segment sha256 digest



Q T

« The latest modem of Nordic NRF series chips can be downloaded from the

official website, such as NRF9160 download address is:

Compatible Downloads - nordicsemi.com,

« After importing the zip package, if the parsing fails, it will prompt the
corresponding tips, do not decompress and modify the official release of the
original zip package data, in order to prevent the information can not complete
the automatic parsing, such as parsing the time of the error, contact us in time,

with the error message tips and upgrade packages zip file.

3 : Offline Upgrade Stack Enable

« Enable modem offline upgrade

As shown below:

Upgrade settings

B Enable modem offine upgrade

Q e

PWLINK2(Lite) and other products do not support stack upgrade, but products with
offline support this function.
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A . 3:FAQContents > 3.3:Advanced > 3.3.8:ZPKG usage Skip to

. main
Version: Next

3.3.8 : ZPKG usage

content

1 : What is zpkg?

zpkg is the secondary package of pkg file, on the basis of pkg file, package more
information as a separate file, through this file, the developer can directly send zpkg file to
the end-user by e-mail or other means, or burn manufacturers, in addition to the
developer who packaged this file, other members will not be able to see any data in this

file, to a certain extent, you can Meet the special needs.

Although zpkg can be useful in some specific scenarios, there are some limitations that

require special attention, as summarized below.

A\ cAUTION

» Because the file can be reloaded repeatedly: this means that the limit on the
number of times the pkg file itself will be invalidated, and if you need to control
the number of burns, you will need to control the permissions with the icwkey
device.

» Because passwords and data are packaged as a whole, which means there is a
certain risk of being attacked, PowerWriter will try its best to prevent the zpkg
file from being attacked, leading to leakage. Except for some special scenarios
where the zpkg format must be used, most common scenarios still recommend

the use of the zpkg file for security and privilege control.
 Please be strictly aware of the above defects and do not use this feature if

you are not aware of them.


http://localhost:3000/en/

2 : How to save as zpkg?

The method of saving a zpkg file is the same as saving a pkg file, as shown in the following

animation:

.@ Power Writer®1,3.8.0 [Build:2024-04-10 15:40:33] = (] >
File(F) Operation(E] Tools(T) Setting(3) HelpH)

{ rad B c - T B e [ o G e B e B :
EEHOEERDBEEEO |
Open . Save  F-in  F-out Pload PRead | Elank = Erase  Read  Write  ‘erify  Auto | Reset ID AnyRD Error Serial ~ Wire PWX1 .
| ° Writer Setting a Option bytes B Program Memory D OTP Memory
Chip Select U4l 15~ 10.24.00.4 /0~ Save sUCCess
04/15-16:24:56:507> Power Wi inctional online programming...
MCU model: STM32G070xB Z[EE]: Select " Apply 04/15-16:24:56:538>
_ 04/15-16:24:57:374> Recalculate Program Memory data...
Flash size: 128.00KB 04/15-16:24:57:404> Smart online erase chip...
E 04/15-16:24:57:482> chip data
L e st el Mimc 04/15-16:24:57:512> er custom OB...
Speed 10M hz h 04/15-16:24:58:345> Al done!
Don't O18v 24:58: . !
O Don'terase o 04/15-16:30:44:508> [0037] The age error (abnormal powe
O Full Erase S OptionByte  Factory=>Custom 04/15-16:30:44:524> Target Offline...
Osov 04/15-17:02:20:167> nRF9160 Flash size: 1024.00KB
| () Sector Erase O External input ® Enable buzzer 04/15-17:02:20: 199> nRF160 OTP Memaory size: 0.74 KB

04/15-17:02:20:278> Change bank: Single bank
04/15-17:02:20:326> Update burner Settings complete. ..
Write function configuration 04/15-17:02:20:358> Update chip information successfi

= sn [N Quantity Check i1 Signaloutput @ Cenrtification %] ;}?33%;22’ o a -
04/15-17:05:58:263> STM32G070xB Flash size: 128.00KB
@ Run target firmware when program done 04/15-17:05:58:295> STM32G070xE OTP Memory size: 1.00 KB
04/15-17:05:58:358 Change bank: Single bank
() Turn off the power output after programming 04/15-17:05:58:409> The communication port send package error
04/15-17:05:58:424> The communication port send package error...
Power on stahility time(ms) : 100 [CJ Hexadecimal display 04/15-17:068:01:706> The communication port send package error... §
Y 04/15-17:06:01:722> Power Writerd is disconnected
fone off sabaty tmelme) s 0 04/15-17:06:02:262> Writer Info: hwiVer 10 biVer100.02 ifer.00.02
SN:0123456739ABCDEFD1234567880AECDE Target PWX1
Reset mode selection 04/15-17:06:02:294> [07D6] Current device firmware type : Universal
04/15-17:06:02:310> Power ter® is connected...
Hardware and system reset > 04/15-17:06:02:34 1> Switch version:PWX1
04/15-17:06:03:022> Resource version: 1.0.0 size:Oxccbac cre32:0x750b0c6S
04/15-17:06:03:054> Synchronizing device time succeeded...
A : 04/15-17:06:03:104> Update burner Settings complete.
Communication configuration 04/15-17:06:03:135> Update chip information succes
Device: COM3 “ Refresh B Ot 04/15-17:06:04:775> Target Online...
Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

3 : How to load zpkg to Writer?

The flow of loading zpkg file to burner and loading pkg to writer is demonstrated in the

animation below:



@ Power Writer ®1,3.8.0 [Build:2024-04-10 1%:40:33]

Chip Select
MCUmodel:  STM32G070xB {5} select W Apply

Flash size: 128.00KB

Erase Type Interface level Misc
Speed 10M h e

) Don't erase O1av =

O Full Erase 033v OptionByte  Factory=>Custom

Os.0v
O Sector Erase () External input B Enable buzzer

Write function configuration
= sN [0 Quan i1 Signal output @ Certfica
= SN Quantity Check 1=1 Signal outpu Certification
B Run target firmware when program done
[ Turn off the power output after programming

Power on stability time(ms) : 100 [JHexadecmal display

Power off stability time(ms) : 100

Reset mode selection

Hardware and system reset ~

Communication configuration

Device: | COM3 w Refresh

Auto Connect

Target: connected
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= (] *
File(F) Operation(E) Tools(D) Setting(3) Help(H)
EERCEBEDEBEREREE EEE Celes
Open Save F-in  F-out Pload PRead | Blank [Frase Read Write ‘erify Auto | Reset ID  AnyRD Error | Serial Wire PWX1

# Writer Setting Option bytes D Program Memory m OTP Memoary

U 10~ 10.24. 00,007 = T OWET VWIEnD TUIY TUNCUONa! Onine programiming...
04/15-16:24:56:538> Write factory default OB...

04/15-16:24:57:374> Recalculate Program Memory data...
04/15-16:24:57:404> Smart online erase chip...

04/15-16:24:57:482> Write chip data

04/15-16:24:57:512> Write user custom OE...

04/15-16:24:58:345> All done!

04/15-16:30:44:508> [0031] The voltage error (abnormal power supply)...
04/15-16:30:44:524> Target Offline...

04/15-17:02:20:167> nRF9160 Flash size: 1024.00KB
04/15-17:02:20:199> nRF3160 OTP Memory size: 0.74 KB
04/15-17:02:20:278> Change bank: Single bank

04/15-17:02:20:326> Update burner Settings complete...
04/15-17:02:20:358> Update chip information successfully...
04/15-17:02:21:027> The communication port waiting response time out...
04/15-17:02:32:723> The communication port send package error...
04/15-17:05:58:263> STM32G070xB Flash size: 128.00KB
04/15-17:05:58:295> STM32G070xB OTP Memory size: 1.00 KB
04/15-17:05:58:358: Change bank: Single bank

04415-17:05:58:409> The communication port send package error...
04/15-17:05:58:4 24> The communication port send package error...
04/15-17:06:01:706> The communication port send package error...
04/15-17:06:01:722> Power Writer® is disconnected. ..
04/15-17:06:02:262> Writer Info: hwWer:1.0 blVer:1.00.02 ifVer:1.00.02
SN:0123456739ABCDEF01234567890ABCDE Target:PWX1
04/15-17:06:02:284> [D7D6] Current device firmware type : Universal
04115-17:06:02:310> Power Writer® is connected...

04/15-17:06:02:341> Switch version:PWX1

04/15-17:06:03:022> Resource version:1.0.0 size:OxccBac cred2:0x750b0c6S
04/15-17:06:03:054> Synchronizing device time succeeded...
04/15-17:06:03:104>> Update burner Settings complete...
04/15-17:06:03:135> Update chip information successfully...
04/15-17:06:04: 775> Target Online...

04/15-17:06:34:150> Save success

ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved
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A > 3:FAQContents > 33:Advanced > 3.3.9: Adjust Default OB

Version: Next

3.3.9 : Adjust Default OB

1 : Usage

PowerWriter chip adaptation process, the chip's default option bytes are adapted and
serialized for use in some scenarios, you can restore the chip's factory settings, in most
scenarios, the native default option bytes can meet the requirements, while in some
special scenarios, the default option bytes need to be adjusted to meet some of the

special application scenarios.

2 : Setting

The method of adjusting the built-in default option byte is as follows, and the animation

demonstrates it as follows:
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() Power Writer®1.3,8.0 [Build:2024-04-10 19:40:33] = m] X

File(F] Operation(E) Tools(T) Setting(5) Help(H)
EEHOGEGEREOEERE0 ERE oeuce
Reset ID  AnyRD Error | Serial Wire PWX1

Open Save F-in  F-out Pload PRead | Elank Erase Read Write ‘erify Auto

# Writer Setting Option bytes D Program Memory D OTP Memory

Option Byte:  AA E1FF DF 3F 00 00 00 3F 00 00 00 Size : 12 Byte Reset Flload | [ save |w
Option Name Option Value(Click the item with the mouse and selectthe parameters from the lep—l’I
RDP 0xAA: Level 0, read protection not active
> |Doubleicktomodify Byte 1
| nRST_STDBY 0x01: No reset generated when entering the Standby mode
nRST_STOP 0x01: No reset generated when entering the Stop mode
il >>> Double-click to modify] Byte 2
| RAM_PARITY_CHECK 0x01: SRAM parity check disable
WWDG_SW 0x01: Software watchdog
IWDG_STBY 0x01: Independent watchdog counter is running in Standby mode
IWDG_STOP 0x01: Independent watchdog counter is running in Stop mode
IWDG_SW 0x01: Software independent watchdog
nBOOTO 0x01: nBOOTO=1 .
nBOOT1 0x01: nBOOT1=1 i
nBOOT_SEL 0x01: BOOTO signal is defined by nBOOTO option bit
Double-ciick to modify] Byte 4
WRP1A_STRT bitd 0x01: WRP1A_STRT bit5
WRP1A_STRT bit4 0x01: WRPTA_STRT bit4
WRP1A_STRT bit3 0x01: WRP1A_STRT bit3
WRP1A_STRT bit2 0x01: WRP1A_STRT bit2
WRP1A_STRT bit1 0x01: WRPTA_STRT bit1
WDD1A STDT hith M- WWDD1A STDT kit
Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

3 : Reset

Customized default option byte clearing can be performed by clicking the Restore Defaults

button, as demonstrated in the animation below:



@ Power Writer®1,3.8.0 [Build:2024-04-10 1%:40:33] = (] *
File(F) Operation(E] Tools(T) Setting(s) Help(H)
EHOEEBRO0BEEEEA spE
Open Save F-in  F-out Pload PRead | EBlank [Erase Read Write ‘erify Auto | Reset  ID AnyRD Error | Serial  Wire PWX1
c Writer Setting Option bytes D Program Memory B OTP Memory
Option Byte: BB E1 FF DF 3F 00 00 00 3F 00 00 00 Size : 12 Byte & Reset [Flload  [E] save |w
Option Name Option Value(Click the item with the mouse and selectthe parameters from the lep—lI
> [DoublecicktomodifyByte1 |
nRST_STDBY 0x01: No reset generated when entering the Standby mode
nRST_STOP 0x01: No reset generated when entering the Stop mode 5
(>> [Doubleciick to modify] Byte 2
| RAM_PARITY_CHECK 0x01: SRAM parity check disable
WWDG_SW 0x01: Software watchdog
IWDG_STBY 0x01: Independent watchdog counter is running in Standby mode
IWDG_STOP 0x01: Independent watchdog counter is running in Stop mode
IWDG_SW 0x01: Software independent watchdog
nBOOTO 0x01: nBOOTO=1 -
nBOOT1 0x01: nBOOT1=1 i
nBOOT_SEL 0x01: BOOTO signal is defined by nBOOTO option bit
Double-ciick to modify] Byte 4
WRP1A_STRT bit> 0x01: WRP1A_STRT bitd
WRP1A_STRT bit4 0x01: WRP1A_STRT bit4
WRP1A_STRT bit3 0x01: WRP1A_STRT bit3
WRP1A_STRT bit2 0x01: WRP1A_STRT bit2
WRP1A_STRT bit1 0x01: WRP1A_STRT bit1
WDD1A CTDT hitn MeN1- WAWIDD1A CTDT kit

Target: connected ICWorkShop Technology (Shenzhen) Co., Ltd.All Right Reserved

4 : Limitations

 Currently available in full-featured mode in online mode, disabled when software is

turned off.

 Currently valid for saving to an offline writer, invalid after reopening the project.

A\ cAUTION

Valid only for full-featured online programming and saving to writer before the
software is closed, and will expire after reopening the project (automatically

resynchronizes default option bytes).
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